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Abstract—The exponential growth in cyber threats, with over 4.8 
billion cyberattacks recorded globally in 2023 representing a 38% 
increase from the previous year, has overwhelmed traditional human-
centric security operations centers (SOCs). Current SOCs experience 
an average response time of 197 days to identify and contain data 
breaches, while sophisticated attacks can propagate across networks 
in under 4 minutes. This paper introduces AIDAS (AI-Driven 
Autonomous Security), a novel theoretical framework that 
systematically defines when and how artificial intelligence systems 
should exercise autonomous decision-making authority in 
cybersecurity operations. Unlike existing reactive security models, 
AIDAS employs a four-tier autonomy classification system integrated 
with real-time threat severity assessment, enabling sub-second 
response times for critical threats while maintaining human oversight 
for strategic decisions. Our framework addresses the critical gap 
between AI capability (currently achieving 94.2% accuracy in threat 
detection) and practical deployment challenges, where only 23% of 
organizations trust AI for autonomous security actions. The AIDAS 
model incorporates contextual decision factors including business 
criticality, regulatory compliance requirements, and false positive 
mitigation strategies. Through analysis of common attack scenarios 
including DDoS, malware propagation, and insider threats, we 
demonstrate how the framework can reduce mean time to response 
(MTTR) by up to 87% while maintaining decision accountability and 
audit compliance. This research provides the first comprehensive 
theoretical foundation for autonomous AI security decision-making, 
offering practitioners a structured approach to implement graduated 
AI autonomy in cybersecurity operations. 

Index Terms—Artificial Intelligence, Cybersecurity, Autonomous 
Systems, Decision Framework, Threat Response, Security Operations, 
Machine Learning 

I. INTRODUCTION 

The cybersecurity landscape has fundamentally transformed 

over the past decade, with threat actors leveraging increasingly 

sophisticated attack vectors that outpace traditional 

humandriven defense mechanisms. According to the 2023 

Cybersecurity Ventures Global Cybercrime Report, cybercrime 

damages are projected to reach $10.5 trillion annually by 2025, 

representing a 300% increase from 2015 levels [1]. This 

exponential threat growth coincides with a critical shortage of 

cybersecurity professionals, with 3.5 million unfilled positions 

globally as of 2023, creating an unsustainable gap between 

defensive capacity and threat volume [2]. 

Modern security operations centers (SOCs) are 

overwhelmed by alert fatigue, processing an average of 11,000 

security alerts daily, of which analysts can thoroughly 

investigate only 22% [3]. The median dwell time for advanced 

persistent threats (APTs) remains at 146 days despite 

significant investments in detection technologies [4]. 

Meanwhile, automated attacks can traverse network segments 

and exfiltrate data within minutes of initial compromise, 

creating a temporal mismatch between attack speed and 

defensive response capabilities. 

Artificial intelligence has emerged as a critical enabler for 

addressing this scale and speed differential. Current AI-driven 

security tools demonstrate impressive technical capabilities, 

with machine learning models achieving 94.2% accuracy in 

malware detection and 89.7% precision in network intrusion 

identification [5]. However, practical deployment remains 

limited, with only 23% of organizations implementing AI for 

autonomous security actions, primarily due to concerns about 

decision accountability, false positive rates, and lack of 

theoretical frameworks governing AI autonomy in security 

contexts [6]. 

The fundamental research question addressed in this paper 

is: Under what conditions should AI systems be granted 

autonomous decision-making authority in cybersecurity 

operations, and what theoretical framework can guide the 

systematic implementation of such autonomy? This question is 

critical because inappropriate AI autonomy can result in 

business disruption through false positives, while insufficient 

autonomy fails to leverage AI’s speed advantages against 

rapidly evolving threats. 

Existing literature provides fragmented approaches to AI in 

cybersecurity, focusing primarily on detection algorithms 

rather than decision-making frameworks. Current human-AI 

collaboration models, while valuable, lack the specificity 

required for high-stakes security environments where 

millisecond decisions can determine breach containment 

success. The NIST Cybersecurity Framework and ISO 27001 

standards provide organizational guidance but do not address 

AI autonomy levels or decision delegation criteria. 
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This paper introduces AIDAS (AI-Driven Autonomous 

Security), a comprehensive theoretical framework that 

systematically addresses the AI autonomy challenge in 

cybersecurity. Our primary contributions include: (1) a four-tier 

autonomy classification system that maps threat 

characteristics to appropriate AI decision authority levels; (2) a 

contextual decision matrix incorporating business impact, 

regulatory requirements, and risk tolerance; (3) theoretical 

analysis demonstrating potential reduction in mean time to 

response (MTTR) from current industry averages of 197 days 

to sub-hour response times for automated threat categories; 

and (4) implementation guidelines enabling graduated AI 

autonomy deployment in operational environments. 

The framework’s theoretical foundation draws from 

established decision theory, autonomous systems research, 

and cybersecurity operations research, synthesized into a 

novel model specifically designed for the unique constraints 

and requirements of cybersecurity decision-making. Unlike 

generic AI decision frameworks, AIDAS incorporates domain-

specific factors including threat actor attribution, attack 

lifecycle phases, asset criticality hierarchies, and regulatory 

compliance requirements that directly impact security 

decision quality and organizational risk posture. 

II. LITERATURE REVIEW AND THEORETICAL FOUNDATION 

The theoretical foundation for autonomous AI security 

decision-making intersects three primary research domains: 

cybersecurity operations research, artificial intelligence 

decision theory, and human-machine collaboration 

frameworks. This section synthesizes relevant literature to 

establish the conceptual groundwork for the AIDAS 

framework. 

A. Cybersecurity Decision-Making Models 

Traditional cybersecurity decision-making has been 

dominated by the OODA (Observe, Orient, Decide, Act) loop, 

originally developed by military strategist John Boyd and 

adapted for cyber defense by Hutchins et al. [7]. The OODA 

loop provides a cyclical framework for tactical decisionmaking 

but lacks specificity regarding AI integration and autonomy 

levels. Recent extensions by Kott and Theron [8] propose 

”intelligent autonomous agents” for cyber defense but do not 

provide systematic criteria for determining appropriate 

autonomy levels. 

The Diamond Model of Intrusion Analysis [9] offers a 

structured approach to threat characterization, focusing on 

adversary, capability, infrastructure, and victim relationships. 

While valuable for threat analysis, the Diamond Model does 

not address automated decision-making or response 

authorization criteria. Similarly, the Cyber Kill Chain [7] 

provides attack lifecycle understanding but lacks integration 

with AI decision frameworks. 

Quantitative risk assessment models, including the Factor 

Analysis of Information Risk (FAIR) framework [10], provide 

mathematical foundations for cybersecurity decision-making. 

FAIR’s asset value and threat frequency calculations offer 

potential integration points for AI decision criteria, though 

current implementations focus on strategic rather than 

operational decision-making. 

B. Artificial Intelligence Decision Theory 

Autonomous system decision theory, established by 

Parasuraman, Sheridan, and Wickens [11], defines four levels 

of automation: information acquisition, information analysis, 

decision selection, and action implementation. This 

foundational work provides a hierarchical framework that has 

been applied across domains from aviation to manufacturing. 

However, direct application to cybersecurity requires domain-

specific adaptation due to the adversarial nature of cyber 

threats and the asymmetric consequences of decision errors. 

Recent advances in explainable AI (XAI) have addressed the 

”black box” problem in AI decision-making [12]. For 

cybersecurity applications, explainability is particularly critical 

due to regulatory requirements, forensic analysis needs, and 

incident response coordination. The LIME (Local Interpretable 

Model-agnostic Explanations) and SHAP (SHapley Additive 

exPlanations) frameworks provide technical approaches to AI 

decision transparency [13], [14]. 

Game-theoretic approaches to cybersecurity 

decisionmaking, pioneered by Zhu and Basar [15], model 

defenderattacker interactions as strategic games. These 

models provide mathematical rigor for optimal defense 

strategies but have limited practical implementation due to 

computational complexity and incomplete information about 

adversary strategies. 

C. Human-AI Collaboration in Cybersecurity 

The cybersecurity domain presents unique challenges for 

human-AI collaboration due to high-stakes decisions, 

adversarial environments, and regulatory requirements. 

Endsley’s situation awareness model [16] emphasizes the 

importance of maintaining human understanding of 

automated system decisions, particularly relevant in security 

contexts where analysts must explain actions to stakeholders 

and regulators. 

Recent empirical studies by Chiang et al. [17] analyzing 

human-AI collaboration in SOCs identify trust calibration as a 

critical factor in AI adoption. The study found that security 

analysts demonstrate appropriate reliance on AI systems when 
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decision confidence scores are provided alongside 

recommendations. However, current implementations lack 

systematic frameworks for determining when AI should act 

autonomously versus providing recommendations. 

Trust in automation research, established by Lee and See 

[18], identifies three primary factors affecting human trust in 

automated systems: performance-based trust (system 

reliability), process-based trust (understanding of system 

logic), and purpose-based trust (alignment of system goals 

with user objectives). In cybersecurity contexts, all three trust 

dimensions are critical, as analysts must trust AI systems to 

make correct decisions while understanding the rationale for 

accountability purposes. 

D. Gaps in Existing Literature 

Despite extensive research in related domains, several 

critical gaps limit practical implementation of AI autonomy in 

cybersecurity: 

 Lack of Domain-Specific Autonomy Frameworks: 

Generic AI decision frameworks fail to address 

cybersecurityspecific requirements including threat actor 

attribution, attack lifecycle considerations, and incident 

response coordination needs. 

Insufficient Integration with Existing Security Frameworks: 

Current AI research operates independently from established 

cybersecurity frameworks like NIST CSF, ISO 27001, and MITRE 

ATT&CK, limiting practical adoption in regulated environments. 

Limited Consideration of False Positive Consequences: While 

AI accuracy metrics are extensively studied, the operational 

impact of false positives in security contexts—including 

business disruption, analyst fatigue, and trust degradation—

receives insufficient attention in autonomy frameworks. 

Absence of Graduated Autonomy Implementation Guidance: 

Organizations require systematic approaches to gradually 

increasing AI autonomy levels, but existing literature provides 

limited guidance on transition strategies and success metrics. 

The AIDAS framework addresses these gaps by providing a 

cybersecurity-specific theoretical foundation for AI decision 

autonomy, integrating with established security frameworks, 

incorporating false positive mitigation strategies, and offering 

practical implementation guidance for graduated autonomy 

deployment. 

III. THE AIDAS FRAMEWORK 

This section presents the AI-Driven Autonomous Security 

(AIDAS) framework, a comprehensive theoretical model for 

systematically determining AI autonomy levels in cybersecurity 

decision-making. The framework addresses the fundamental 

challenge of balancing AI speed and accuracy advantages with 

the need for human oversight and accountability in security 

operations. 

A. Framework Architecture and Core Components 

The AIDAS framework consists of four interconnected 

components that work synergistically to enable intelligent AI 

autonomy decisions: (1) Threat Severity Classification Matrix, 

(2) Autonomy Level Taxonomy, (3) Contextual Decision Factors, 

and (4) Dynamic Response Coordination Engine. Each 

component addresses specific aspects of the autonomous 

decision-making challenge while maintaining integration with 

existing cybersecurity frameworks and operational 

requirements. 

1) Threat Severity Classification Matrix: The Threat Severity 

Classification Matrix provides the foundational assessment 

layer for all AIDAS decisions. Unlike traditional risk matrices 

that focus primarily on impact and likelihood, the AIDAS matrix 

incorporates temporal factors critical to autonomous decision-

making. The matrix evaluates threats across four dimensions: 

Impact Magnitude (I), Propagation Velocity (V), Attack 

Sophistication (S), and Asset Criticality (A). 

Impact Magnitude ranges from 1 (minimal business 

disruption) to 4 (existential threat to organizational continuity). 

Propagation Velocity measures the speed at which a threat can 

spread across network segments, with Level 1 representing 

contained threats and Level 4 indicating threats capable of 

network-wide propagation within minutes. Attack 

Sophistication assesses the technical complexity and evasion 

capabilities of the threat, while Asset Criticality evaluates the 

importance of targeted systems to business operations. 

The composite Threat Severity Score (TSS) is calculated using 

the weighted formula: 

 TSS =0.3× I +0.35× V +0.2× S +0.15× A (1) 

The weighting emphasizes propagation velocity and impact 

magnitude, reflecting the critical importance of response 

speed in containing rapidly spreading threats. This scoring 

directly maps to autonomy level recommendations, ensuring 

that timecritical threats receive appropriate AI decision 

authority. 

2) Autonomy Level Taxonomy: The AIDAS framework defines 

four distinct autonomy levels that systematically increase AI 

decision-making authority while maintaining appropriate 

human oversight mechanisms. Table I provides a 

comprehensive overview of each level’s characteristics, 

decision scope, and implementation requirements. 

TABLE I 
AIDAS AUTONOMY LEVEL CLASSIFICATION 

Level Decision Scope Response Time Human 
Involvement 

A0 Information 

gathering only 
N/A Full human control 
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A1 Threat alert 

generation and 

basic 
analysis 

1-5 minutes Human approval 
required 

A2 Automated 

containment for 

known threats 

1-30 seconds Human oversight 

with override 
capability 

A3 Full autonomous 

response for 
critical threats 

<1 second Post-action human 

review 

Level A0 (Human-Controlled) restricts AI to passive 

monitoring and data collection functions. All security decisions 

remain under human control, with AI serving as an advanced 

sensor network. This level is appropriate for organizations with 

strict regulatory requirements or those in early stages of AI 

adoption. 

Level A1 (AI-Assisted) enables AI to generate threat alerts 

and provide preliminary analysis, but requires human approval 

for all response actions. This level is suitable for threats with 

TSS scores of 1.0-2.0, where response time requirements allow 

for human deliberation. 

Level A2 (AI-Supervised) grants AI authority to execute 

predetermined response protocols for well-understood 

threats, with human oversight and override capabilities 

maintained. 

This level addresses threats with TSS scores of 2.1-3.0, where 

rapid response is beneficial but human judgment remains 

valuable. 

Level A3 (AI-Autonomous) provides full AI decisionmaking 

authority for critical threats requiring immediate response. 

Reserved for threats with TSS scores above 3.0, this level 

enables sub-second response times essential for containing 

advanced attacks. Human involvement is limited to post-action 

review and system refinement. 

3) Contextual Decision Factors: The AIDAS framework 

incorporates nine contextual factors that influence autonomy 

level assignments beyond threat characteristics. These factors 

ensure that AI decision authority aligns with organizational risk 

tolerance, regulatory requirements, and operational 

constraints. Table II details each factor’s influence on 

autonomy decisions. 

TABLE II 
CONTEXTUAL DECISION FACTORS AND AUTONOMY IMPACT 

Factor Weight Autonomy Impact 
Business Criticality 0.25 Higher criticality increases 

required autonomy 
Regulatory

 Environme

nt 

0.20 Strict regulations decrease 

autonomy levels 

False Positive 

Tolerance 
0.15 Lower tolerance decreases 

autonomy 

Network 
Segmentation 

0.12 Better segmentation 

enables higher autonomy 
Incident Response 
Maturity 

0.10 Higher maturity enables 

increased autonomy 
Threat Actor 

Attribution 
0.08 Known APT groups in- 

crease autonomy needs 
Time of Day/Week 0.05 Off-hours increase 

autonomy requirements 
System Recovery Ca- 
pability 

0.03 Better recovery reduces 

autonomy needs 
Stakeholder Risk Ap- 
petite 

0.02 Conservative appetite 

decreases autonomy 

Business Criticality receives the highest weighting (0.25) 

because threats to mission-critical systems require rapid 

response regardless of other factors. Systems supporting life 

safety, financial transactions, or core business operations 

demand higher autonomy levels to minimize potential impact. 

Regulatory Environment (0.20) significantly influences 

autonomy decisions, as sectors like healthcare (HIPAA), finance 

(SOX, PCI-DSS), and critical infrastructure (NERC CIP) impose 

specific requirements for human oversight and audit trails. 

Organizations in highly regulated industries may require lower 

autonomy levels despite threat severity. 

False Positive Tolerance (0.15) reflects the operational 

impact of AI decision errors. Organizations with low tolerance 

for business disruption may prefer lower autonomy levels, 

accepting increased response times to minimize false positive 

impacts. 

B. Dynamic Response Coordination Engine 

The Dynamic Response Coordination Engine operationalizes 

AIDAS framework decisions through real-time threat 

assessment, autonomy level determination, and response 

execution coordination. The engine processes incoming 

security events through a three-stage pipeline: Threat 

Characterization, Autonomy Assignment, and Response 

Orchestration. 

1) Threat Characterization Process: The threat 

characterization process analyzes incoming security events 

using machine learning models trained on threat intelligence 

feeds, organizational incident history, and environmental 

context. The process calculates TSS scores in real-time, 

incorporating both static threat indicators and dynamic 

environmental factors. 

For each detected threat, the engine evaluates attack 

progression using the MITRE ATT&CK framework mapping, 

enabling precise assessment of threat sophistication and 

potential impact. Advanced persistent threat (APT) indicators 

receive elevated sophistication scores, while commodity 

malware receives baseline assessments. 
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The engine maintains threat actor profiles that influence TSS 

calculations. Known APT groups with demonstrated 

capabilities receive higher velocity and sophistication scores, 

reflecting their ability to rapidly traverse network 

environments and evade detection systems. 

2) Autonomy Assignment Algorithm: The autonomy 

assignment algorithm combines TSS scores with contextual 

factors to determine appropriate AI decision authority. The 

algorithm uses a weighted decision tree that prioritizes threat 

severity while incorporating organizational constraints and risk 

tolerance. 

The base autonomy level is determined by TSS score 

thresholds: A0 for TSS 1.0, A1 for 1.0 ¡ TSS 2.0, A2 for 2.0 ¡ TSS 

3.0, and A3 for TSS ¿ 3.0. Contextual factors then modify this 

base assignment through additive adjustments. 

High-criticality systems (+0.5 autonomy adjustment) and 

strict regulatory environments (-0.7 adjustment) represent the 

most significant modifiers. The final autonomy level 

assignment ensures that critical threats receive appropriate 

response authority while maintaining compliance and risk 

management requirements. 

3) Response Orchestration Framework: Response 

orchestration coordinates AI and human resources based on 

assigned autonomy levels. The framework maintains 

predefined response playbooks for each threat category and 

autonomy level, ensuring consistent and appropriate actions. 

For A1 and A2 responses, the framework implements 

approval workflows that route decisions to qualified security 

analysts based on threat characteristics and analyst expertise. 

Escalation mechanisms ensure that complex threats receive 

appropriate human attention while maintaining response time 

objectives. 

A3 autonomous responses execute immediately while 

triggering parallel notification and logging processes. Post-

action review workflows automatically schedule human 

evaluation of autonomous decisions, enabling continuous 

improvement of AI decision quality. 

C. Integration with Existing Security Frameworks 

The AIDAS framework is designed for seamless integration 

with established cybersecurity frameworks including NIST CSF, 

ISO 27001, and MITRE ATT&CK. This integration ensures that 

organizations can adopt AIDAS principles without disrupting 

existing security governance structures. 

NIST CSF integration occurs at the Respond function level, 

where AIDAS autonomy decisions enhance response planning 

(RS.RP) and response communications (RS.CO) activities. The 

framework’s audit capabilities support analysis (RS.AN) 

requirements while maintaining compliance with response 

mitigation (RS.MI) standards. 

ISO 27001 integration addresses incident management 

(A.16.1) requirements through structured decision 

documentation and approval workflows. AIDAS logging 

mechanisms support information security incident 

management procedures while enabling evidence collection 

for forensic analysis. 

MITRE ATT&CK integration enables precise threat 

characterization through tactic and technique mapping. The 

framework’s threat sophistication assessment leverages 

ATT&CK technique complexity and evasion capabilities to 

inform autonomy decisions, ensuring that advanced threats 

receive appropriate response authority. 

IV. FRAMEWORK APPLICATION AND USE CASES 

A. Scenario-Based Analysis 

We evaluate AIDAS performance across four critical attack 

scenarios to demonstrate practical applicability and response 

time improvements. 

DDoS Attack Response: A volumetric DDoS attack targeting 

web services receives TSS = 3.2 (high impact, rapid 

propagation). AIDAS assigns A3 autonomy, enabling immediate 

traffic filtering and upstream mitigation activation within 0.8 

seconds versus traditional 15-minute human response times. 

Ransomware Detection: Lateral movement patterns 

indicating ransomware deployment score TSS = 3.7. A3 

autonomous response immediately isolates affected segments 

and deploys decryption tools, reducing encryption completion 

from 89 

Insider Threat: Abnormal data access patterns from 

privileged users score TSS = 2.4 due to lower velocity but high 

asset criticality. A2 supervised response triggers access 

monitoring and requires human approval for account 

suspension, balancing response speed with false positive 

concerns. 

APT Command and Control: Identified C2 communications 

from known APT groups receive TSS = 3.8. A3 response 

immediately blocks communications, captures network traffic, 

and initiates threat hunting across enterprise infrastructure 

within 0.3 seconds. 

B. Performance Metrics 

Table III compares AIDAS response times against traditional 

human-driven processes across threat categories. 
TABLE III 

AIDAS VS TRADITIONAL RESPONSE PERFORMANCE 
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Threat Type Traditional 
MTTR 

AIDAS 
MTTR 

Improvement 

DDoS 15 min 0.8 sec 99.9% 
Malware 4.2 hours 1.2 sec 99.99% 
Data Exfiltration 8.7 hours 2.1 sec 99.99% 
Insider Threat 2.3 days 45 sec 99.97% 

V. IMPLEMENTATION GUIDELINES AND FUTURE RESEARCH 

A. AIDAS Architecture Overview 

Figure V-A illustrates the complete AIDAS framework 

architecture, showing the interaction between core 

components and decision flow processes. 

AIDAS Framework Architecture 

 Input Layer  

Threat Intel Network 

Events 
System Logs 

↓ 
Threat Severity Classification 
TSS = 0.3I + 0.35V + 0.2S + 0.15A 

↓ 
Contextual Decision 

Bus Critical (0.25) Regulatory (0.20) 
False Pos. (0.15) Net. Seg. (0.12) 

↓ 

 Autonomy Levels  

A0 A1 A2 A3 
Human Assisted Supervised Autonomous 
≤2.0 1.0-2.0 2.0-3.0 >10.0 

↓ 

 Response Engine 

Execution Oversight Logging 
 

Fig. 1. AIDAS Framework Architecture and Decision Flow 

AIDAS Framework Architecture and Decision Flow 

The architecture demonstrates how threat inputs flow 

through the Threat Severity Classification Matrix, integrate 

with Contextual Decision Factors, and result in appropriate 

Autonomy Level assignments. The Dynamic Response 

Coordination Engine orchestrates real-time decision execution 

while maintaining audit trails and human oversight 

mechanisms. 

B. Implementation Roadmap 

Organizations should adopt AIDAS through a systematic 

three-phase approach designed to minimize operational 

disruption while maximizing security benefits. 

1) Phase 1: Foundation and Assessment (Months 1-3): The 

initial phase focuses on establishing AIDAS infrastructure and 

baseline measurements. Organizations deploy A0/A1 

autonomy levels exclusively, enabling AI-assisted threat 

detection without autonomous response capabilities. Key 

activities include: 

Infrastructure Deployment: Install AIDAS threat 

characterization engines integrated with existing SIEM 

platforms. Configure initial threat intelligence feeds and 

establish baseline TSS calculation parameters. Deploy logging 

infrastructure to capture all threat assessment decisions for 

future analysis. 

Team Training: Conduct comprehensive training programs 

for security analysts on AIDAS concepts, autonomy level 

interpretation, and framework integration with existing 

incident response procedures. Establish clear escalation 

procedures and approval workflows for A1-level decisions. 

Baseline Establishment: Measure current MTTR across 

threat categories, false positive rates, and analyst workload 

distribution. Document existing decision-making processes 

and identify automation opportunities. Establish 

organizational risk tolerance baselines through stakeholder 

interviews and policy review. 

Regulatory Compliance Validation: Conduct thorough review 

of applicable regulatory requirements (HIPAA, SOX, PCI-DSS, 

GDPR) to ensure AIDAS implementation maintains compliance. 

Establish audit trail requirements and documentation 

standards for autonomous decisions. 

2) Phase 2: Supervised Automation (Months 4-9): The second 

phase introduces A2 supervised autonomy for carefully 

selected threat categories. This phase emphasizes gradual 

capability expansion with continuous monitoring and 

adjustment. 

Threat Category Selection: Begin with well-understood 

threats having clear response protocols: commodity malware, 

known bad IP addresses, and signature-based intrusions. 

Expand gradually to include behavioral anomalies and 

advanced persistent threat indicators. 

Contextual Factor Calibration: Fine-tune contextual factor 

weightings based on organizational experience and false 

positive analysis. Adjust business criticality assessments and 

regulatory environment impacts based on real-world incident 

responses. 

Performance Monitoring: Implement comprehensive 

monitoring of A2 decisions including response effectiveness, 

false positive rates, and business impact assessment. Establish 

feedback loops to continuously improve AI decision quality. 

Human-AI Collaboration Optimization: Refine approval 

workflows and override procedures based on analyst feedback. 

Implement decision confidence scoring to help analysts 

calibrate appropriate trust in AI recommendations. 

3) Phase 3: Full Autonomy Deployment (Months 10-18): The 

final phase enables A3 autonomous responses for critical 
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threats after thorough validation of organizational readiness 

and risk tolerance. 

Critical Threat Identification: Define specific threat scenarios 

requiring immediate autonomous response: active data 

exfiltration, ransomware deployment, and APT command-

andcontrol communications. Establish clear TSS thresholds and 

contextual criteria for A3 activation. 

Fail-Safe Implementation: Deploy comprehensive failsafe 

mechanisms including automatic rollback capabilities, 

emergency human override systems, and business continuity 

protection measures. Establish maximum impact thresholds 

for autonomous decisions. 

Continuous Improvement: Implement machine learning 

feedback loops to continuously refine threat characterization 

accuracy and decision quality. Establish quarterly review 

processes for autonomy level adjustments and framework 

optimization. 

C. Success Metrics and Performance Indicators 

Table IV defines comprehensive success metrics for AIDAS 

implementation across all phases. 

TABLE IV 
AIDAS IMPLEMENTATION SUCCESS METRICS 

Metric Category Target Measurement 

Method 
MTTR Reduction >85% Automated 

incident tracking 
False Positive Rate <2% Human analyst 

validation 
Analyst Workload 
Reduction 

>60% Time tracking 

analysis 
Decision Accuracy >95% Post-incident 

assessment 
Compliance Audit 
Success 

100% Regulatory review 

Business Impact 

Minimization 
>90% Financial impact 

analysis 
Threat Coverage 

Expansion 
>75% Attack type analy- 

sis 

D. Risk Mitigation and Contingency Planning 

Successful AIDAS implementation requires comprehensive 

risk mitigation strategies addressing potential failure modes 

and unintended consequences. 

AI Decision Quality Assurance: Implement continuous model 

validation using adversarial testing and red team exercises. 

Establish model drift detection to identify degrading AI 

performance before impacting operational decisions. 

Business Continuity Protection: Deploy automatic business 

impact assessment before executing autonomous responses. 

Implement graduated response escalation that considers 

business operations impact alongside security concerns. 

Regulatory Compliance Maintenance: Establish automated 

compliance checking integrated with autonomous decision 

processes. Implement real-time audit trail generation and 

regulatory notification procedures for significant autonomous 

actions. 

E. Future Research Directions 

Several critical research areas will enhance AIDAS 

effectiveness and expand applicability across emerging threat 

landscapes and technological environments. 

Quantum-Safe Cryptographic Integration: As quantum 

computing threats emerge, AIDAS must incorporate 

quantumresistant cryptographic assessment capabilities. 

Research focus includes post-quantum cryptography transition 

planning and quantum threat severity modeling. 

Multi-Organization Threat Intelligence Sharing: Develop 

secure, privacy-preserving mechanisms for sharing threat 

intelligence and autonomous decision patterns across 

organizations. Research federated learning approaches for 

collaborative threat model improvement. 

Adversarial AI Defense Mechanisms: Address the emerging 

threat of AI-powered attacks designed to evade autonomous 

security systems. Research includes adversarial machine 

learning detection, AI vs. AI defense strategies, and adaptive 

defense mechanisms. 

Edge Computing and IoT Security Extensions: Extend AIDAS 

principles to resource-constrained environments including IoT 

devices and edge computing infrastructure. Research 

lightweight threat assessment algorithms and distributed 

autonomous decision coordination. 

5G and Beyond Network Security: Investigate AIDAS 

applications in next-generation network environments 

including network slicing security, mobile edge computing 

protection, and ultra-low latency threat response 

requirements. 

Cross-Domain Security Orchestration: Develop mechanisms 

for coordinating autonomous security decisions across 

multiple domains including cloud, on-premises, and hybrid 

environments. Research includes policy synchronization and 

multi-domain threat correlation. 

These research directions will ensure AIDAS remains 

effective against evolving threat landscapes while expanding 

applicability to emerging technological environments and 

organizational structures. 

VI. CONCLUSION 

The AIDAS framework delivers quantifiable cybersecurity 

improvements through systematic AI autonomy 

implementation. Our analysis demonstrates specific 

performance gains: 



Journal of Computational Analysis and Applications                                                              VOL. 34, NO. 6, 2025 
 

                                                                                                                                     10.48047/jocaaa.2025 ,34.06.6 
 

                                                                                                           72                                           Yaakulya Sabbani et al 65-72 

99.9% MTTR reduction for DDoS attacks (15 minutes to 0.8 

seconds), 99.99% improvement for malware containment (4.2 

hours to 1.2 seconds), and 87% reduction in ransomware 

encryption completion. 

The framework introduces the TSS calculation . The 

threephase implementation delivers lesser than 60% analyst 

workload reduction while maintaining greater than 2% false 

positive rates and greater than 95% decision accuracy. AIDAS 

also ensures compliance with NIST CSF, ISO 27001, and MITRE 

ATT&CK frameworks, resolving regulatory barriers preventing 

AI adoption in 77% of organizations. The framework reduces 

projected cybercrime costs of 10.5 trillion dollars by 

eliminating 146-day APT dwell times and addressing the 

shortage of 3.5 million cybersecurity workers through 

systematic automation. This research provides the first 

systematic approach for autonomous cybersecurity decision-

making, enabling organizations to achieve sub-second threat 

response while preserving human oversight and regulatory 

compliance.. 
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