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ABSTRACT

The web's growing size presents challenges for users who navigate the web to obtain relevant
information. Web navigation prediction helps improve web cache performance, website
design, and user preferences. However, modeling user behavior on the web faces challenges
such as handling noisy navigations, unseen navigations, and deciding optimal thresholds for
predictions. This research aims to conduct an empirical study of web navigation prediction
models to find the best model and build an effective system. The All-Kth Modified Markov
Model (KMMM) is found to be the best suited model for web navigation prediction. Other
proposed models include backward browsing removal techniques, pruning models, novel
hybrid models, and dynamic threshold-based models. These models improve website
usability and user satisfaction, and help website owners understand future user preferences.
This paper aims to improve web navigation prediction by proposing novel models for
efficient prediction of user navigations. The models are tested on real web log datasets, such
as University, e-commerce, product, and wikipages. The research involves capturing user
navigation records, filtering out irrelevant data, identifying users using IP address, and
identifying sessions. The models are then used to identify the next web page the user might
visit. The paper addresses four major research gaps: no focussed empirical study, noisy data
handling methods, low accuracy due to large sessions, and fixed thresholds for performance
evaluation. The main contributions include evaluating models on common platforms,
designing backward browsing elimination techniques, and integrating session cleaning
models with dynamic thresholds.

Keywords: Navigation, Web User, Prediction Models, Markov, System Security, Al model,
Web development.

INTRODUCTION
This paper aims to address the challenges of web navigation prediction by proposing novel

models for efficient prediction of user navigations on the web. The models are tested and
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evaluated on real web log datasets, such as University, e-commerce, product, and wikipages.

The web is a vast information repository, assessed by billions of users daily. Users often face
difficulty in obtaining relevant information while browsing, leading to time loss [1]. To
address this, an intelligent web recommender system is needed, which utilizes user browsing
history in weblog files for recommendations. Web Navigation Prediction (WNP) is the
process of discovering users' future navigation patterns based on past navigation behavior.
The process involves capturing user navigation records, filtering out irrelevant data,
identifying users using IP address, and identifying sessions using various techniques [2]. The
user's navigation vectors are inputted into the pattern discovery phase, where WNP models
are formed to identify the next web page the user might visit. Once the next possible web
page is identified, model analysis of the pattern and recommendations are given to the

appropriate users [3].

Data Collection Users’
(Web Server) Recommendations

Web Log Files

Data Cleaning and Pattern Discovery and
Pre-Processing Analysis

Fig.-1 Framework for Web Navigation Prediction

Web navigation systems aim to encourage website users to stay, peruse web content, and
have a positive user experience. Web user navigation behaviour modelling can significantly
benefit businesses by improving website structure, web cache performance, search engine
recommendations, anomaly detection, location prediction, and personalizing browsing
experiences [4]. For example, Amazon uses similar user navigation patterns for
recommendations. Google Analytics mines navigation patterns to provide statistics like
visit/session, page view, site referrer, conversion, bounce rate, and visitor visit, which can
improve website design and impact conversions, sales, and bounce rates. Navigation patterns
can also be used to predict users' future locations, such as nearby restaurants, shopping malls,
movie theatres, and popular tourist locations [5]. However, modelling user navigation
patterns presents challenges, such as noisy navigations, backlinks, and misleading
navigations. Additionally, a prediction model may have new or unseen navigations that are
not learned by the model, making it difficult to learn and improve performance [6].
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Fig.-2 The four main research steps of this paper

The web has evolved from static information representation to dynamic interaction, making it
difficult to find relevant resources without capturing the meaning or semantics [7]. Web data
modelling techniques capture and translate complex web applications into easily understood
representations, ensuring high data quality and reducing development time, maintenance
time, and redundancy. There are three basic levels of data models: Conceptual, Logical, and
Physical [8]. A semantic web data model integrates vast amounts of online data and requires
customer concern for describing inherent semantics. A requirement framework is needed to
capture requirements and generate an equivalent conceptual model in an automated way [9].

The conceptual level design for web data models offer a better way to express problems and
increase understand ability from the end user's perspective. However, a strategic approach for
implementing the conceptual model into a physical level database schema is needed. Object
Management Group's Model-Driven Architecture (MDA) provides an open, vendor-neutral
approach to separate business and application logic from the underlying technology platform.
Platform Independent Model (PIM) exhibits a specified degree of platform independence of
data declaration, while Platform-Specific Model (PSM) is derived from PIM by
transformation(s) using necessary rules for describing platform-specific details [10].

Performance evaluation is crucial for data model performance, with correctness,
completeness, adaptability, and understands ability being major parameters. Techniques for
semantic data model performance evaluation have been proposed, but they are mostly
focused on evaluating semantic words or semantic queries. This paper proposes a conceptual
level web data model to understand complex relationships within entities, aiming to express
existing relations through abstractions and efficiently embed semantics within them [11].

MAJOR OBJECTIVES AND FINDINGS

This paper aims to improve the prediction performance of web navigation models and
recommend the most relevant information (webpage) to the user with minimum efforts. Four
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major research gaps have been identified: no focussed empirical study that determines the
best model for user navigation prediction based on parameters such as prediction accuracy,
model accuracy, coverage, state-space complexity, and failure cases; existing methods for
noisy data handling either generate longer sessions or require multiple scans or have high
computation cost; previous studies addressed unseen data by integrating probabilistic models
with machine learning classifiers that attained low accuracy due to a large number of
sessions; and existing techniques use fixed thresholds for evaluating the performance of web
navigation prediction which requires multiple iterations for fixation [12].

The main research question is "How can one analyze, model, and predict user future
web navigation patterns efficiently?" The primary research question is split into four sub-
research questions addressed in this paper. The research methodology adopted in this paper
comprises of four steps: empirical analysis of web navigation prediction models over varied
performance parameters; data cleaning; addressing unseen navigations; and proposing two
dynamic threshold-based prediction models, KMMMG and KMMMBF [13].

The main contribution of this paper is providing a systematic methodology to improve
and predict user future navigation behaviour on the Web. The major contributions of this
paper include evaluating web navigation prediction models on common platforms and finding
the best prediction model; designing backward browsing elimination techniques for noise
elimination; and integrating session cleaning models with dynamic thresholds to boost the
accuracy of the models [14-16].

LITERATURE SURVEY

This Paper discusses various studies related to web navigation prediction, focusing on its
importance, models, handling of noisy sessions, unseen navigations, and fixed thresholds.
Web Navigation Prediction (WNP) is a system that predicts web pages a user might visit in
the future based on their previously navigated web pages. These sessions are extracted from
weblog servers and are varied in length, diversity, and size. The presence of longer or low-
usage sessions can indicate unintuitive site links and make the model difficult to learn.
Noisey sessions, such as backward navigation or misleading navigations, can make the
prediction model difficult to learn [17-20]. Filtering approaches are required to remove noisy
sessions. WNP can be applied in various applications, such as improving website structure,
search engines, web caching systems, recommendation systems, anomaly detection, location
prediction, and personalizing browsing experiences.

Web navigation prediction models have been developed to achieve various objectives,
such as clustering similar users or sessions with common properties, classifying users based
on traversed sessions, and using association rule mining techniques. However, these models
struggle to scale well for large datasets and with large numbers of classes. Markov-based
models, such as All-Kth Markov Model (KMM), Modified Markov Model (MMM), All-Kth
Modified Markov Model (KMMM), Frequency-Pruned Markov Model (FPMM),
Confidence-Pruned Markov Model (CPMM), and Error-Pruned Markov Model (EPMM), are
used to discover future navigation patterns from existing navigation patterns [21-25].

Markov models are popular choices for modeling navigations, as they are stochastic
processes and well suited for analysis and modeling of web access sequences of users on a
website. However, other important metrics like model accuracy, coverage, and failure cases
need to be analyzed to provide deeper insights about correct, incorrect, and miss predictions.
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The main objective of this research is to discover future navigation patterns from current
navigation patterns. Markov models and their variants have been popular choices in past
studies, but more research is needed to compare these models empirically on a common
platform [26].

RESEARCH METHODOLOGY

The study evaluates the performance of dynamic threshold models with Top-k ranked fixed
threshold models to demonstrate their effectiveness. The models were built using Netbeans
and Java programming language, and the datasets were divided into training and testing
segments. The performance of the proposed models was evaluated using real datasets,
including the CTI Dataset, MSWEB dataset, and BMS WebView!1 dataset. The CTI dataset
consists of random surfing history of users, while the MSWEB dataset consists of records of
38000 users in February 1998. The BMS WebViewl dataset was part of the KDD Cup 2000
competition and contains 497 unique items and 59601 navigations [27].

The evaluation parameters used to measure the performance of the models were
coverage and prediction accuracy. Coverage is the average number of predictions possible for
the given test dataset, measured as the ratio of the number of predictions produced
corresponding to each test session to the total test sessions available in the dataset. Prediction
accuracy is the total correct predictions obtained by the model, measured as the sum of the
total correct predictions relating to each test session to the total number of test sessions in the
dataset [28].

The study compares the performance of proposed dynamic threshold-based WNP
models KMMMG and KMMMBF over three real datasets: CTI, MSWEB, and BMS. The
results show that longer sessions are rare, and the confidence of longer sessions is high for all
datasets. The geometric threshold and branching factor threshold depend on support and
confidence, with the threshold value reducing with longer sessions as longer training sessions
are rare in the model [29]

The coverage metric is used to estimate the prediction ability of a model. In the CTI
dataset, KMMMS5 showed slight improvement over KMMMI1. In the MSWEB dataset,
KMMMI1 had very little coverage, while KMMMS5 showed significant improvement. The
coverage of KMMMBF was more than KMMMG for all session length except 1-gram. In the
BMS dataset, KMMMBF was higher than all other models. The study emphasizes the
importance of the confidence parameter in evaluating the efficiency of WNP models [30].

REQUIREMENTS & ANALYSIS

This paper proposes an improved prediction model for web navigation prediction, addressing
unseen navigations. Markov-based models are popular for web navigation prediction, but
their performance is primarily based on seen navigations. Unseen navigations are new
sessions that have not been traversed by users, and the model does not learn these sessions
during training. Conventional models like Support Vector Machine (SVM) and Neural
Network (NN) have been integrated with Markov-based models to address unseen
navigations.
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However, these models are generally suitable for binary class problems with two
classes, but their predictive power declines with increasing training data and classes. In this
work, the authors combine Deep Neural Network (DNN) with enhanced Markov Models
(KM2) and KM3 to address unseen, multi-class, and large data.

The three proposed models are Shallow All-Kth Modified Markov (SKMM), Deep
All-Kth Markov (DKM), and Deep All-Kth Modified Markov (DKMM). The Dempster rule
of combinations is used to integrate these models. The paper is organized into preliminaries,
proposed models, research methodology, results, and summarizing findings.

Softmax Softmax Softmax
sl
52
s3
sn
Input Hidden layer 1  Hidden Layer 2 Output
Si: <P1, P2, ....Pk> H1,,,.(Pi)  H2,,5,(P) Target web page (Pk+1)

Fig.3 Architecture of Deep Neural Network for Web Navigation Prediction

This section discusses the basic architecture details of Neural Networks (NNs) used in this
work, including Shallow Neural Network (SNN) and Deep Neural Network (DNN). SNN is a
three-layer architecture with input, hidden, and output layers. It passes sessions successively
in the forward direction, with the input layer forwarding the input session to the hidden layer
and then forwarding data units to the output layer. The hidden layer processes the data, and
the result is obtained from the output layer units.
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Fig.-4 Proposed Hybrid models in web navigation prediction: (A) SKMM, (B) DKM, and (C) DKMM

DNN, on the other hand, has more than one hidden layer. In WNP, the input session is the set
of web pages, and the input is passed to each neuron (Perceptron) of the input layer. The
Perceptron follows the modified Hebb rule, which considers connections with less network

error in training.
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In this work, two hidden layers are used to improve network predictions. The input layer does

not perform computation, but passes the input to the subsequent hidden layer. The output of
the input layer is equivalent to the input of the hidden layer 1 using weight wij
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Fig. 6 State-Space Complexity of backward browsing elimination techniques

This paper focuses on identifying web sessions with noise and proposing new techniques to
eliminate it. Two research dimensions were examined: backward browsing elimination and
pruning sessions with negligible contribution to web navigation prediction. Backward
browsing caused redundant web pages, making the model difficult to learn. Two techniques
were proposed: BBCcom and BBCom, which produced shorter forward navigations and
improved accuracy. The authors also proposed pruning models PKM3, GIM3, ENM3, and
EPM3, which achieved low state-space complexity and comparable accuracy. PKM3
performed best for websites with high inter-linkages and simple navigations, with
improvements of up to 5.45% over KMMM in the BMS dataset.
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Fig.7 Failure Cases required for building the Markov Models (A) CTI Dataset, and (B) MSWEB Dataset

This paper compares the performance of various Markov-based models for Web Navigation
Prediction (WNP). The models include traditional, modified, All-Kth, confidence-pruned,
frequency-pruned, error-pruned, and all-kth modified Markov models. Results show that
longer sessions affect model accuracy, coverage, state-space complexity, and failure cases.
Nested lower-order models improve performance. KMMM performs best but has high state-
space complexity. Markov-based models do not predict states unavailable in the training
model, lowering their accuracy.

CONCLUSION

This paper aims to address the challenges of web navigation prediction by proposing novel
models for efficient prediction of user navigations on the web. The models are tested and
evaluated on real web log datasets, such as University, e-commerce, product, and wikipages.
Web navigation prediction (WNP) is the process of discovering users' future navigation
patterns based on past navigation behaviour. The four main research steps of this paper
include capturing user navigation records, filtering out irrelevant data, identifying users using
IP address, and identifying sessions using various techniques. The user's navigation vectors
are inputted into the pattern discovery phase, where WNP models are formed to identify the
next web page the user might visit. Once the next possible web page is identified, model
analysis of the pattern and recommendations are given to the appropriate users. Web
navigation systems aim to encourage website users to stay, peruse web content, and have a
positive user experience. Web user navigation behaviour modelling can significantly benefit
businesses by improving website structure, web cache performance, search engine
recommendations, anomaly detection, location prediction, and personalizing browsing
experiences. Four major research gaps have been identified: no focussed empirical study that
determines the best model for user navigation prediction based on parameters such as
prediction accuracy, model accuracy, coverage, state-space complexity, and failure cases;
existing methods for noisy data handling either generate longer sessions or require multiple
scans or have high computation cost; previous studies addressed unseen data by integrating
probabilistic models with machine learning classifiers that attained low accuracy due to a
large number of sessions; and existing techniques use fixed thresholds for evaluating the
performance of web navigation prediction which requires multiple iterations for fixation. The
main contribution of this paper is providing a systematic methodology to improve and predict
user future navigation behaviour on the Web. The major contributions of this paper include
evaluating web navigation prediction models on common platforms and finding the best
prediction model; designing backward browsing elimination techniques for noise elimination;
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and integrating session cleaning models with dynamic thresholds to boost the accuracy of the
models.
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