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Abstract

This research focuses on optimizing the length of independent feature sets for Machine
Learning algorithms to detect anomalies in real-time in IoT networks. The researchers
propose an intelligently initialized hybrid binary Particle Swarm Optimizer (PSO-GWO)
method based on random forests to increase anomaly detection accuracy. They also propose a
new performance function that integrates critical performance metrics for categorisation
success. The modified binary Gray Wolf algorithm (RbGWO) was implemented to pick only
a subset of features in the original dataset. A two-tier framework with SVM and Weight
factored GWO was proposed to improve detection rates for various classes of attacks. The
final study investigates reducing the original feature set to a minimal length to enable real-
time monitoring of anomalies in IoT networks. A new architecture including a cloud node is
proposed, using a two-layered approach with a hybrid of Gray Wolf Optimizer and Particle
Swarm Optimizer. The Industrial Internet of Things (IIoT) has transformed manufacturing
into intelligent systems, but it also increases cyber threats and system failures. This paper
explores the use of machine learning techniques for real-time anomaly detection in IoT
ecosystems, focusing on supervised, unsupervised, and hybrid learning models. Comparative
analysis of models shows that machine learning can enhance cybersecurity resilience, predict
equipment failures, and improve system reliability in smart industrial systems.

Keywords: Anomaly Detection, Security, IoT, Support Vector Machine (SVM), Random
Forest (RF), Gray Wolf Optimizer (GWO), Particle Swarm Optimizer (PSO).
Introduction

Industrial automation has undergone a radical change since the introduction of the Industrial
Internet of Things (IIoT), which allows for smooth connectivity, real-time monitoring, and
increased operational efficiency [1]. Modern industrial environments produce enormous
amounts of data every second due to the integration of multiple interconnected sensors,
devices, and systems. Although there are many opportunities for process optimization and
predictive maintenance with this data, there are also new difficulties in guaranteeing system
security, dependability, and performance continuity [2]. The prompt and precise
identification of anomalies, which could point to process deviations, equipment failures,
cyber intrusions, or safety risks, is one of the most important challenges. Particularly in
dynamic and high-dimensional industrial settings, traditional rule-based or threshold-based
detection techniques frequently fail to detect intricate or hitherto unseen patterns. Machine
learning (ML) approaches have become effective tools that can learn from past data, identify
patterns, and adjust to changing environments in order to overcome these constraints [3].
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Decision-making and fault-response mechanisms can be greatly improved by using machine
learning (ML) to create real-time anomaly detection systems that can automatically identify
abnormal behaviors without explicit programming [4-6]. This paper investigates the creation
and implementation of machine learning-based real-time anomaly detection models in IIoT
frameworks. We examine several machine learning algorithms that are appropriate for
streaming data, assess how well they identify anomalies in industrial datasets, and suggest a
workable architecture for incorporating these models into IloT systems [7-10]. By bridging
the gap between theoretical developments in anomaly detection and their real-world
application in industrial settings, the project hopes to improve manufacturing's resilience,
safety, and intelligence [11].
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Conventional manufacturing and production settings have been converted into intelligent,
networked systems by the spread of Industrial Internet of Things (IIoT) devices. Although
this evolution improves operational efficiency, it also expands the attack surface and makes
systems more susceptible to cyber threats, unforeseen faults, and system failures [12]. The
use of machine learning (ML) techniques for real-time anomaly detection in industrial IoT
ecosystems is examined in this paper. In order to identify departures from typical operating
patterns in sensor data streams, we look into supervised, unsupervised, and hybrid learning
models [13-15]. The study emphasizes the use of dimensionality reduction techniques for
processing large amounts of multivariate data, the integration of time-series forecasting
models, and the significance of edge-based analytics for latency-sensitive environments [16].
Using actual industrial datasets, a comparative analysis of models, such as Isolation Forest,
LSTM, and Auto encoders, is carried out [17-20]. The findings show that anomaly detection
driven by machine learning can greatly increase cyber security resilience, forecast equipment
failures, and improve system reliability in smart industrial systems. Lastly, the paper suggests
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a scalable, lightweight framework that can be deployed in real time in IloT nodes with
limited resources [21].
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Methodology and Results Analysis

The use of machine learning (ML) in real-time anomaly detection within the Industrial
Internet of Things (IIoT) environment has shown promising results [22]. The system was
tested on both simulated and real-world industrial datasets, focusing on predictive
maintenance, operational efficiency, and early fault detection [23]. The results showed that
LSTM outperformed traditional ML models due to its ability to learn time-series patterns and
handle sequential dependencies effectively. The system integrated with MQTT protocol and
edge computing nodes successfully reduced data processing and transmission delays. The
system demonstrated high applicability for smart manufacturing and Industry 4.0 paradigms,
with real-time anomaly heatmaps and graphs providing operators with intuitive alerts [24].

Table-1 Performance of proposed algorithm for different DS20S classes

725 Mr. Ashwani Kumar et al 723-731



Journal of Computational Analysis and Applications

VOL. 32,NO. 1, 2024

10.48047/jocaaa.2024.32.01.26

Class DR FNR FPR TNR Precison | Fl-score
WS type 99.78 0.22 0 100 99.76 99.77
MO. 99.80 0.20 0.0022 99.9978 | 98.79 99.29
DP 99.80 0.20 0.0001 99.9999 | 99.78 99.79
DoS 99.81 0.19 0.0006 99.9994 | 99.77 99.79
MC 99.58 0.42 0.0011 99.9989 | 99.36 99.47
Spying 99.81 0.19 0 100 99.85 99.83
Scan type | 98.76 1.24 0.0051 99.9949 | 98.63 98.70
Normal 99.79 0.21 0.1784 99.8216 | 99.79 99.79
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Fig. 4 Comparison of proposed work with related works in terms of APF, Accuracy and Features

Imbalanced dataset

Fig. S NSL-KDD dataset with imbalance between classes
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The task aimed to identify SVM kernels and parameters for improved classification accuracy
and reduced computation load by eliminating unnecessary features [26-30]. The proposed
binary Gray Wolf optimization algorithm and efficient SVM kernel were implemented, with
SVM (rbf) performing best in metrics like accuracy and precision. The model achieved
99.32% accuracy and 99.41% precision when applied with two leader wolves.

Conclusion

The study focuses on optimizing the length of independent feature sets for Machine Learning
algorithms to efficiently detect anomalies in real-time in IoT networks. The researchers aim
to improve anomaly detection accuracy and other standard metrics, both overall and for some
individual classes of attacks. They developed a novel fitness function and evaluation metric
to reduce data dimensionality curse and achieve improved results. In the first study, a hybrid
approach was proposed using the Random Forest algorithm to output features with maximum
accuracy. This feature output served as input for the swarm (PSO) module, which then
initialized the swarm using this feature vector. Weight factors for GWO leader particles were
also introduced for updating particle positions. A fitness and performance metric were
introduced. The second study focused on identifying SVM kernels and parameters for
improving classification accuracy and reducing computation load by eliminating unnecessary
independent features from the entire dataset. The proposed binary Gray Wolf optimization
algorithm and efficient SVM kernel were implemented for evaluating results. The third study
aimed to improve detection rates for individual classes of attacks using a two-layered
structure, employing the SVM technique and kNN as wrapper techniques. The authors found
that their methodology and algorithm outperformed most existing algorithms. The last study
optimized the length of the feature vector without compromising other performance metrics
to reduce data dimensionality curse related to huge network traffic. A two-tier algorithm
called H2TO was suggested to achieve this goal, using the proposed RGPO to return the ideal
feature vector along with other crucial metrics. Despite the improvements, there are still areas
of concern, such as tuning the number of leader particles and the PSO algorithm, exploring
computationally intensive nodes, and improving detection rates for minority classes.
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