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Abstract 

Cloud computing has gained popularity, allowing customers to outsource processing 

and storage to public suppliers. However, this presents new challenges in data security and 

accuracy. To address these issues, numerous data integrity models and methodologies have 

been developed. Most research focuses on mitigating the dependency on Cloud Service 

Providers (CSPs) for data analysis. Proposed models focus on maintaining log data integrity 

without compromising system efficiency. They use a Minimized Deterministic Finite 

Automata (mDFA)-based encrypted search mechanism to protect data privacy and protect 

against Keyword Guessing Attacks. Additionally, a model for decentralized and transparent 

agri-transactions and a distributed power-aware secured scheme for cloud-oriented IoT are 

proposed. This research aims to maintain data integrity in cloud computing using Propagated 

Chain of Log Blocks and Hybrid Vector Committed BST. It proposes lightweight multikey 

hybrid storage structures, a systematic encrypted search model, efficient keystamp generation 

algorithm, and an efficient Agri-Transactions application. Future work will integrate SDN 

and IoT devices for secure cloud services. Limitations include space and time requirements. 
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Introduction 

 

Cloud computing is a model that enables ubiquitous, convenient, and on-demand 

network access to a shared pool of configurable computing resources, such as networks, 

servers, storage, applications, and services. It is made possible through a managed data center 

and server, such as the Cloud Service Provider (CSP), which makes the resource available 

through subscription or on-demand provisioning models [1]. 
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Fig.-1 Architecture model of search over encrypted cloud 

 

some essential characteristics of cloud computing include wide access to networks, pooling 

of resources, elasticity, on-demand and self-serviced, accountable, and measured [2]. Cloud 

computing models can be categorized into service and deployment models, such as Software 

as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), Private 

Cloud, Community Cloud, Public Cloud, and Hybrid Cloud [3]. Cloud computing has various 

applications, including data storage, backup and recovery, big data analysis, testing and 

development, education, agriculture, and more [4]. Data storage allows businesses to store 

and retrieve data using various devices, while backup and recovery provide secure backups 

for data and resources. Big data analysis allows enterprises to store and analyze big data for 

priceless business insights due to its limitless storage capacity [5]. Testing and development 

applications offer a scalable and adaptable solution for product creation, testing, and 

deployment [6]. 

 

In the education sector, cloud computing applications have led to significant developments 

such as e-learning, online distance learning programs, and student information portals [7]. In 

agriculture, cloud computing helps facilitate the integration of IoT devices and capture sensor 

data from every device, making it easier to manage and optimize resources. In conclusion, 

cloud computing offers numerous benefits, including wide access to networks, pooling of 

resources, elasticity, on-demand and self-serviced, accountable, and measured service models 

[8]. By leveraging cloud computing, businesses can benefit from cost-effective, efficient, and 

secure solutions for their data storage, backup, and development needs [9]. 

 

Literature Survey 

This chapter examines various literature on security and log data in the cloud, 

encrypted search techniques in the cloud, agricultural applications of the cloud, and security 

and feasibility of IoT in cloud [10]. The literature is categorized into four major categories: 

infrastructure as a service model for cloud management, encrypted search techniques in the 
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cloud, agricultural applications of the cloud, and security and feasibility of IoT in cloud [11]. 

 

Dykstra and Sherman (2011) justified using the infrastructure as a service model for cloud 

management, which was complex and extenuated users' reliance on the cloud service 

provider. Birk & Wegener (2011) suggested using the Application Programming Interface 

(API) to acquire log data, but this solution faced concerns about reliance on the cloud service 

provider. Marty (2011) proposed retrieving log data through a business-oriented logging 

framework through a SaaS architecture, but the outer delivery layer was a serious security 

concern [12]. 

 

Alex and Kishore (2017) highlighted challenges faced by data investigators in the cloud, 

implementing a centralized forensic layer and a data monitoring plane. Dykstra and Sherman 

(2011) simplified reliance on the Cloud Service Provider (CSP) through a 6-layer trust-

enabled model. 

 

Wang et al. (2021) studied and implemented a unified, distributed, and secure system with 

deep learning enabled frameworks, but their model was less efficient due to sample attack 

scenarios. Ray et al. (2013) used a reliable delivery mechanism for user log records, but their 

model lacks tight coupling with the operating system-based logging methodology. 

 

Khan et al. (2017) introduced secure log as a service using reversible watermarking 

(SecLaaS-RW) scheme for data content authentication. 

 

Cloud log management solutions face challenges in implementing hidden metadata within log 

files. Lemoudden & El (2015) proposed a new methodology for log retention and transfer, 

but it did not fit into an automated category. Pichan et al. (2018) proposed a cloud forensic 

logging framework, CFLog, but its speeding up was unrealistic due to the involvement of 

cloud service providers. Sandikkaya & Harmanci (2012) explored security factors in Platform 

as a Service clouds, but their plane architecture did not address the complexity of cloud log 

management [13-15]. 

 

Proposed System Architecture 

This chapter discusses the architecture of a proposed system that consists of various layers for 

data processing. The data from the user interface goes through a cloud server and is processed 

in various layers, including the log integrity module, PCLB, encrypted search, and secured 

storage module. The data is stored in a cloud database, which can be verified and validated by 

a valid user or domain-specific forensic expert at times of need [16]. 

 

The system's architecture includes log data extraction and classification, which involves 

extracting log data from client applications hosted on the cloud and processing it through 

APIs. The nature of log data varies with the application being used, such as security 

constraints, ownerships, availability, modularity, dependency, and granularity [17]. 

 

Log data from agricultural devices and IoT-based sensor data are also extracted and 

processed. The Predictive System for Agri-Transactions and IoT device logs are inputs to the 

upper layer, with the latter being analyzed for its efficiency and effectiveness. The priority-

based classifier classifies the log data based on the nature of the log, with the k-nearest 

neighbor algorithm being utilized for better efficacy [18]. 
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The data is then forwarded to the Propagated Chain of Log Blocks to ensure data integrity 

throughout its life cycle. An efficient mDFA-based search over encrypted cloud is used to 

address search efficiency and probability of success. The system enables authorized users or 

applications to access the presence of the log data in the cloud without exactly reading the 

data [19]. 

 

Lastly, the system is validated and validated by end users and applications, who can be 

integrated into the existing log chain and granted legal and constrained access to the data 

system. Applications like digital and cyber forensics can leverage this research work to 

identify and process the log data [20]. 

 

 

Fig.-2 System Architecture 
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Fig.-3 System Architecture of Preserving Log Data Integrity 

 

Design and Analysis 

 

Table-1 Dataset Details 
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Table-2 Success % of lazy and eager classification methodologies on our dataset using K-NN 

 

 

Fig.-4 Success % of lazy and eager classification methodologies using Naïve Bayes 
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Fig.-5 PCLB architecture 

 

 

Fig.-6 Overhead with no enabled security constraints 
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Fig.-7 Overhead with partially enabled security constraints 

 

Fig.-8 Overhead with fully enabled security constraints 
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Fig.9 Computation Time for Batch Fragmentation 

 

Fig.10 Computation Time for Batch Defragmentation 
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This study aids in the creation of a framework for preserving the accuracy of the log data. 

The log generation processing and migration unit first collects the data, which is then 

forwarded to the classification unit for additional user priority-based classification. The 

propagated chain of log blocks and the Hybrid Vector Committed BST (HVCBST) 

techniques preserve the integrity of log data. Additionally, lightweight multikey hybrid 

storage structures are used to secure the log data. Ethereum and self-coded platforms are used 

for the implementation, and the outcomes are verified and compared. When compared to the 

current frameworks and methodologies, the outcomes of the implemented systems have 

shown themselves to be significantly more effective and impenetrable. 

 

Conclusion 

Cloud computing has gained popularity due to its on-demand allocation and sharing among 

users. However, cybercriminals have been successful in using it for fraudulent operations due 

to its fundamental features and lack of appropriate safe techniques. This research focuses on 

maintaining data integrity in the cloud using Propagated Chain of Log Blocks and Hybrid 

Vector Committed BST. Lightweight multikey hybrid storage structures are used for secure 

storage, implemented through Ethereum. A systematic model for encrypted search is 

proposed to preserve cloud data privacy through mDFA search scheme. An efficient 

keystamp generation algorithm and regular encryption, decryption, and key exchange 

processes are also implemented. An efficient Agri-Transactions application is designed using 

blockchain and machine learning models. The next work focuses on integrating SDN and IoT 

enabled devices for secured cloud services. Limitations include increasing space and time 

required for hybrid vector committed BST, improving classification of log records, and 

testing IoT systems in private blockchains and fog edge platforms. 
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