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Abstract 

The Internet of Things (IoT) is increasingly used in various sectors, including education, 

healthcare, and smart cities, putting users' privacy and security at risk. IoT devices are vulnerable 

to resource exhaustion attacks due to limited memory, computing capability, and battery usage. 

These attacks impact the operational functionality and availability of IoT services. IoT devices 

make up 96% of devices involved in Distributed Denial of Service (DDoS) attacks, with home 

routers accounting for 3% and hacked Linux servers accounting for 1%. To ensure the healthy 

operation of IoT systems, it is crucial to develop Intrusion Detection and Prevention Systems for 

IoT networks that address new and existing vulnerabilities. Compliance with enhanced security 

methods with network architectures based on Software Defined Network (SDN) and SDN 

enabled benefits is required for quick detection and minimization of attacks. Machine Learning 

(ML)-based IDS systems perform better than conventional approaches, as they analyze network 

traffic features automatically, circumventing manual feature extraction issues and enhancing 

detection accuracy. 

 

Keywords: Internet of Things (IoT), Distributed Denial of Service (DDoS) , Software Defined 

Network (SDN), Machine Learning (ML),Security.   

Introduction 

The Internet of Things (IoT) has revolutionized industries by providing interconnected devices 

for transmitting and receiving information. With a growing demand from 2 billion to 200 billion 

objects, IoT devices are used in various sectors, including logistics, green infrastructure, tourism, 

education, and financial management. However, IoT users' negligence can put them at risk, 

leading to cyberattacks and threats to the environment [1-5]. 

 

 

Fig.-1 DDoS Mitigation process 
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The Dyn cyberattack recruited connected smartphones into "botnets" using Mirai malware. IoT 

systems also face attacks against vectors, making it more complex and diverse. Therefore, much 

emphasis should be placed on analyzing these attacks, their detection, malicious prevention, and 

system retrieval [6-10]. 

 

Fig.-2 Outline of DDoS Attack 

IoT security is essential due to the differences between traditional networks and IoT. Traditional 

networks have more resources, while IoT systems have minimal security features that balance 

energy use and security. The IoT environment consists of hard-core parts, operational planning, 

and functional methods with data formats. However, no single architecture is required for IoT, 

and multiple researchers have proposed multiple architectures [11-15]. 

 

 

 

Fig.-3 SDN security solutions using machine learning 
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The Internet of Things (IoT) offers numerous benefits but also presents risks and security threats. 

Research shows that 90% of users do not guarantee security analysis in their internet devices, 

making security a critical requirement for privacy and reliability. To secure attached devices, 

networks, data, and IoT organizations, IoT security is more important. However, due to the 

design of IoT, traditional security systems cannot be directly implemented due to heterogeneity 

and scalability issues [16-20].  

 
Fig.-3 Modified Hybrid Deep Belief Network with Weights Structure 

 

To address these challenges, it is essential to implement security measures integrated with IoT, 

enabling trust and enabling high-security protocols for information exchange. Data security 

issues aim to achieve accessibility, reliability, and privacy, and security performance measures 

are used to solve security challenges. Traditional methods like signature, threshold, and 

statistical analysis are insufficient for large network data and require cybersecurity professionals' 

training [21-25].  

 

 
Fig.-4 Testbed Environment 
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Machine learning/deep learning techniques have been used to improve dynamic IDSs, and new 

techniques are being explored to counter malicious attack traffic in heterogeneous networks. 

 

Methodology & Analysis  

 

 

Fig.-5 SYN flood with spoofing: available bandwidth 

 

Fig.-6 Controller CPU utilization under SYN flood 

The increasing number of connected devices and IoT use cases has led to an increase in data 

traffic and cyber-attacks in the managed IoT network. By the end of 2025, there are expected to 

be 5 billion IoT devices. To mitigate these threats, an enhanced device with proper security 

levels is needed. However, IoT devices manage sensitive information, making them vulnerable 

to malicious attacks like DoS and DDoS [26-30]. 
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The SDN-IoT architecture consists of three layers: applications, control, and infrastructure (DP). 

The northbound API communicates with the controller for operations, while the southbound API 

uses the OpenFlow protocol for interaction between controller and switches. The controller 

maintains a global network view and inserts forwarding rules called "flow rules" into appropriate 

switches. Flow rules are compared to header fields of arriving packets, and the controller 

responds with a routing suggestion in the form of a PACKET OUT message [31]. 

 

Flow rule networks do not allow for the detection of the first packet that initiated the installation 

of a flow rule, which can lead to data loss in DoS and DDoS attacks. The increasing number of 

connected devices and IoT use cases has led to an increase in data traffic and cyber-attacks in the 

managed IoT network. By the end of 2025, there are expected to be 5 billion IoT devices. To 

mitigate these threats, an enhanced device with proper security levels is needed. However, IoT 

devices manage sensitive information, making them vulnerable to malicious attacks like DoS and 

DDoS [32]. 

 

The SDN-IoT architecture consists of three layers: applications, control, and infrastructure (DP). 

The northbound API communicates with the controller for operations, while the southbound API 

uses the OpenFlow protocol for interaction between controller and switches. The controller 

maintains a global network view and inserts forwarding rules called "flow rules" into appropriate 

switches. Flow rules are compared to header fields of arriving packets, and the controller 

responds with a routing suggestion in the form of a PACKET OUT message [33-34]. 

 

Flow rule networks do not allow for the detection of the first packet that initiated the installation 

of a flow rule, which can lead to data loss in DoS and DDoS attacks. 

Conclusion  

The Internet of Things (IoT) is a rapidly growing technology, with smart homes, buildings, and 

cities being a part of it. However, security concerns have also increased due to the growing 

popularity of IoT. The Smart Distributed Network (SDN) is a future trend for IoT security 

solutions, introducing an SDN controller to separate the Control Point (CP) of a network device. 

This paper presents three models of IDS that have proven more resilient and reliable in 

presenting threat models. The third paper addresses defending the IoT from malware and 

cyberattacks using an SDN-enabled hybrid DL architecture. The third paper presents a 

distributed SDN architecture for detecting and reacting to abnormalities in a large-scale network 

and a multi-SDN controller architecture to mitigate single point failure. The fifth paper presents 

"SHProIoT", a honeypot-based distributed SDN controller architecture for IoT to mitigate DDoS 

attacks and relieve stress on the SDN controller. The model employs "SOMEM-BT", a self-

organizing map and ball tree-based learning model, to identify anomaly traffic. 

 

Future Scopes 

he work presents high detection rates and low FAR models, but faces flaws like difficulty in 

anomaly detection and difficulty determining unknown assaults. Future research will focus on 

using different deep learning classifiers and testing the models in real-world settings. Future 

studies will focus on continuous learning with a human-in-the-loop system for improved 

performance in various network configurations. 
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