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Abstract

The emergence of quantum computing introduces an existential threat to conventional
cryptographic algorithms that underpin modern digital security. Classical systems such as RSA,
ECC, and AES are increasingly vulnerable due to their reliance on computational hardness
assumptions that quantum algorithms, particularly Shor’s and Grover’s, can effectively break or
weaken. This theoretical research provides a comprehensive analysis of the quantum threat
landscape and evaluates the structural limitations of current cryptographic frameworks in resisting
quantum-enabled attacks.

The study explores the fundamentals of quantum computation and illustrates how it disrupts
traditional cryptographic models. It then examines state-of-the-art post-quantum cryptographic
(PQC) alternatives, including lattice-based, code-based, multivariate, and hash-based systems,
each of which offers varying levels of computational feasibility, security robustness, and
implementation maturity.

This paper not only compares the effectiveness of classical and post-quantum algorithms through
detailed tables and diagrams, but also highlights real-world applications of PQC in banking, e-
government, healthcare, and 0T environments. Furthermore, it presents strategic future directions
involving hybrid architectures, standardization efforts, and lightweight algorithm development to
ensure continuity of digital trust in the quantum era. Ultimately, this work serves as a theoretical
foundation for researchers, policymakers, and system designers committed to sustaining secure
cryptographic infrastructure in a post-quantum world.

Keywords: Quantum Cryptography, Post-Quantum Security, RSA, Shor’s Algorithm, Grover’s
Algorithm, AES, ECC, Data Protection
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1. Introduction

In today’s interconnected digital landscape,
cybersecurity relies heavily on robust
cryptographic systems. These systems form
the foundation for securing sensitive data,
establishing trust in digital communications,
and enabling the confidentiality and integrity
of modern services. From securing online
banking transactions to ensuring safe
communication in government and military
systems, encryption plays a vital role [11].

Classical cryptographic schemes such as
RSA, ECC, and AES have long served as
reliable tools for this purpose. They are based
on mathematical problems considered hard to
solve using traditional computers for
instance, factoring large integers or solving
discrete logarithms [1]. However, with the
emergence of quantum computing, this
foundational security is being critically
challenged.

Quantum computers utilize qubits, which
enable phenomena like superposition and
entanglement  to perform parallel
computations across exponentially large state
spaces [6]. This unique capability allows
quantum  algorithms—particularly ~ Shor’s
and Grover’s to break or weaken the security
assumptions underlying classical encryption
techniques. Shor’s algorithm can factor large
numbers in polynomial time, effectively
breaking RSA and ECC [1]. Meanwhile,
Grover’s algorithm reduces the complexity of
brute-force attacks, significantly impacting
symmetric algorithms such as AES [2].

advancements in
progress from

As these
computation

quantum
theoretical
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frameworks to experimental realization, the
need to assess and mitigate their impact on
cryptographic infrastructure becomes urgent.
This paper investigates the theoretical
vulnerabilities quantum computing
introduces to existing cryptographic models
and explores countermeasures such as post-
quantum cryptography (PQC). PQC aims to
provide algorithms that are secure against
both classical and quantum attacks [8].

This research will cover:

e Thestructure and function of classical
encryption systems

e The principles of quantum computing
relevant to cryptography

e The risks posed by quantum
algorithms to existing cryptographic
schemes

e« An overview and comparison of
emerging post-quantum
cryptographic alternatives

e Real-world applications  where
quantum-resilient cryptography is
necessary

« Strategic directions for implementing
secure, future-proof cryptographic
standards

By presenting a comprehensive analysis that
integrates technical depth with practical
insights, this study supports the global effort
to transition toward a secure cryptographic
future in the quantum era [6][9].
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2. Overview of Classical Cryptographic
Systems

2.1 Symmetric Encryption

Symmetric encryption involves a single
secret key shared between the sender and
receiver. This key is used both to encrypt and
decrypt data. The most well-known and
widely used symmetric algorithm is the
Advanced Encryption Standard (AES),
which operates on fixed-size blocks (e.g.,
128-bit) using key sizes of 128, 192, or 256
bits.

AES is recognized for its computational
efficiency and robustness against classical
brute-force attacks. It is employed in a wide
range of applications including Wi-Fi
security (WPAZ3), VPNSs, file encryption, and
secure messaging. However, the main
limitation of symmetric cryptography lies in
key distribution securely sharing the secret
key between parties without interception.

e Advanced Encryption Standard
(AES): A block cipher operating on
128-bit blocks with 128, 192, or 256-
bit keys.

e Advanced Encryption Standard
(AES): A block cipher operating on
128-bit blocks with 128, 192, or 256-
bit keys.

How AES Works:

Figure 1 illustrates the overall encryption
and decryption flow of AES, while the
detailed steps below represent the internal
round structure:

1. Input: Plaintext block.
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2. Perform initial AddRoundKey.

3. For multiple rounds: Substitute Bytes
— Shift Rows — Mix Columns —
AddRoundKey.

4. Final round excludes Mix Columns.

5. Output: Ciphertext.
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Figure 7: AES Key Generation and Encryption
Flow

2.2 Asymmetric Encryption

RSA Algorithm — Introduction and How It
Works:

RSA (Rivest-Shamir—Adleman) is one of the
earliest and most widely adopted public-key
cryptographic systems. It is used to secure
sensitive data in digital communication by
providing confidentiality, integrity, and
authentication. The strength of RSA lies in
the mathematical complexity of factoring
large composite numbers, which is
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computationally infeasible for classical

computers [1].

RSA enables secure communication between
two parties without sharing a secret key
beforehand. It forms the basis for digital
signatures, secure email, web encryption
(TLS/SSL), and blockchain transactions [10].

The RSA algorithm operates on the
principles of modular arithmetic and number
theory, particularly leveraging the difficulty
of reversing modular exponentiation without
knowledge of a secret key [11]. RSA
(Rivest-Shamir—Adleman) is a public-key
cryptosystem that relies on the mathematical
difficulty of factoring large composite
numbers. It is widely used for secure data
transmission,  digital  signatures, and
encryption.

The RSA algorithm is structured as follows:

The mathematical relationships involved in
RSA are defined as:

° n= p X q

e om=pP-D@-1
. god(e, o) =1

e d=e!'mod ¢(n)

e C=M"modn

e M=CAdmodn

1. Key Generation:

e Select two large prime numbers, p
and ¢. These numbers should be
chosen at random and kept secret.

e Compute n =p x @. This value n is
part of the public and private keys.
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e Calculate Euler’s totient function,
o(m) = (p=1(g=1).

e Choose an integer esuchthat1 <e <
o(n) and gcd(e, p(n)) = 1. The value
e becomes the public exponent.

o Compute the modular inverse of e,
denoted d, such that e x d = I mod
o(m). The value d is the private
exponent.

2. Encryption:

e Let M be the plaintext message (as an
integer). Compute the ciphertext: C =
M”e mod n

3. Decryption:

o Use the private key d to compute: M
= C~d mod n

4.Mathematical Basis: RSA’s security relies
on the fact that, while it is easy to compute
the product n = p x q, it is extremely difficult
to reverse this operation (i.e., to factor n)
when p and g are large.

5.Example Use Case:

e A sender encrypts a message using
the recipient’s public key (e, n) [10].

e Only the recipient can decrypt it using
their private key (d, n), ensuring
confidentiality.

This cryptographic principle also supports
digital signatures: a sender encrypts a hash of
the message with their private key, and the
receiver verifies it using the sender’s public

key [11].
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Figure2 illustrates the encryption and
decryption process using the RSA algorithm.

Encryption: C = M”e mod n, Decryption:
M = C*d mod n
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Figure2: RSA Key Generation and Encryption
Flow

ECC Algorithm — Introduction and How It
Works:

Elliptic Curve Cryptography (ECC) is an
advanced form of public-key cryptography
that provides the same level of security as
RSA but with significantly smaller key sizes.
This results in faster computation, lower
power consumption, and efficient use of
bandwidth making ECC particularly suitable
for mobile devices, 10T, and other resource-
constrained environments.
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ECC is based on the algebraic structure of
elliptic curves over finite fields. Its security
lies in the computational difficulty of the
Elliptic Curve Discrete Logarithm Problem
(ECDLP), which, to date, has no efficient
solution either classically or quantumly
without significant resources [5][10].

1.Mathematical Foundation:

e An elliptic curve is defined by the
equation: y2 =x3 + ax + b over a finite
field.

e A base point G on the curve is
selected as a generator for key
computation.

e All ECC operations are based on
point addition and scalar
multiplication over this curve.

2. Key Generation:

e Select a private key d, a randomly
chosen integer.

e Compute the public key Q =d x G,
where G is the predefined generator
point.

3. Encryption (ECIES):

o Sender selects a random value k and
computes R =k x G and shared secret
S =k x Q (recipient’s public key).

e A symmetric key is derived from S
and used to encrypt the message.

4. Decryption:

e Receiver uses private key d to
compute the shared secret S=d x R.
As illustrated in Figure3, this process
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shows the mathematical relationship S=kxQandS=dxR.
between the private key (d), the base

point (G), and the public key (Q =d x e Same symmetric key is derived to
G), as well as the derived shared decrypt the message.

secret using

A\l .' B\
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Base point | Encrypt |«{ Base point
G G
l i*
. X .
Public key Symmetric Public key
Qa =dsxG key Qp =dyxG
— Compute '
Symmetric +—{ Symmenc R=kxG
key key X
h 4
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secret T
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Figure 3: ECC Key Generation and Shared Secret Flow

ECC is widely adopted in standards such as Comparison of RSA and ECC
TLS (HTTPS), cryptocurrencies (e.g.,
Bitcoin uses ECDSA), and secure mobile To highlight the efficiency and structural
apps due to its efficiency and security. differences between RSA and ECC, the
following comparison chart illustrates key
1. Select a private key d factors such as key size, speed, security per
2. Compute publickey Q =d x G (G is bit, and quantum vulnerability:

a point on elliptic curve)
3. Sender generates shared secret: S = k

xQ

4. Receiver derivessame S=d xR
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Figure 4: Comparison of RSA and ECC

2.3 Hybrid Cryptographic Use

Modern encryption protocols often combine
asymmetric and symmetric encryption to
achieve both secure key exchange and
efficient data encryption. This approach is
referred to as hybrid cryptography.

How it works:

e An asymmetric algorithm (like RSA
or ECC) is used to securely exchange
a symmetric session key.

e That symmetric key (e.g., AES) is

then wused for encrypting large
volumes of data quickly and
efficiently.

Common Example — TLS (Transport
Layer Security):

e During a secure HTTPS session, the
server shares its public key.

« Theclient generates a random session
key and encrypts it with the server’s
public key.

204

e Once both parties share the same
symmetric key, all further
communication is encrypted using AES.

This hybrid model is efficient, scalable, and
forms the backbone of secure web
communication, email encryption, and many
virtual private network (VPN) protocols.

3. Quantum Computing Fundamentals

Quantum computing is a paradigm shift in
computational science. It leverages quantum-
mechanical  phenomena to  perform
operations on data in ways that are
fundamentally  different from classical
computers.

Core Concepts:

e Qubits: Unlike classical bits (0 or 1),
guantum bits (qubits) can exist in a
state of 0, 1, or both simultaneously—
this property is called superposition.

« Entanglement: A  phenomenon
where qubits become correlated,
meaning the state of one qubit affects
another, regardless of distance.
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e Quantum Gates: These gates
perform operations on qubits and
allow manipulation of their states.
They can operate on multiple qubits
simultaneously, enabling exponential
state-space exploration.

These properties allow quantum computers to
efficiently execute specific algorithms that
would be infeasible on classical machines.
Two of the most significant quantum
algorithms are Shor’s and Grover’s.

4. Quantum Threats to Classical
Cryptography

Quantum computing poses direct and
significant risks to classical cryptographic

algorithms. Two quantum algorithms—
Shor’s and Grover’s—demonstrate how
quantum capabilities can undermine the
assumptions that secure our digital
infrastructure.

Shor’s Algorithm:

o Developed by Peter Shor in 1994, this
algorithm efficiently factors large
integers and solves discrete logarithm
problems in polynomial time.

e Impact:

o Breaks RSA by factoring the
product n = p x q to retrieve
private keys.

VOL. 34,NO. 6, 2025

o Breaks ECC by solving the

Elliptic ~ Curve  Discrete
Logarithm Problem
(ECDLP).

e Classical security is based on the
infeasibility of these problems, but
quantum computers make them
solvable quickly.

Grover’s Algorithm:

e Invented by Lov Grover in 1996, it
provides a quadratic speedup for
unstructured search problems.

e Impact on symmetric encryption
(e.g., AES):

o Reduces the effective security
of AES-256 to AES-128.

o Brute-force key search time
drops from O(2"n) to
o@M{n/2}) [2].

Consequences:

e All current asymmetric algorithms
like RSA and ECC are considered
insecure in the presence of large-scale
quantum computers.

e Symmetric encryption is weakened
but can be made secure again by
doubling key sizes.

Table 1: Quantum Threat Impact

Algorithm | Classical Secure? | Quantum Secure? | Threat
RSA Yes No (Shor) High
ECC Yes No (Shor) High
AES Yes Weakened (Grover) | Medium
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Figure5. Quantum Threats to Classical Cryptographic Algorithms.

5. Post-Quantum Cryptography (PQC)

As quantum computers evolve, the need for
encryption systems that can withstand
guantum attacks becomes crucial. Post-
Quantum Cryptography (PQC) refers to
cryptographic algorithms that are designed to
be secure against both classical and quantum
computing threats. Unlike RSA and ECC,
which are broken by Shor’s algorithm, PQC
algorithms are based on mathematical
problems not known to be efficiently
solvable even with a quantum computer.

PQC aims to ensure that data confidentiality,
integrity, and authentication remain intact in
the quantum era. NIST has launched a multi-
year standardization process to evaluate and
select strong PQC candidates. These
algorithms are primarily categorized into the
following families:

1. Lattice-Based Cryptography:

o Based on hard lattice problems like
Learning With Errors (LWE) and
Shortest Vector Problem (SVP).

206

« Known for strong security proofs and
practical efficiency.

o Examples: Kyber
encapsulation),  Dilithium
signatures) [3][4].

(key
(digital

2. Code-Based Cryptography:

e Relies on the hardness of decoding
random linear codes.

e Long-established  security  but
typically has very large public keys.

o Example: McEliece.

3. Multivariate Polynomial Cryptography:

o Uses equations over finite fields that
are easy to compute but hard to invert.

e Compact keys but often large
signatures.

« Example: Rainbow.

4. Hash-Based Signatures:

o Based entirely on hash functions,
which are quantum-resilient against
collision and preimage attacks.
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o Suitable for signing but not for key Each of these families has trade-offs in terms
exchange. of key size, signature size, performance, and
o Examples: XMSS, SPHINCS+. implementation complexity.

Table 2: PQC Algorithm Comparison

Family Example | Key Size | Signature Size | Performance
Lattice-Based | Kyber Medium | Small High Efficiency
Code-Based | McEliece | Large Medium Moderate
Multivariate | Rainbow | Medium | Large Low
Hash-Based | XMSS Large Large High Security
Code McEliece | Large Medium Moderate
Multivariate | Rainbow | Medium | Large Low

Hash XMSS Large Large High

6. Implementation Challenges 1.Key Size and Performance Overhead:

Many PQC algorithms, particularly code-

While post-quantum cryptography (PQC
POt yptography  (PQC) based and hash-based schemes, have

offers promising alternatives to classical
cryptographic  systems, the path to
widespread adoption is not without
significant challenges. These challenges span
technical, operational, and standardization
domains and must be  addressed
systematically to  ensure  successful
integration into existing infrastructure.

substantially larger key and signature sizes
compared to RSA or ECC. For example,
McEliece may require keys larger than 1MB.
These sizes impact bandwidth, storage, and
computational performance, particularly in
constrained environments like 10T or
embedded systems.

Figure 6: Comparison of Key and Signature Sizes for Classical vs Post-Quantum Algorithms
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2. Compatibility with Existing Protocols:

PQC algorithms were not originally designed
with current internet protocols (e.g., TLS,
SSH, VPNSs) in mind. Integration requires
extensive redesign or adaptation of existing
standards, libraries, and APIs to
accommodate new key formats and
cryptographic operations.

VOL. 34,NO. 6, 2025

3. Hybrid Implementation Complexity

During the transition period, most systems
will require hybrid cryptographic modes—
where both classical and quantum-safe
algorithms  operate in tandem. This
introduces complexities in negotiation,
validation, and certificate management.

‘ start ‘
TLS/HTTPS
Handshake
Hybrid Key
Exchange Post-Quantum
Algorithm (Fyber)

Classical
Algorithm (RSA/ECC)

Key Agreement Complete

v

Symmetric Encryption (AES) ‘

)

Secure Session
Established

Figure 6: Hybrid Cryptography Deployment Path

4. Hardware and Software Integration

Existing hardware accelerators (e.g., for
AES or ECC) are not optimized for PQC
algorithms.  Implementing lattice-based
schemes or hash-based signature schemes
may demand new cryptographic hardware or
optimized software libraries, increasing
deployment costs.

5. Certification and Standardization

As of now, NIST is still in the process of
finalizing PQC standards. Without a unified

international  standard, industries face
uncertainty about which algorithms to invest
in. Additionally, formal proofs, side-channel
resistance, and  compliance  testing
frameworks are still under
development[3][8].

6. Education and Training Gaps

Organizations lack sufficient expertise in
guantum-safe  cryptography.  Engineers,
auditors, and system designers require
upskilling to evaluate, implement, and
maintain PQC systems securely.
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Table 3: Key Implementation Challenges in Adopting Post-Quantum Cryptography

Challenge Type Impact
Key Size & Performance Technical High on 10T and embedded systems
Protocol Compatibility Protocol/Standards | Requires TLS/SSH changes
Hybrid Complexity Integration Dual-mode encryption increases cost
Hardware/Software Support Deployment Needs new hardware/software support
Standardization & Certification | Regulatory Uncertainty delays adoption
Education & Training Human Resource | Skill gap slows secure deployment

7. Future Directions

As quantum computing advances toward
practical  viability, the cryptographic
community must proactively pursue long-
term strategies to secure digital infrastructure
against emerging threats. These future

directions encompass research,
standardization, implementation, and
education.

1. Standardization and Global
Coordination:

e Finalize and adopt PQC standards
through NIST and international
bodies such as ISO and ITU.

e Promote interoperable frameworks
that allow seamless global integration

of PQC.
o Establish compliance benchmarks,
certifications, and reference

implementations.

2. Development of Lightweight
Cryptographic Schemes:

e Design efficient  post-quantum
algorithms optimized for embedded

209

systems, loT devices, and mobile
applications.

« Balance cryptographic strength with
computational efficiency and power
consumption.

3. Hybrid Cryptographic Architectures:

4

e Implement hybrid schemes that
combine classical and post-quantum
algorithms during the transition
period.

e Ensure cryptographic agility so
systems can be upgraded without
complete redesign.

e Explore hybrid key exchange
mechanisms, hybrid digital
signatures, and layered trust models.

Post-Quantum Public Key

Infrastructure (PKI):

¢ Redesign digital certificate
frameworks to support quantum-safe
algorithms.

o Enable certificate authorities to issue,
validate, and revoke PQC-enabled
certificates.

Marwa Abdulameer Gshayyish et al 198-212



Journal of Computational Analysis and Applications

o Develop migration protocols and
toolkits for updating root certificates
securely.

5. Education and Capacity Building:

o Integrate quantum-safe cryptography
into academic curricula, professional
training, and certification programs.

o Raise awareness across industries
through conferences, white papers,
and policy guidelines.

o Develop open-source tools,
simulations, and sandbox
environments for hands-on learning.

6. Legal and Regulatory Considerations:

o Update data protection regulations to
reflect  emerging  cryptographic
standards.

e Ensure legal acceptance of post-
quantum digital signatures and
authentication mechanisms.

7. Ongoing Research and Cryptanalysis:

o Encourage peer-reviewed studies,
formal proofs, and real-world testing
of proposed PQC schemes.

o Identify and address implementation
vulnerabilities, such as side-channel
attacks or lattice leakage.

e Support cryptographic agility through
modular algorithm frameworks and
secure update mechanisms.

8. Real-World Applications of PQC

Post-quantum cryptography is transitioning
from theoretical development to real-world
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implementation in critical sectors. The
following domains illustrate how PQC is
being adopted to future-proof data security:

1. Banking and Financial Services:

Banks and fintech platforms are beginning to

integrate PQC into their Transport Layer
Security (TLS) stacks. This includes hybrid
key exchanges (e.g., combining Kyber with
traditional RSA) for secure online banking
sessions and encrypted transactions that
remain safe in the long term.

2. Government and

Communication:

Military

Governments are adopting PQC for securing
national identity  systems, electronic
passports, classified communications, and
election systems. For example, XMSS and
SPHINCS+ are wused to sign digital
documents and firmware updates, ensuring
non-repudiation and future-proof validity.

3. Healthcare and Electronic Medical
Records (EMRs):

Hospitals and healthcare data providers are
deploying lattice-based encryption to secure
patient data in transit and at rest. This ensures
that sensitive information, such as genomic
data and medical histories, remains
confidential even if intercepted and stored by
adversaries.

4. Cloud and Edge Computing:

Cloud platforms are integrating post-
quantum key encapsulation mechanisms
(e.g., Kyber) into virtual private networks
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(VPNSs), secure containers, and encrypted
backups. Edge devices can authenticate
updates using PQC digital signatures,
protecting loT ecosystems from quantum-
enabled threats.

5. Industrial and Infrastructure Systems:

SCADA and industrial control systems that
manage power grids, water treatment, and
transportation are being retrofitted with
quantum-safe  firmware  signing  and
encrypted command channels, minimizing
critical infrastructure risk.

6. Blockchain and Cryptocurrencies:

Some blockchain platforms are exploring
PQC-compatible digital signature schemes to
secure smart contracts and digital wallets.
These efforts aim to prevent quantum-
enabled key theft from blockchain address
derivations.

These applications reflect a broader
movement toward resilient, quantum-ready
security infrastructures across both public
and private sectors.

9. Conclusion

Quantum computing demands a fundamental
rethinking of our digital  security
infrastructure. As algorithms like Shor’s and
Grover’s continue to mature alongside
advances in quantum hardware, traditional
cryptographic systems such as RSA and ECC
face obsolescence due to their reliance on
problems that quantum computers can solve
efficiently.
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This research has shown that post-quantum
cryptographic (PQC) systems particularly
those based on lattice problems, code-based
techniques, multivariate polynomials, and
hash-based  signatures—offer  promising
pathways to sustain confidentiality, integrity,
and authenticity in a post-quantum era.

However, this transition is not without
significant challenges. Implementation of
PQC requires overcoming limitations in key
sizes, system compatibility, and
standardization, while ensuring performance
and resilience. Despite these hurdles,
proactive and strategic planning—supported
by international standardization bodies,
educational institutions, and technological
innovators—can lead to a smooth and secure
transition.

Ultimately, quantum-resilient cryptography
must become a global priority. It is not
merely an academic pursuit, but a vital
component of securing e-government
services, financial systems, healthcare
infrastructure, and personal data across the
digital world. The successful deployment of
PQC technologies will depend on
collaborative efforts across academia,
industry, and regulatory bodies to create
adaptable, scalable, and forward-looking
security solutions.

As we prepare for the coming quantum era,
this paper underscores the urgency to act
now modernizing our  cryptographic
foundations and future-proofing digital trust
on a global scale.
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