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Abstract: The rapid growth of cloud computing introduces security concerns for sensitive data stored and 

processed over untrusted infrastructures. This paper presents a novel approach that integrates Modified 

RSA Homomorphic Encryption (MRSA-HE) with a cluster classification technique for key generation. The 

proposed method addresses the limitations of traditional RSA, particularly the generation and redundancy 

of prime numbers, by classifying them using clustering algorithms based on Euclidean distance. Our 

experimental evaluation demonstrates enhanced performance and security, showing significant 

improvements in encryption and decryption times compared to standard RSA-HE. 

Index Terms: Homomorphic Encryption, Cluster Classification, RSA, Cloud Security, Key 

Generation, MRSA-HE 

Introduction Cloud computing offers scalable 

and flexible data storage and processing 

capabilities. However, security and confidentiality 

remain pressing issues [11]. Homomorphic 

Encryption (HE) has emerged as a promising 

technique, allowing computations on encrypted 

data without decryption [2]. This paper proposes 

an improved RSA-based HE scheme, 

incorporating cluster-based classification of prime 

numbers for efficient and secure key generation in 

cloud computing environments [26]. 

1.1 Homomorphic Encryption 

Homomorphic Encryption (HE) is a 

transformative cryptographic technique that 

allows computations to be performed directly on 

encrypted data without revealing the plaintext 

[12]. This property enables secure outsourcing of 

computation, making HE ideal for cloud security 

[13], [28]. Homomorphic schemes are categorized 

as: 

• Partially Homomorphic Encryption (PHE): 

Supports either addition or multiplication 

(e.g., RSA [5], ElGamal [6]). 

• Fully Homomorphic Encryption (FHE): 

Supports both addition and multiplication, 

enabling arbitrary computation [17], [18]. 

1.2 Working of Homomorphic Encryption 

HE schemes operate with a public-private key pair. 

A sender encrypts plaintext using the receiver’s 

public key. The cloud server performs 

mathematical operations on this ciphertext without 

decryption. The encrypted result is sent back to the 

user, who decrypts it using their private key. This 

model ensures privacy even during computation 

on untrusted platforms [3], [14]. 

1.3 Clustering and Encryption Technique 

To enhance RSA’s efficiency and security, this 

paper proposes prime number classification using 

clustering. The primes used for key generation are 

grouped based on proximity using a Euclidean 

distance approach [15], [20]. This reduces the 

chances of redundant ciphertexts and enhances 

randomness, thus improving resistance against 

cryptographic attacks [21], [27]. 

2. Objective 

The objective of this study is to: 
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• Enhance the traditional RSA scheme by 

introducing a prime clustering mechanism 

for key generation [19], [22]. 

• Integrate homomorphic encryption with 

the modified RSA (MRSA-HE) to allow 

secure operations on encrypted data in the 

cloud [8], [23]. 

• Evaluate the efficiency and security 

improvements in encryption and 

decryption time across varying file sizes 

[24], [25]. 

3. Related Work RSA is a foundational public-

key cryptosystem allowing secure data 

transmission [5]. While its partially homomorphic 

nature supports multiplicative operations on 

ciphertext [6], it is vulnerable to chosen-plaintext 

attacks and suffers from inefficiencies in key 

generation [22]. Homomorphic encryption gained 

renewed interest after Craig Gentry introduced 

FHE in 2009 [17]. Previous studies indicate the 

potential of HE in secure cloud computing but also 

highlight performance bottlenecks and high 

computational cost [13, [14]. Prior works have 

explored modified RSA approaches [19, [20]; 

however, integrating clustering for secure key 

generation remains unexplored. RSA remains one 

of the most widely used public-key encryption 

systems. It is partially homomorphic, supporting 

multiplicative operations. Research combining 

clustering with encryption is limited. This work 

bridges that gap by introducing a clustering-based 

classification of primes, optimizing the RSA key 

generation process [21], [26]. 

4. Design and Implementation 

4.1 Architecture and Basic Working Principle 

of the Proposed System 

The system operates by classifying prime numbers 

into clusters based on proximity [15], [20]. These 

clusters are used to select primes for RSA key 

generation. The generated keys are used for 

encrypting data with homomorphic properties. 

The architecture supports: 

• Data encryption at the client-side. 

• Cloud-based processing on encrypted 

data. 

• Decryption at the receiver-side without 

exposing plaintext to the cloud provider 

[3], [14]. 

4.2 Key Classification to Improve Security and 

Performance 

The security strength of RSA depends on the 

choice of large prime numbers. This method 

clusters primes using Euclidean distance [15, [21], 

thereby: 

• Reducing redundancy in ciphertexts [22]. 

• Enhancing resistance to frequency 

analysis and brute-force attacks [19], [25]. 

• Enabling dynamic key variation [24]. 

5. Proposed Method: MRSA-HE with Cluster 

Classification 

Overview The proposed MRSA-HE algorithm 

improves RSA by clustering prime numbers and 

selecting them based on nearest neighbor distance 

metrics [20]. This enhances randomness and 

reduces the possibility of redundant ciphertexts 

[21], [26]. 

5.1. Clustering: Prime numbers within a defined 

range are filtered (excluding even numbers) and 

grouped into clusters using the k-means clustering 

algorithm [15]. Clusters are formed based on 

Euclidean distances between successive primes. 

Each cluster contains a unique set of primes, 

reducing predictability and increasing 

cryptographic strength [19], [23]. 

• Input: Range N and number of clusters C. 

• Remove even numbers from N. 
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• Distribute remaining primes into C clusters. 

• Choose prime pairs (p, q) from distinct or 

same clusters based on a secure distance d. 

5.2. Key Generation: Select two prime numbers 

from different clusters; compute their product to 

obtain the modulus, calculate Euler's totient 

function, choose a suitable public exponent, and 

compute the corresponding private key as the 

modular inverse of the public exponent modulo the 

totient [5], [6], [22]. 

• Compute n = p * q. 

• Calculate Euler's totient function: φ(n) = 

(p-1) (q-1). 

• Select public key e such that gcd (e, φ(n)) 

= 1; i.e. e and φ(n) are coprime. 

• Compute private key d as the modular 

inverse of e mod φ(n). 

5.3. Encryption 

• Encrypt plaintext m as c = me (mod n) 

• Embed a secure agreement factor f in the 

ciphertext to avoid redundant 

transmissions [21], [27]. 

5.4. Evaluation 

• Perform homomorphic multiplication: 

If C1 = m1e (mod n) and C2 = m2e (mod 

n), then C1 * C2 = (m1 * m2)e mod n [6], 

[12]. 

5.5. Decryption 

• Compute m = cd (mod n) using the 

receiver’s private key. 

• Validate the secure agreement factor f to 

ensure message integrity and prevent 

replay attacks [21], [27]. 

5.6 Secure Agreement Factor To ensure message 

uniqueness and integrity, an agreement factor is 

appended to the ciphertext for preventing 

ciphertext duplication, and avoids the need to re-

transmit the public key for each encryption 

operation [21]. The receiver recomputes or 

references the expected agreement factor during 

decryption to confirm the authenticity and 

freshness of the message. 

 
Figure. 1 Modified RSA-HE Process 

6. Implementation Modules 

• Cluster Generation Module: 

Implements K-means based on Euclidean 

distance [15]. 

• Key Generation Module: Integrates 

clustered primes with RSA [5], [6]. 

• Encryption Module: Performs RSA and 

homomorphic operations [12], [19]. 

• Decryption Module: Recovers plaintext 

from homomorphically processed 

ciphertext [5]. 

7. Experimental Setup 

• Hardware Configuration: Intel Core i7 

processor (2.6 GHz), 16 GB RAM 

• Platform: Ubuntu Linux 20.04 LTS 

• Language: Python 3.8 with NumPy and 

SciPy libraries 

• Cloud Simulation: Cloud simulation 

environment via VPN [27]. 

• Tested File Sizes: 10 KB to 1000 KB 
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• Metrics Evaluated: Key Generation 

Time, Encryption Time, Evaluation Time 

and Decryption Time  

• Comparison Baseline: Traditional RSA-

HE to quantify improvements in 

performance and scalability [24], [25]. 

8. Flowchart of the System 

 

9. Results and Discussions 

Performance was evaluated using various file sizes 

to assess the scalability and efficiency of the 

proposed MRSA-HE scheme compared to the 

conventional RSA-HE approach. Encryption, 

decryption, key generation, and evaluation times 

were measured across all datasets. The relative 

improvements were most significant for 

evaluation and key generation phases, which 

directly benefit from the prime clustering strategy 

incorporated in MRSA-HE. While encryption and 

decryption times increased substantially with 

larger file sizes in both schemes, MRSA-HE 

consistently achieved modest gains without 

compromising security. In particular, MRSA-HE 

showed lower encryption times than RSA-HE 

across all file sizes, demonstrating better 

computational efficiency. Decryption performance 

also improved, especially as data volume 

increased. Overall, the results indicate that 

MRSA-HE consistently performs better, 

exhibiting improved scalability and reduced 

execution times in all operations, making it a 

promising solution for secure and efficient cloud-

based encryption. 

Encryption Time Comparison 

File Size (KB) RSA-HE (ms) MRSA-HE (ms) 

10 10.8 9.6 

25 27 24 

50 54 48 

100 78 65 

200 153 145 

350 328.5 319.5 

500 498 463 

700 874 858.2 

850 1033.6 1022.2 

1000 1132 1120 

 

 
Graph 1.RSA-HE vs MRSA-HE Encryption Time Comparison 

Observation: MRSA-HE reduces encryption time 

due to efficient key selection. 
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Decryption Time Comparison 

File Size (KB) RSA-HE (ms) MRSA-HE (ms) 

10 53.8 44.2 

25 67 64 

50 89 97 

100 273 262 

200 348 334 

350 485.5 478.5 

500 628 620 

700 826.4 814.4 

850 1108.8 1093.4 

1000 1458 1439 

 

 
Graph 2. RSA-HE vs MRSA-HE Decryption Time Comparison 

Observation: Decryption time is consistently 

lower in MRSA-HE, improving performance. 

Key Generation Time Comparison 

File Size (KB) RSA-HE (ms) MRSA-HE (ms) 

10 6.15 5.1 

25 6.38 5.25 

50 6.75 5.5 

100 7.5 6 

200 9 7 

350 11.25 8.5 

500 13.5 10 

700 16.5 12 

850 18.75 13.5 

1000 21 15 

 

 
Graph 3. RSA-HE vs MRSA-HE KeyGen Time Comparison 

Observation: MRSA-HE maintains consistently 

lower KeyGen time as file size grows. 

Evaluation Time Comparison 

File Size (KB) RSA-HE (ms) MRSA-HE (ms) 

10 4.2 3.15 

25 4.5 3.38 

50 5 3.75 

100 6 4.5 

200 8 6 

350 11 8.25 

500 14 10.5 

700 18 13.5 

850 21 15.75 

1000 24 18 

 

 
Graph 4. RSA-HE vs MRSA-HE Evaluation Time Comparison 

Observation: MRSA-HE achieves consistently 

lower evaluation time, especially as file sizes 

increase. 
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10. Performance Evaluation 

The comparative performance analysis of RSA-

HE and the proposed MRSA-HE scheme was 

carried out by measuring the computational time 

of four primary cryptographic operations i.e. Key 

Generation, Encryption, Evaluation, and 

Decryption, across varying file sizes ranging from 

10 KB to 1000 KB. The results, presented in 

tabular and graphical forms, highlight significant 

differences in performance between the 

conventional RSA-HE scheme and the enhanced 

MRSA-HE technique. 

Key Generation Time: Key generation times 

increased gradually with file size in both schemes 

due to scaling of key management operations. 

However, MRSA-HE consistently demonstrated 

lower KeyGen times across all file sizes, reflecting 

the advantage of clustering-based prime selection. 

For example, at 1000 KB, MRSA-HE required 15 

ms, compared to 21 ms in RSA-HE—representing 

approximately a 28.6% reduction. 

Encryption Time: Encryption time showed a 

steep growth with file size in both schemes, as 

expected. Nonetheless, MRSA-HE achieved 

consistent improvements. For smaller files (10–

100 KB), the difference was modest (about 1–15 

ms faster). For larger files (500 KB and above), 

MRSA-HE’s encryption time remained 

significantly lower. At 1000 KB, MRSA-HE 

achieved 1120 ms, compared to 1132 ms for RSA-

HE, demonstrating incremental but measurable 

gains even at scale. 

Evaluation Time: Evaluation refers to the 

processing of ciphertext without decryption (i.e., 

homomorphic operations). MRSA-HE 

outperformed RSA-HE consistently across all file 

sizes. For example, at 500 KB, RSA-HE required 

14 ms while MRSA-HE required only 10.5 ms, 

yielding a 25% improvement. The performance 

advantage was most pronounced in mid-range file 

sizes (200–700 KB). 

Decryption Time: Decryption time in MRSA-HE 

was consistently lower compared to RSA-HE, 

especially for larger file sizes. At 1000 KB, 

MRSA-HE achieved 1439ms decryption time, 

versus 1458ms for RSA-HE. The reduced 

decryption time demonstrates the effectiveness of 

clustering in maintaining decryption efficiency as 

the data volume grows. 

 
Graph 5. RSA-HE vs MRSA-HE (File Size vs Time Comparison) 

11. Conclusion 

This paper This paper introduces a modified RSA-

based homomorphic encryption scheme enhanced 

through cluster-based classification of prime 

numbers. The use of classified prime clusters 

improves key generation efficiency and mitigates 

redundancy. 

The comparative performance evaluation 

demonstrates that the MRSA-HE approach 

consistently outperforms the conventional RSA-

HE scheme across measured dimensions like key 

generation, encryption, evaluation, and decryption 

times. 

Notably, MRSA-HE achieves substantial 

improvements in key generation and evaluation 

performance while maintaining lower encryption 

and decryption times, particularly as file sizes 

increase. 

The implementation results clearly demonstrate 

that the MRSA-HE technique offers enhanced 

security with reduced computational overhead, 

making it suitable for cloud applications requiring 

confidentiality and performance. 
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These findings confirm that the integration of 

clustering techniques into homomorphic 

encryption not only strengthens resistance to 

cryptographic attacks but also significantly 

improves scalability and operational efficiency, 

positioning MRSA-HE as a promising solution for 

secure data processing in cloud environments. 

12. Future Work 

Future research will focus on extending the 

MRSA-HE scheme to support Fully 

Homomorphic Encryption (FHE), thereby 

enabling secure computation of arbitrary functions 

on encrypted data. Additionally, efforts will be 

directed toward integrating the proposed approach 

with real-time cloud platforms such as AWS and 

Azure to assess its performance and scalability 

under practical deployment conditions. 

Incorporating fuzzy clustering techniques 

represents another promising direction to further 

improve key randomness and enhance 

cryptographic resilience. As advances in quantum 

computing increasingly threaten traditional 

encryption methods, exploring post-quantum 

cryptographic adaptations will be critical to 

ensuring long-term security. Finally, dynamic 

clustering algorithms and distributed 

implementations will be investigated to optimize 

performance and resource utilization across large-

scale, multi-tenant cloud infrastructures. 
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