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ABSTRACT 

The participation of ordinary devices in networking has created a world of connected devices rapidly. The Internet 

of Things (IoT) includes heterogeneous devices from every field. There are no definite protocols or standards for IoT 

communication, and most of the IoT devices have limited resources. Enabling a complete security measure for such 

devices is a challenging task, yet necessary. Many lightweight security solutions have surfaced lately for IoT. It is 

also hard to deploy any traditional security protocol on resource constrained IoT devices. This paper proposes a 

lightweight Machine Learning (ML) model based on Random Forest to detect and classify variant type of malware 

in IoT devices. A higher accuracy in malware classification is obtained by converting the Packet Capture (PCAP) files 

of the malware traffic into gray-scale images to be utilized in training the proposed model. The proposed model is 

trained and tested on the CICIOT2023 dataset, which includes 34 classes of malware and benign. Variant metrics 

were used to evaluate the performance of the proposed model. The proposed model achieved 99.9% accuracy for 

multi classification and 99.85% for binary classification. The proposed model demonstrates the effectiveness of 

using Random Forest for classifying malware and benign in IoT networks, making a significant contribution to the 

development of secure IoT environments. Moreover, its findings can be extended to classify various types of network 

traffic, further enhancing the model's applicability. 
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I.INTRODUCTION 

 
The rapid growth of the Internet of Things (IoT) has transformed modern digital infrastructure, 

enabling real time data exchange across smart homes, healthcare systems, industrial automation, and 

critical infrastructure. However, this proliferation has also introduced a vast and heterogeneous attack 

surface, making IoT networks increasingly vulnerable to sophisticated malware and cyberattacks 

[1][2]. The constrained computational resources, lack of standardized security protocols, and diverse 

hardware architectures of IoT devices exacerbate the difficulty of deploying traditional security 

mechanisms [3][4]. 
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Malware targeting IoT systems have evolved in complexity, often leveraging encrypted payloads, 

polymorphic behavior, and zero day exploits to evade detection [5][6]. Notable incidents such as the 

Mirai botnet have demonstrated the catastrophic potential of compromised IoT infrastructures. These 

challenges necessitate the development of intelligent, lightweight, and scalable intrusion detection 

systems (IDS) tailored for IoT environments. 

Machine learning (ML) techniques, particularly ensemble methods like Random Forest (RF), have 

shown promise in detecting anomalous patterns and classifying malicious traffic in large scale IoT 

networks [7][8]. RF’s robustness to overfitting, ability to handle high dimensional data, and 

interpretability make it a compelling choice for real time malware detection in resource-constrained 

environments [9]. However, challenges persist in terms of class imbalance, redundancy, and 

generalization across diverse attack vectors [10]. 

To address these limitations, this study proposes a Random Forest based malware classification 

framework trained and evaluated on the CIC IoT 2023 dataset, a comprehensive and realistic 

benchmark comprising 33 attack types across 105 IoT devices [11]. Our contributions are as follows: 

• We analyze the limitations of existing ML based IDS in IoT contexts, focusing on detection 

latency, false positives, and adaptability to novel threats. 

• We design a modular pipeline incorporating feature selection, class balancing, and RF based 

classification tailored for the CIC IoT 2023 dataset. 

• We evaluate the model’s performance using precision, recall, F1-score, ROC and AUC, 

demonstrating its superiority over baseline classifiers. 

By integrating domain specific feature engineering with ensemble learning, our approach aims to 

bridge the gap between academic prototypes and deployable IoT security solutions [12][13]. 

The rest of this paper is organized as follows: Section 2 describes related work. Section 3 describes 

methodology including the search strategy, research questions, dataset, and Random Forest model. 

Section 4 describes the method for comparison, training, and evaluation of the model. Section 5 

presents the results of different tasks and a comparison with the performance of previous studies. 

Finally, Section 6 concludes the paper. 

II. LITERATURE REVIEW 

Recent research has explored a variety of machine learning and deep learning models for malware 

detection in IoT environments. Below, we summarize key contributions, highlighting the models used 

and their reported performance. 

Riaz et al. [2] proposed a CNN LSTM hybrid model for malware detection in IoT networks. Their 

architecture combined convolutional layers for spatial feature extraction with LSTM units for temporal 

analysis. Evaluated on a custom dataset, the model achieved an accuracy of 98.7%, precision of 98.5%, 

and recall of 98.9%. 
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Ben Atitallah et al. [8] introduced a multi-class malware detection framework using fine-tuned CNNs 

(ResNet18, MobileNetV2, DenseNet161) with a Random Forest voting ensemble. Using the MaleVis 

dataset, their model achieved 98.68% accuracy, 98.74% precision, and an F1-score of 98.70%. 

Mehrban and Ahadian [14] developed a CNN-LSTM model trained on the IoT-23 dataset. Their hybrid 

architecture achieved 95.5% accuracy using K-fold cross validation, outperforming standalone CNN 

and LSTM baselines. 

Sasikala and Janakiraman [15] conducted a comprehensive review of ML based malware detection 

techniques in IoT. They emphasized the effectiveness of Random Forest in balancing accuracy and 

computational efficiency, particularly in scenarios with limited device resources. 

Manzoor and Arora [9] implemented a Random Forest classifier for malware detection, achieving 

98.5% accuracy on a benchmark dataset. Their study highlighted RF’s resilience to obfuscation and its 

suitability for encrypted traffic analysis, though it lacked evaluation on IoT specific datasets. 

Shirsath et al. [11] applied feature engineering techniques on the CIC IoT 2023 dataset and evaluated 

multiple ML classifiers. While their study demonstrated the dataset’s richness, it did not explore 

ensemble methods or interpretability. 

Widiyasono et al. [6] focused on detecting Mirai malware using Random Forest on the N BaIoT 

dataset. Their model achieved 95.01% accuracy, 90.82% recall, and 99.23% precision, validating RF’s 

effectiveness in real time IoT malware detection. 

Despite these advancements, challenges remain in achieving lightweight deployment, managing class 

imbalance, and ensuring generalization across diverse attack types. Our work addresses these gaps by 

leveraging the CIC IoT 2023 dataset and proposing a modular, interpretable RF based detection 

pipeline optimized for real world IoT environments. 

III. METHODOLOGY 

Recent research on malware detection in IoT environments has often relied on proprietary or researcher 

curated datasets, many of which lack diversity in device types or attack vectors [2][8]. Moreover, 

publicly available datasets frequently provide only flow based summaries rather than raw packet 

captures, limiting the scope for deep feature engineering. To address these limitations, this study 

employs the CICIoT2023 dataset, a comprehensive and realistic benchmark designed to support 

machine learning based intrusion detection in heterogeneous IoT networks [11][16]. 

 

3.1 Dataset Description 

The CICIoT2023 dataset was collected in a controlled laboratory environment simulating real world 

IoT deployments. It includes 105 diverse IoT devices ranging from smart cameras and sensors to hubs 

and actuators and captures 33 distinct attack types grouped into seven categories: Distributed Denial 
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of Service (DDoS), Denial of Service (DoS), reconnaissance, web-based attacks, brute force, spoofing, 

and Mirai based malware [11][16]. All attacks were launched by compromised IoT devices targeting 

other IoT nodes, enhancing the dataset’s authenticity and relevance for malware detection research. 

Network traffic was captured in both benign and adversarial contexts using a network tap and stored 

in PCAP format, with 47 extracted features spanning temporal, statistical, and protocol level 

characteristics. The dataset is available in both raw (PCAP) and processed (CSV) formats, facilitating 

flexible experimentation. Initial evaluations using classical models such as Random Forest and deep 

neural networks have reported up to 99.16% accuracy and 98.91% F1-score for binary classification 

tasks [11][17]. 

3.2 Data Preprocessing 

3.2.1 Sampling Strategy 

To ensure a representative yet computationally manageable subset, the first ten CSV files were 

selected, encompassing a broad spectrum of attack types and benign traffic. 

3.2.2 Unseen Test Set 

One CSV file was held out as an independent test set to evaluate model generalization on previously 

unseen data, mitigating overfitting and simulating real world deployment scenarios. 

3.2.3 Data Quality Checks 

The dataset was examined for duplicates, missing values, and null entries. Erroneous records were 

removed to preserve data integrity and ensure unbiased model training. 

3.3 Feature Engineering 

3.3.1 Feature Importance 

A preliminary Random Forest classifier was used to compute feature importance scores, guiding the 

selection of high impact variables [9]. 

3.3.2 Correlation Analysis 

Pearson correlation coefficients were calculated to identify multicollinearity. Feature pairs with r ≥ 0.9 

were flagged, and one feature from each pair was removed based on its relative predictive power. 

3.3.3 Feature-Target Relevance 

Feature-to-target correlations were computed to assess direct predictive relevance, further informing 

the feature selection process. 

3.3.4 Zero-Importance Elimination 

Features with zero importance were discarded to reduce dimensionality and computational overhead. 

3.3.5 Redundancy Reduction 

Among highly correlated features, the less informative one was dropped to enhance model 

interpretability and efficiency. 
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3.4 Encoding and Scaling 

Categorical variables were transformed using label encoding, while continuous features were 

standardized using Scikit-learn’s StandardScaler to ensure uniform feature scaling and accelerate 

model convergence. 

3.5 Data Balancing 

To address the class imbalance inherent in real world IoT traffic, the Synthetic Minority Oversampling 

Technique (SMOTE) was applied [1][6]. SMOTE generates synthetic samples for underrepresented 

attack classes, improving recall and reducing bias toward majority classes [7]. Algorithm I illustrates 

the steps of random over sampling technique. 

3.6 Train-Test Partitioning 

The dataset was split into training (80%) and testing (20%) subsets. This stratified partitioning ensures 

that the model learns from a broad distribution of attack types while preserving a hold-out set for 

unbiased evaluation. 

3.7 Proposed Model: Random Forest Classifier 

The core detection engine is a Random Forest Classifier, chosen for its robustness to overfitting, ability 

to handle high-dimensional data, and built in feature importance metrics [9]. Its ensemble nature based 

on bootstrap aggregation and randomized feature selection enhances generalization across diverse 

traffic patterns [8]. 

The proposed malware detection system adopts a modular pipeline architecture designed for flexibility, 

reproducibility, and high detection performance in Internet of Things (IoT) environments. Each stage 

contributes to ensuring robustness, interpretability, and scalability. figure (1) shows the system 

architecture. 
 

Algorithm 1 Random over sampling technique 

1: Input: Imbalanced data M, Number of extra observations Z. 

2: Output: Modified balanced data S. 

3: Procedure SMOTE 

4: for i = 1, 2, . . ., T do 

5: Find the K nearest (minority class M) neighbors of xi. 

6: while Z > 0 do 

7: Select one of the k nearest neighbors, call this x′ 

8: Select a random number A ∈ [0, 1]. 

9: x′′ = xi + A (x′ − xi). 

10: Append x′′ to S. 

11: Z = Z − 1. 

12: end while 

 13: end for  

 

The model was trained using the following optimized hyperparameters: 

• n_estimators = 75: Balances ensemble diversity with computational efficiency. 

• max_depth = None: Allows trees to grow until pure or constrained by min_samples_split. 

• min_samples_split = 5: Prevents overly granular splits, reducing overfitting risk. 
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• oob_score = True: Enables Out-of-Bag (OOB) validation for internal performance estimation. 

• random_state = 42: Ensures reproducibility. 

• n_jobs = 2: Utilizes parallel processing to accelerate training. 

This configuration was informed by prior studies demonstrating Random Forest’s superior 

performance in IoT malware detection tasks, particularly when combined with SMOTE and feature 

selection techniques [6][8][17]. 

IV. Training and Evaluation 

To achieve optimal performance, the proposed Random Forest (RF) classifier is trained many times 

with grid search to choose the best values of hyperparameters. That aimed to achieve high classification 

accuracy with minimum overfitting. After optimization, the model was evaluated in two distinct 

experimental settings: (i) multi-class classification, where the model predicted specific attack types, 

and (ii) binary classification, where the goal was to distinguish between benign and attack. Each 

experiment is detailed below, including the model architecture, training strategy, and evaluation 

metrics. 

 

4.1 Model Training Strategy 

After applying SMOTE to balance the dataset (as discussed in Section 3.5), representative samples 

were drawn from each class to ensure diversity in the training set. The CICIoT2023 dataset was then 

randomly partitioned into 80% training and 20% testing subsets, consistent with prior studies on IoT 

malware detection [11][17]. 

The Random Forest model was trained using the optimized hyperparameters identified in Section 3.7. 

These included (n_estimators = 75, max_depth = None, min_samples_split = 5, oob_score = True, 

random_state = 42, n_jobs = 2) 

This configuration was selected based on its ability to balance model complexity and generalization, 

as supported by similar findings in [7][9][17]. 

 

4.2 Evaluation Metrics 

To comprehensively assess the model’s predictive performance, a suite of evaluation metrics was 

employed. These metrics capture different aspects of classification quality and are widely used in 

cybersecurity and intrusion detection research [17][12][13] 
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Fig. 1. The system architecture 

1. Confusion Matrix: Provides a summary of prediction outcomes by comparing predicted and 

actual labels. It includes: 

• True positive (TP): Record is successfully detected as malicious. 

• False positive (FP): Record is wrongly detected as malicious. 

• True Negative (TN): Record is classified as non-malicious. 

• False Negative (FN): Record is undetected by the system. 

2. Accuracy: Measures the proportion of correctly classified instances: 

𝑇𝑃 + 𝑇𝑁 
𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 

 
 

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 

3. Precision: Indicates the proportion of true positives among all predicted positives: 

𝑇𝑃 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 

 
 

𝑇𝑃 + 𝐹𝑃 

4. Recall (Detection Rate): Measures the proportion of actual positives correctly identified: 

𝑇𝑃 
𝑅𝑒𝑐𝑎𝑙𝑙 = 

 
 

𝑇𝑃 + 𝐹𝑁 

5. F1-Score: Harmonic means of precision and recall, balancing both metrics: 

2 × 𝑃𝑟𝑒𝑐𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙 
𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 

 
 

𝑃𝑟𝑒𝑐𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙 
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These metrics were computed for both binary and multi-class classification tasks to ensure robustness 

across different detection scenarios. 

4.3 Visualization and Interpretability Tools 

To enhance interpretability and facilitate scientific reporting, several visualization utilities were 

employed: 

1. Confusion Matrix Heatmap: Visualizes the distribution of TP, TN, FP, and FN across all 

classes, offering a granular view of classification performance. Figure (2) shows the confusion 

matrix for both multi class and binary classification tasks. 

2. SHAP Summary Plot: SHAP (SHapley Additive exPlanations) values were used to interpret 

feature contributions to model predictions. This technique provides global and local 

interpretability, aligning with best practices in explainable AI [1][4][13]. Figure (3) shows the 

SHAP plot for both multi class and binary classification tasks. 

3. ROC Curve and AUC: Receiver Operating Characteristic (ROC) curves were plotted using a 

one-vs-rest strategy for multi-class classification. The Area Under the Curve (AUC) 

quantifies the model’s ability to distinguish between classes at various thresholds. Figure (4) 

shows the ROC curves for both multi class and binary classification tasks. 

4. Learning Curve: Plots model performance against training set size to diagnose underfitting or 

overfitting. This helps assess whether additional data would improve performance. Figure (5) 

shows the Learning curves for both multi class and binary classification tasks 

5. Calibration Curve: Evaluates how well predicted probabilities align with actual outcomes, 

indicating the reliability of the model’s confidence scores. Figure (6) shows the Calibration 

curves for both multi class and binary classification tasks. 

These tools collectively provide a comprehensive understanding of the model’s behavior, strengths, 

and limitations. Their integration aligns with recent literature advocating for interpretable and 

trustworthy ML systems in IoT security [2][11][13]. 

V. Results and Discussion 

5.1 Multi-Class Classification Results 

The proposed Random Forest (RF) classifier achieved high performance in the multi-class 

classification task, where the objective was to classify and detect 7 attack types and benign within the 

CICIoT2023 dataset. After tuning the hyperparameters, the model achieved an overall accuracy of 

99.90%, with precision, recall, and F1-score all reaching 99.90%. The training accuracy reached 

100%, while the testing accuracy remained at 99.90%, indicating minimal overfitting and strong 

generalization capabilities 

The training loss for the proposed model was 0.0095, and the testing loss was 0.0212, demonstrating 
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the robustness of the model. The out-of-bag (OOB) validation score was 99.83%, a measure of 

internal validation that closely matches the performance of external testing. Additionally, five-fold 

cross-validation achieved an average accuracy of 99.85% ± 0.01%, reflecting the model's stability 

across different datasets. Table 1 shows the result of multi classification tasks 

5.2 Binary Classification Results 

In the binary classification experiment, the model was trained to differentiate between benign and 

attack, relabeling all attack types into a single "Attack" class. The RF classifier demonstrated 

outstanding performance, achieving an OOB score of 99.78% and a five-fold cross-validation 

accuracy of 99.77% ± 0.01% . 

The final evaluation on the test set was 99.85% accuracy, with precision, recall, and F1-score all at 

99.85%, indicating balanced performance across both classes. These metrics suggest that the model 

is highly effective at detecting malware while maintaining a low false positive rate, a critical 

requirement for real world intrusion detection systems. 

These results are also consistent with the broader literature on RF based malware detection, which 

consistently highlights its resilience to overfitting, interpretability, and efficiency in high dimensional 

spaces [7][9][17]. Table 2 shows the result of binary classification task, 

TABLE I 

Results for multi classification 
 

Accuracy 99.90 % OOB Score 99.83 % 

Precision 99.90 % 

CV 

Accuracy ± SD 
99.85 

± 0.01 % 

Recall 99.90 % 
Training 

Loss 
0.0095 

F1-Score 99.90 % Test Loss 0.0212 

TABLE I I 

Results for binary classification 
 

Accuracy 99.85 % OOB Score 99.78 % 

Precision 99.85 % 

CV 

Accuracy 

± SD 

99.77 

± 0.01 % 

Recall 99.85 % 
Training 

Loss 
0.0027 

F1-Score 99.85 % Test Loss 0.0115 

5.3. Comparison with previous studies 

We compared the proposed model with state-of-the-art classification models. Table 2 presents a 

comparative analysis of the proposed model against recent studies, highlighting performance metrics 

such as accuracy and F1-Score, as reported in the respective published papers of significantly 

outperforming several established methods in both multi-class and binary classification tasks. In the 
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multi-class classification scenario, the proposed RF model achieves 99.9 % for both accuracy and F1 

score closely following the near-perfect performance of the S. Riaz et al [2] study which recorded a 

slightly closer accuracy of 99.88 %. The F1-Score not mentioned indicates a highly reliable model for 

multi-class scenarios. In binary classification, the proposed model excels with a notable accuracy of 

99.85 %, alongside flawless recall and precision metrics of 100%, showcasing its exceptional 

effectiveness in distinguishing between classes without any false negatives or positives. This level of 

performance demonstrates the proposed model’s capability to handle both classification types robustly 

while addressing potential imbalances effectively, thus positioning it as a leading solution within this 

competitive landscape. 

TABLE I I 

Results for binary classification 
 

Study Dataset Model Classification Type Acc.  F1-Score  

Ben Atitallah et al. 

[8] 
MaleVis 

Fine-Tuned CNNs +  

RF Voting 
Multi-Class 98.68 98.70 

S. Riaz et al [2] IoT-23 + MedBIoT Random Forest 
Binary +  

multi-Class 
99.88 — 

ElGhamry et al. [13] MaleVis SVM Multi-Class 95.56 95.26 

T.-T.-H. Le et al. 

[18] 
TON_IoT, X-IIoTID XGBoost Multi-Class 99.77 99.77 

Proposed Model CICIoT2023 
Random Forest + 

SMOTE + FE 

Binary +  

multi-Class 
99.90 99.90 

 

 

 

 

 

 

 

 

 

 

 

 

(b) Multi (a) Binary 

Figure (2) Confusion Matrix for both classification task 
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(b) Multi (a) Binary 

Figure (3) SHAP summary for both classification task 

(b) Multi (a) Binary 

Figure (4) ROC Curve for both classification task 
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V. Conclusion 

The rapid growth of IoT systems all over the world in all fields of life is a big challenge because of its 

vulnerabilities to cyberattacks, driven by the heterogeneity, scalability, and limited resources of 

connected devices. As IoT malware evolves in sophistication and diversity, traditional security 

measures often fall short in providing effective, real time defense. In response, this study proposed a 

modular, interpretable malware detection pipeline grounded in Random Forest (RF) classification and 

evaluated on the CICIoT2023 dataset one of the most comprehensive public benchmarks in the field. 

After careful preprocessing, feature engineering, class balancing using SMOTE, and hyperparameter 

optimization, the proposed model achieved accepted results in both binary. 

(b) Multi (a) Binary 

Figure (6) Calibration Curve for both classification 

task 

(b) Multi (a) Binary 

Figure (5) Learning Curve for both classification task 
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and multi-class classification settings. Specifically, it reached 99.90% accuracy, precision, recall, and 

F1-score in the multi-class scenario, and 99.85% across all metrics for binary classification. These 

results not only go beyond the basic models reported in the literature, but also confirm the model's 

strength, scalability, and generalizability. 

In contrast to prior works that either lacked IoT-specific validation or struggled with class imbalance 

and interpretability, our pipeline integrates domain aware feature selection with ensemble learning to 

produce a lightweight yet powerful detection framework. The integration of SHAP visualizations, 

ROC and precision-recall curves, and calibration plots further enhances the transparency and 

operational trust of the model aligning with recent calls for explainable and deployable ML solutions 

in cybersecurity. 

Ultimately, this research contributes a reproducible and high-performance framework for IoT malware 

detection, with potential applicability to other network based anomaly detection tasks. Future work 

will explore deployment on real-time edge environments, adversarial robustness, and integration with 

federated and transfer learning schemes to further advance security in next-generation IoT ecosystems. 
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