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Abstract—Insurance fraud affects all play-
ers—individual customers and insurers alike.
Yet, insurance companies are limited in their

capabilities to detect fraud. Pooling data across
multiple insurance carriers may enable federated
machine-learning models that improve fraud-
detection performance without compromising data
confidentiality and privacy. A proposed system
is based on horizontally or vertically partitioned
federated-learning architectures, information-
protection techniques such as differential privacy,
and privacy-preserving mechanisms including secure
multiparty computation and homomorphic encryption.
Relevant data governance controls—especially aligning
with data minimization and so-called data-access
principles—address the key privacy concerns in a
multi-institutional collaboration environment. A more
effective fraud-detection model derived from data fed
by multiple carriers may significantly enhance each
institution’s detection capability and is important in
optimally allocating law-enforcement and investigation
resources. Other factors that may influence the fraud-
detection capability of insurers include the absence of
necessary data, too little data, data noise, mislabeling,
and mislabeled samples. noch Ivory-Segatta and
others proposed methods to mitigate these concerns
by creating a model collaboration framework for a
voice-recognition task. Their framework provided
an easy-to-use, secure, and reliable environment for
cross-collaboration learning between multiple parties
to boost label-accuracy sampling for voice-recognition
applications.

Index Terms—Insurance Fraud Detection, Feder-
ated Learning, Multi-Carrier Collaboration, Data Pri-
vacy, Differential Privacy, Secure Multiparty Compu-
tation, Homomorphic Encryption, Data Governance,
Privacy-Preserving Mechanisms, Fraud Analytics, Hor-
izontal and Vertical Partitioning, Data Confidential-
ity, Model Collaboration Framework, Label Accu-
racy, Cross-Institutional Learning, Fraud Prevention,
Privacy-by-Design, Data Minimization, Secure Data
Sharing, Law-Enforcement Optimization.

I. INTRODUCTION AND PROBLEM STATEMENT

Insurance fraud persists as a significant global chal-
lenge, manifesting as values and volumes increase. Cen-
tralized machine learning models offer greater detection
accuracy but struggle to overcome regulatory and insti-
tutional barriers. To bridge this gap, federated learning
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has recently garnered considerable attention for cross-
carrier fraud detection tasks. Although the federated set-
ting enables data minimization, specific governance and
compliance measures remain essential for participating
institutions, especially under strict regulations such as the
General Data Protection Regulation (GDPR) and Health
Insurance Portability and Accountability Act (HIPAA).
Cross-institutional collaboration also requires a gover-
nance framework that carefully delineates participation
parameters, data-exchange boundaries, and synchroniza-
tion constraints. Insurance fraud encompasses intentional
misrepresentation or deception for monetary gain, with
direct consequences for both insurers and customers. Ef-
fective fraud detections models rely on substantial, high-
quality labelled datasets; however, many institutions can-
not devote the necessary resources. Conditioned on the
relatively small number of such models and institutional
appetite for privacy preservation, a cross-carrier collabo-
ration capability can close this data gap. Effective defence
relies on reliable signals, whether historical fraud occur-
rences or behavioural patterns. . . but carriers often cannot
share this with others. Horizontally federated learning
models allow for sharing broad detection strategies while
maintaining institutional privacy. Specific support from
differential privacy, secure multi-party computation, ho-
momorphic encryption, and governance frameworks cre-
ates a blueprint for cross-carrier collaboration.

A. Background on Insurance Fraud

Insurance fraud is a known challenge facing all insurance
carriers. Policyholders might provide false information to
obtain insurance or might exaggerate claims. In recent
years, cross-carrier insurance fraud has been rising. For
example, a car insurance policyholder may collude with a
friend who is the policyholder of a health insurance policy
and whose identity has been stolen to claim additional
benefits on a fictitious accident. Due to the nature of
cross-carrier insurance fraud, a centralized model for all
insurance companies may not be possible without cross-
carrier data-sharing agreement because such insurance
companies usually do not want to give other insurance
companies access to their raw data for any analysis. Never-
theless, a cross-carrier insurance fraud-detection analysis
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Fig. 1. Cross-Carrier Insurance Fraud Detection: Federated Encryp-
tion and Advanced Algorithms

could reveal many useful insights. A federated-signature
algorithm can be applied to encrypt data such that med-
ical records and health details of an individual cannot be
decrypted by any insurance company alone. Thus, a cross-
carrier insurance-fraud-detection model from individual
carriers while preserving the raw data privacy and con-
fidentiality data can be implemented. A few state-of-the-
art algorithms can prevent cross-carrier fraud detection,
which demand knowledge on how to augment samples so
that models can obtain enhanced performance. Samples
for one insurance company may not be enough to build
cross-carrier fraud models, as insurance companies are
located all over the world, leading to a non-synchronous
distribution among the insurance companies. Therefore,
techniques such as transfer learning, domain adaptation,
or label projection can be used to detect if these tools
can provide extra information for fraud detection. With
the appropriate ethical scrutiny and safeguards in place,
the insights derived from the information asymmetry
could result in more accurate detection of cross-border
frauds—highlighting a rich area for future research.

B. Limitations of Traditional Centralized Models

Insurance fraud detection has long been reliant on
individual carriers using centralized detection models to
combat fraud. Models can be hosted at one or several
carriers, with all collaborating for federated training, but
without sharing data. However, many models rely on data
that is often not available for the policyholder of the
suspected fraudulent claim (the victim) when it comes to
susceptibility detection, including on-device and historical
behavioral data, transaction data, etc. Insurance is not
a closed ecosystem, with claims involving actors across
different carriers. Therefore, detection models might yield
better results if the data contributing to the solution
from other carriers could be leveraged. Despite federated
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learning’s ability to combine training data from different
institutions without the need to share the real data, thus
addressing privacy, regulatory, and security concerns, the
framework was not well suited for this use case. The pri-
mary question was one of model training and collaboration
between institutions, since the data signal for the task is
often not available for the victim—the identity of which
changes by claim and may not be served by any carriers
at the time of fraud detection. Participating in a truly
diffused collaborative digression via FL without an actor-
centric structure is however also a challenging task with a
detection model.

C. Overview of Federated Learning for Cross-Carrier Col-
laboration

Federated Learning (FL) enables data-holding entities
to jointly learn a shared model while keeping the training
data local. FL aligns with the horizontally and vertically
distributed nature of datasets across insurance carriers, as
well as the need for regulatory compliance in a multi-entity
and potentially cross-border environment. However, the
collaborative protocols require careful design to address
the privacy of participating carriers, as well as fairness,
incentives, and risks associated with malicious behaviors.
Existing technical and business frameworks in banking
and telecommunications can thus help shape the design
of a federated setup for insurance carriers. Insurance
fraud has a significant impact on the entire industry,
and its prevention requires a cross-carrier collaborative
approach. The feasibility of federated learning (FL) in
a cross-carrier collaboration scenario has already been
demonstrated, along with an analysis of FL’s privacy-
preserving techniques and their impact on the design of
fraud-detection models. Building upon these foundations,
the focus now turns to implementing a secure, multi-
institutional collaboration framework. The organization of
this work follows the necessary cross-carrier collaboration
protocols, starting with a description of how participating
institutions interact when collaborating, followed by a
discussion of the procedures for aggregating and updating
a federated model.

II. FEDERATED LEARNING FUNDAMENTALS FOR
INDUSTRY DATA

Federated Learning (FL) enables multiple data owners
to collaboratively train a shared model while keeping
their data localized. Defined by the assembly of a
federated model server on the cloud and a number of
federated model clients distributed close to the data
sources, FL can facilitate three common deployment
topologies—Horizontal, Vertical, and Hybrid FL.
Horizontal FL is applicable when multiple institutions
possess similar feature sets across diverse clients, and is
the primary focus of the present work. Vertical FL can be
employed when data owned by different institutions cover
disjoint attribute spaces but share overlapping entities.
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Hybrid FL is a combination of Horizontal and Vertical
FL settings. FL integrates advanced cryptography and
security technology for privacy protection. Institutions
within the federated network can exchange model
parameters without direct access to raw data, and multiple
privacy-preserving techniques such as Differential Privacy
(DP), Homomorphic Encryption (HE), and Secure
Multiparty Computation (SMPC) can be leveraged to
address various privacy challenges. By eliminating data
exchange and risk of leakage for individual data, FL
ensures that the sensitive historical data of individuals or
companies remain secured. Although model training and
issuing data are distributed among different institutions,
a centralized device is still required for hardware and
software settings and environment maintenance. FL can
effectively deal with system heterogeneity to a certain
extent, and the communication cost of model parameter
transmission is usually smaller than the huge volume of
original data transmission required for centralized model
training.

Equation 1 — Federated aggregation (FedAvg
with sample weighting)
Setup. Carriers/clientsd =1, ..., N each hold local data
D; of size n; (total n = ;n/). Let w: be the global model
at round t.
Local update (one or more SGD epochs):

>
V,.e(w:x v)/IB;l (1)
(xy)ED;

Foreachi : wjt11 = w—n

where n: is the learning rate and B; indicates mini-
batching.

Server aggregation (sample-weighted average):

N
=, @)
+1 jt+1
W= Hw
Equivalently in update form with local gradients
git = Wt — Wit41:
zI‘l
w o =w - N g. 3
t+1 t ' it
n

i=1

Symbol Reference (Federated Insurance Fraud
Detection)

A. Federated Learning Architectures (Horizontal, Vertical,
and Hybrid)

Data distribution in federated learning can be typi-
cally Horizontal, Vertical, or Hybrid in nature. However,
in the discussed multi-carrier insurance fraud detection
scenario, the parties operate on a Horizontal Federated
Learning (HFL) architecture. Horizontal FL is adopted
when heterogeneous institutions, such as different insur-
ance carriers from various countries, face the same problem
and are targeting fraud detection with a small number of
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Symbol Meaning
N Number of participating
carriers / clients
D i Local dataset at carrier i
n i Number of samples in D i
Global model parameters
w_t
- at round t
. Local model parameters after
w_i"{t+1} client i trains at round t
it Local gradient/weight update
&_ computed by client i at round t
. n Noised (DP) update from
\tilde{g}_i"t client i at round t
Secure aggregation operator
\mathcal{A} (e.g., HE/SMPC)
\eta t Learning rate at round t
\sigma Standard deviation of DP noise
\epsilon, \delta Differential privacy parameters
Per-example loss
\ell(\edot, \cdot) (e.g., logistic loss)
py=1—x) Fraud probability for features x
\lambda Regularization strength
\alpha i Participation weight for carrier i
pha_ (fairness/incentive term)

labelers. These entities typically have access to different
users for the same period. Users move across different
carriers, which can create negative behavioral patterns.
These patterns are signals indicating economic damage for
at least one of the carriers. The possibly negligible users
who have been highlighted as abusive by one institution
trigger interesting transactions in other institutions. While
user identity is not exchanged in any form, intermediate
features that are sufficient to allow checks and balances
remain. In this FL architecture designed for a multi-
institution fraud detection project, the participating in-
stitutions might be hostile or untrustworthy, but GMV
produces a model without a visible single point of failure.
Insurance regulation does not permit an institution to
have no control over sensitive patient information. There is
always the possibility of compromise or abuse. Therefore,

the carrier’s information policy must be carefully config-
ured, creating a federated environment that not only com-

plies with the anti-money-laundering regulation but also
provides a consequent collusion detection mechanism. The
organization remains control of the information, receiving
insight derived from data location, and the ability to carry
out more targeted interaction and audits. The transfer of
sensitive data is limited, and the insurance database as a
whole is never exposed.

B. Security and Privacy Mechanisms (DP, MPC, HE)

Data privacy and security issues affect the establish-
ment of a cross-carrier collaboration framework for fraud
detection during online insurance claims. Secure multi-
party computation, differential privacy, and homomaorphic
encryption are suitable techniques for addressing data
privacy and security and can be integrated into a federated
learning model and protocol. Although introducing these
techniques incurs additional costs in accuracy, latency, and
computational overhead, how they optimize concurrent
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multi-carrier collaboration toward online insurance fraud
detection supersedes their isolated usage. Insurance car-
riers should adopt data minimization and access control
policies to reduce potential harm to customers and third
parties that may be derived from data misuse, unautho-
rized access, or disclosure. At the same time, the set
of data shared must be adapted to the expectations of
regulators and customers, as well as to sensitivity-aware
requirements originated in the field of health care. For
example, insurance companies in Europe need to manage
users’ sensitive data to comply with local regulations such
as GDPR. In particular, whenever special categories of
personal data are processed, explicit consent is required
unless it falls within some exceptions. GDPR is not the
only regulation that has a direct impact on the sharing
of customers’ data since products in the insurance and
health sectors are often cross-border. Thus, organizations
should consider evaluating other data privacy laws and
regulations in the countries where they operate.there are
also principles and methodologies in other fields (e.g.,
health care) that can guide the design of cross-carrier data
governance and compliance processes.

C. Communication-Efficiency and System Heterogeneity

Cross-carrier insurance fraud detection pursues a hor-
izontally federated setup since participating carriers pro-
vide freely available labels for legitimate claim requests.
Nevertheless, features that signal fraudulent claims should
be engineered along the lines of vertically federated
settings, as cross-carrier feature composition enables a
more accurate utility-privacy trade-off. Communication
cost pragmatism motivates investing in communication-
efficient protocols that compress transmitted data size;
nevertheless, this requirement also requires testing the
robustness and fault tolerance of the chosen communica-
tion protocols. In particular, the cross-carrier FL partici-
pant model should be compatible with stratified sampling
strategies during the model-update aggregation stage to
avoid high-model-latency settings in the setup of smaller
carriers participating in error-free data-collection periods.
System heterogeneity—e.g. in data size, feature repre-
sentativeness, and party capabilities—parasitically affects
cross-carrier FL performance and thus necessitates careful
monitoring during the collaboration, as poorly designed
aggregation strategy exacerbate neural constituent imbal-
ance.

IIT. DATA GOVERNANCE AND COMPLIANCE ACROSS
CARRIERS
Security measures protect the customer data shared

among the participants without serious overheads,
fulfilling  five criteria required for cross-carrier
collaboration. First, all parties should avoid sharing

additional sensitive data. Second, the data that any
party divulges must not be illegitimately exploited or
fall into the wrong hands. Third, distribution of the
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data should be regulated to prevent it from being used
inappropriately. Fourth, a system for consent across
multiple companies is essential for using the data legally.
Fifth, an auditing system that keeps everyone informed
and manages the risk of legal action must be established.
Minimizing the amount of data collected helps meet
the first requirement. In the data-sharing process,
participants must strive to divulge as little sensitive
information as possible. Naturally, sensitive variables
included in personal insurance contracts, such as gender,
profession, health status, and claim amounts, will not
be distributed. Furthermore, when collaborating with
carriers in different countries, the rules of the General
Data Protection Regulation (GDPR), as well as, for
example, Health Insurance Portability and Accountability
Act (HIPAA)-like norms, should also be considered.
These regulations distinguish privacy-sensitive features
from nonprivacy-sensitive features. Consent is needed
to exchange sensitive features such as age, occupation,
gender, and health history. A lack of consent will not
prevent the sharing of physical location, behavior history,
device characteristics, and other relative information
because population behavior has no obvious privacy
concerns. Given the previous discussions, sensitive
features should have the consent module added.

Equation 2 — Secure gradient/update with clip-
ping, DP noise, and secure aggregation
(a) Per-client clipping (bound sensitivity):
3 4

g* = clip(gi, €) = g - min 1, ﬂﬂélb . @
with clipping norm C.
(b) Add DP noise (Gaussian mechanism):
! n
gt =g*+N 0,0%C?% , (5)

where o is chosen to meet (e, §)-DP under your accounting
method (e.g., RDP/moments accountant).

(c) Encrypt / secret-share and transmit: client
sends E (§it).

(d) Secure aggregation (HE/SMPC op%rator 3A):

A _J=E nag, . O
ieSst
where St is the sampled set of participants and
>
Nnst = jestNi-
n; _
1= t n—sltg,-t )
wt Swt—n o,

A. Data Minimization and Access Controls

Fraud is a high-risk problem for insurance companies.
Currently, there is no efficient and effective solution to
prevent fraud across different insurance enterprises or
different insurance types. A multi-institutional federated
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Fig. 2. Privacy—Utility Trade-off (Illustrative)

learning framework for insurance fraud prevention is pro-
posed that enables communication and collaboration be-
tween institutions without violating data privacy. Insur-
ance fraud detection can benefit from device linkage and
cross-carrier behavior analysis. However, federated train-
ing across carriers is more challenging than training within
a single carrier. Users’ labels, involvement in the model
and contribution to data remain crucial considerations,
and secure aggregation, label-signal interaction and selec-
tion fairness must be carefully designed. Communication
and model update are particularly important because of
participation disparities and label delays. Insurance fraud
is defined as the act of deceiving an insurance company
for personal benefit, and its prevention is of vital im-
portance in the insurance field. There are many types
of insurance fraud, involving different institutions and
carriers—accident fraud, commercial fraud, claims fraud,
and so on. In traditional methods, fraudulent behavior
is recognized without the help of other carriers, which
makes it difficult to cover all fraud types and detect device-
coupled fraud behavior. Fraud detection and prevention
can benefit from device linkage and device-level fraud
detection across carriers.

B. Regulatory Considerations (GDPR, HIPAA analogues)

Consideration of regulatory requirements is particularly
relevant for an insurance fraud detection system that
involves fraud prediction driven by sensitive personal data
of policyholders. The General Data Protection Regulation
(GDPR) principles of data minimization and access con-
trols are particularly relevant here. GDPR requires all or-
ganizations to limit the collection of personal information
to only that which is necessary for a specific legitimate
purpose and involves access controls to restrict access
to personal information by unauthorized users. However,
multi-institution insurance fraud detection systems in-
herently involve the processing of personal information
by a number of organizations. For such systems, data
minimization ensures that each organization participating
in multi-institution insurance fraud detection systems only
has access to the bare minimum. At the regulatory level,
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REGULATORY COMPUANCE

Fig. 3. Regulatory Compliance in Insurance Fraud Detection:
GDPR, HIPAA, and Data Minimization

the Health Insurance Portability and Accountability Act
(HIPAA) is probably the closest analogue for insurance
data. HIPAA is a United States legislation that creates
national standards to protect sensitive patient health
information from being disclosed without the patient’s
consent or knowledge. HIPAA outlines and mandates se-
cure processes, protocols, and procedures for health care
organizations. The same requirements can be set up for a
multi-institution insurance fraud detection system, laying
down rules regarding data sharing among participating
institutions, the sensitive nature of the data, and the need
for a legal basis for processing according to the items in
GDPR. With GDPR widely adopted across Europe and
parts of Asia and the HIPAA like requirements possible
for insurance companies in other jurisdictions, the flow of
sensitive personal data for machine learning can be made
legally compliant.

C. Consent, Auditing, and Legal Risk Management

The consent processes of most jurisdictions adopt the
principle of data ownership by the data subject and re-
quire clear explanations of data usage. In multi-institution
scenarios involving multiple data owners, data access for
fraud signal generation within a certain scope, and even
features necessary for monolithic detection, is minimized
through carefully designed consent and access control.
When system owners grant external partners access to
their sensitive data, the protection of data subjects has to
be highlighted. A good example is the Health Insurance
Portability and Accountability Act (HIPAA) in the USA,
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which regulates the privacy of sensitive information by
disclosure permission, enables data transferability, and
reduces the restriction on pre-existing medical conditions
when changing health insurance. Similar restrictions exist
in the insurance domain of Europe, e.g., the General
Data Protection Regulation (GDPR), which defines how
personal data can be collected and processed and enables
individuals to gain access to their data. With the quick
development of fraud detection, mitigation and control,
and the rapid revolution of Al technology, a fraud AIFC
pipeline emerges, a risk-in-control approach can mitigate
the auditing and legal risk. A risk audit committee can pe-
riodically audit the system and rectify identified issues of
generalised data as well as usage policy. These discussions
indicate the pressing need for any multi-party business to
balance normal practices of consent, usage, and control
with privacy of all participating parties, especially in cross-
border insurance activities.

IV. FRAUD DETECTION MODELING AND FEATURES

Although multiple insurers have suggested using similar
approaches and analyzing the same type of features,
their data are typically kept separate, making supervised
training difficult. Thus, the most relevant fraud-related
Signals may be considered for semi-supervised learning
to provide label information for these models. Given the
various fraud discovery tasks across different insurers
(finding user behavior patterns, detecting high-risk users,
and identifying blacklisted accounts), multi-task and
transfer learning—along with data and label sharing
across partners—may enhance the models’ performance.
The feature Signal that can be shared to support cross-
carrier fraud detection relates to customer behavior
patterns. In particular, behavioral Signals are more
actionable than temporal Signals. While the distribution
differences of active Signal patterns among carriers are
quite distinct, the concluded detection models are still
deniable learning-acceptable for different carriers at user-
device—indexing levels—making reliable extrapolation

and Tracking abilities available to avoid Service attack
patterns. Similar fundamental patterns can also be
detected for other devices, given that different devices
mainly used for Payment transactions may exhibit
different Labeling patterns. Detecting potential fraud
relying on sparse and tailored fraud patterns provides less
label information for training. The sparse fraud targets
converging at high-global-risk areas such as Listing,
Buying, and Selling Signals allow for introducing a very
simple Logistic Regression detection model. Logistic
Regression provides a far higher visual explanation degree
than model types such as DNN and GCN. In addition,
the temporal relationship between devices, behaviors,
and Service Coverage also can form Label Information for
Device-Wise Anti-Fraud Detection. Multi-Feature Graph
Convolutional Networks built without a Fraud coverage
Label might find some anomalous behavior patterns and
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Fig. 4. Convergence Under Heterogeneous Carriers (Illustrative)

hotspots, even Edge devices. Nevertheless, these edges are
usually ignored by the SPs for further action, including
Labeling; advanced Fraud coverage Labels would help
to improve the detection, at least for available Label
area regions. Moreover, when the applied Applications
or Cycles are identified, Advanced features based on the
same device for authentication and Protection should be
added to reliability reinforcement.

Equation 3 — Cross-carrier fraud probability
(logistic model)
Let x € RY be engineered features (behav-

ioral/device/support signals), and y € {0, 1} the
fraud label.

Probability model:

psy =11 x)=0(8 X = T3 oo ®)

Regularized empirieal risk (local):

L(8) = nii(x, y) € Di [~y log ps—(1—y) log(1—pe)l+2Al|8]

n

Global target: minimize L(8) = Li(8) via tﬁ?g
1

i=

secure DP-FL update in Eq. 2.

A. Feature Engineering for Fraud Signals

Insurance carriers possess valuable data on the normal
behavioral patterns of their users, including information
from insurance applications, claims, claims qualification,
and support records. Such records help determine whether
fraud is occurring in the insurance context. Informa-
tion pertinent to identifying potential frauds that can
be shared by carriers, across a federated learning (FL)
setting, typically includes user behavioral patterns over
mobile and Internet devices, device signals (traces), and
support center records. In a federated learning setting,
a user’s device signatures and behavioral patterns can
be utilized to detect fraudulent activities through their
traversal features (anomalous non-temporal sequences).
These features can serve as relevant signals in determin-
ing fraud from horizontally-distributed sources. Behaviors,
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including negative patterns over a short period (even
sequence anomalies over a set period), can be indications
of insurance fraud. The support team’s interaction with
users represents another signal. Records of legitimate be-
havior patterns across front-ending systems can be used
to model and encode the distribution signature of be-
nign users toward superior support teams. In addition,
claims data from the insured devices can be examined
over time to analyze whether these users are making
abnormal claims; making claims regularly/infrequently;
requesting claims/items or records from the support team
intentionally, unintentionally, or suspiciously; or cyclical
claims over time through different devices.

B. Model Architectures Suitable for FL (Logistic Regres-
sion, DNNs, Graph Models)

Insurance fraud detection using FL typically relies on
FL architectures like generalized logistic regression or
distributed DNNSs. Stand-alone and ensemble models such
as XGBoost can also be employed in a non-FL format.
However, the setup is inherently cross-carrier-aware. Con-
stant factors in the model should ideally remain similar
in scale and distribution across carriers to ensure better
convergence with fewer rounds. Significant differences in
feature distributions may lead to divergence, but stratified
sampling during training can help mitigate this issue.
While the label distribution might not reveal the same
signalling features, some features remain crucial for dis-
crimination. For instance, the claim amount acts as a
signal for both prediction pairs. Multiple carriers may be
required to train a model on rare labels. Labeling delays
further complicate the scenario, which can be addressed by
a dedicated model for fraud detection under risk, typically
with a deluge of negative samples, allowing the model to
learn the characteristics of clean samples.

C. Labeling Strategies and Ground Truth Challenges

The complexity of insurance fraud detection often stems
from the difficulty of creating an effective signal for la-
beling. However, when multiple carriers form a protocol
for secure model training, a decentralized yet efficient
labeling strategy can be established, serving as a basis
for fraud signal training. A signal may require a set of
rules designed by a legal or forensic expert and validated
by law enforcement in the jurisdiction covered by the
participating carriers. Such a ruleset would also be essen-
tial when monitoring model performance. Recent develop-
ments in clear-text data detection models may also help.
However, extra care is needed due to possible information
leakage from one signal across the participation space.
Another way of generating training and validation labels
is a semi-automatic method, which collects and computes
possible fraud scores for each claim. These scores need
to be postponed several months or years after the claim
approval and payment, thus slowing down the data ex-
change in a FL cross-carrier protocol or loop. Moreover,
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cross-institutional samples with fraud flags should also be
noted. Nonetheless, the general cost of labeling should be
lower than in a centralized solution using different ML
techniques.

V. SECURE MULTI-INSTITUTIONAL COLLABORATION

Cross-carrier collaboration relies on clearly defined pro-
tocols across three dimensions: 1) participation criteria for
the cross-carrier consortium, 2) boundaries on information
exchange among participants beyond the model param-
eters themselves, and 3) synchronization protocols on
the frequency of parameter information exchange among
participants 9.2. Aggregation and model update protocols
govern how the weight updates received from participants
are aggregated to obtain a new global model, as well as the
mechanism for determining the contributing parties, the
method used to sample participants for the aggregation
and the fault tolerance of the process. These protocols are
tightly intertwined with the privacy-preserving techniques
deployed in federated learning and their concrete instanti-
ations have an impact on the choice of such techniques. 9.3.
Developing a federated learning solution for cross-carrier
fraud detection goes beyond the technologies involved and
requires considering trust, dynamism and participation
incentives during the collaboration. Most importantly,
fairness concerns must be addressed to avoid limiting
the scope of the cross-carrier collaboration. Participation
fairness guarantees, at all times, that an insurer cannot be
excluded from model training based on its decision to join
or leave the collaboration. Data contribution incentives
are designed to encourage participation in the cross-carrier
training process without relying on the availability of an
external authority, and are based on the understanding
that the training data of one insurer can be used by the
other participants in the model updates. Finally, anti-
collusion measures are incorporated to mitigate the risk
of information leakage associated with the fact that the
parties can exchange the labels in the training data freely.

A. Cross-Carrier Collaboration Protocols

To facilitate cross-carrier cooperation, several protocols
outline participation conditions, define data-sharing
boundaries, and establish synchronization requirements.
First, participants must share data sources and be willing
to run machine-learning models on their devices, while
being open to using the final optimized model. Second,
partnering insurance companies should identify exactly
which features can be shared with partners, and set
conditions on when this information can be disclosed.
The list of features and categories must be final. If
key features of the model are disclosed, the model
has limited protection against loss. Third, stratified
sampling techniques guarantee enough samples from each
category for optimal model performance; if any category
has too few samples, then the model collapses. The
Secure aggregator should control aggregating timing and
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Carrier | Samples | Fairness-Adjusted Weight
A 50000 0.49

B 30000 0.294

C 10000 0.098

D 7000 0.069

E 3000 0.049

monitor each institution’s contribution. Institutions that
contribute less than expected are likely attackers, and
better fault-tolerant sampling methods can recover model
quality. Ensure that StratifiedDPM sampling considers
sampled DPM ratio P INPUT, to maintain quality when
critical data are very small.

Equation 4 — Collaborative convergence
(heterogeneity-aware sketch)
Under standard smoothness assumptions and unbiased
gradient noise, a common FedAvg-style bound is

E[F (Wes1) — F(w®)] < (1 — ne)E[F (we) — F(w*)] + n%
10)
(stochastic noise o2 + client drift I'%),
g

(11)

where F is the global risk, u is strong convexity, 05 models
SGD variance, and T captures data heterogeneity /
client drift that stratified sampling seeks to reduce.
With decreasing n: the error term vanishes (convex
case), motivating the paper’s emphasis on stratified
participation.

Carrier Participation & Fairness Weights (Illus-
trative)

B. Aggregation and Model Update Protocols

Secure aggregation schemes ensure that only the ag-
gregated output is revealed, not the individual updates.
A prominent approach involves workers encrypting their
updates with a additive homomorphic encryption scheme
in such a way that the secret key is shared among the
server and the remaining workers. During aggregation, the
server combines the received partial results with its own
encrypted output, enabling it to compute the aggregate
without learning any individual updates. In contrast to
standard homomorphic encryption schemes, the encryp-
tion function must not leak information that allows a
worker to forge encrypted values using the shared secret
key. This condition is naturally satisfied for multiplicative
homomorphic encryption but needs careful treatment for
additive homomorphic schemes. In addition to security,
the above aggregation process introduces significant com-
munication overhead, potentially slowing down training.
Stratified sampling is often adopted to preserve communi-
cation efficiency. Normally, workers are assigned different
subgroups of the overall dataset for training, and only the
participants of a certain subgroup can perform a weight
update in the same round; workers outside the subgroup
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Fig. 5. Cross-Carrier Collaboration in Insurance: Trust, Fairness,
and Anti-Collusion Mechanisms

receive the latest model and perform no computations.
Latency, scalability, and fault tolerance are core issues
in secure FL systems, particularly in practical settings
with many parties. The protocols above are designed for
multiple rounds of computation and take into account
potential server and worker failures.

C. Trust, Incentives, and Fairness Among Participants

Insurers face a challenge related to the fair distribution
of trust among parties engaged in collaborative project
development. Five main aspects promote trust among
parties: (1) the block-size fairness of participation en-
compasses various influences on reliability, applicability,
desirability, and operational feasibility; (2) fairness of
distributed data contribution encourages valuable shar-
ing; (3) low risk of collusion among insurers contributes
towards promoting interest in participating; (4) discharge
law mechanisms mitigate collusion; (5) an equitable rep-
utation mechanism influences the reliable and trustwor-
thy implementations through a deposit-based approach.
Pseudocode visualizes the whole cross-carrier collabora-
tion process. The following parts indicate the procedure
for collaboration among multiple carriers in the cross-
carrier setting. First, the participants agree on the scope,
protocol, and strategies of the collaborative model, es-
pecially the involved institutions. Second, they examine
the data contained by all participants and agree on data
exchange types. The third part ensures that the involved
participants synchronize Gradients.
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V1. PRIVACY-PRESERVING TECHNIQUES AND SECURITY
RISKs

Cross-carrier insurance fraud detection exemplifies a
federated learning scenario in which security and privacy
are paramount. Insurance data are subject to stringent
regulations analogous to GDPR and often contain
sensitive information (e.g., health records) governed by
HIPAA-like laws. Even participation in the detection
effort can be sensitive in these circumstances — any
connection between entities’ models may lead to the
leakage of private information concerning customers or
fraud rings with links to multiple carriers. Consequently,
the design must treat privacy and security as first-
class citizens. Differential privacy (DP) is one of the
strongest defenses against privacy leakage and is one
of the few approaches able to protect against so-called
“inference attacks,” where an adversary exploits a third
party’s learned model to infer details about its own
data. Nonetheless, a model preserving DP requires
binary no-free-lunch decision-making if signals are to
be effective toward distinct fraud types with potential
high correlations across GTs. Although provably secure
methods from secure multiparty computation (MPC)
and homomorphic encryption (HE) can be employed
for the secure aggregation of local model updates on
a central server, these generally suffer from excessive
latency, which it is desirable to avoid in production. The
mix of horizontality and verticality in the cross-carrier
detection scenario creates a custom generalization of
DeepSecure that incorporates a novel approach for
efficiently and securely aggregating vertically-shared
data. Cross-carrier detection is also vulnerable to typical
data-poisoning behavior that disrupts model quality and
to leaking sensitive information about the local data of
non-participating entities into the final model.

Equation 5 — Privacy-preserving loss (objective
perturbation view)
An equivalent way to see DP’s effect is objective per-
turbation:

VOL. 33,NO. 8, 2024

Fig. 6. Fairness-Adjusted Aggregation Weights (Illustrative)

entities. For instance, different types of insurance products
may produce distinct patterns or signals in the corre-
sponding data; one insurance type may not possess enough
“data-rich” patterns, yet others with a wealth of samples
may be “data-poor.” Although an institution may possess
a specific combination of signals that can identify fraud, it
cannot do so without access to others with complementary
signals. Thus, two requirements for specific confirmatory
testing exist: (1) the existence of a fraud signal for
the specific coverage through supervised ML, and (2) a
necessary and sufficient condition satisfied by a critical
combination of signals between different institutions or
companies. Differentially Private (DP) designs encourage
participating parties to release sensitive information with-
out compromising individual privacy. Insurance companies
must keep client information confidential yet desire the
best fraud protection. A DP approach may test utility
at each layer of the ML pipeline and gauge the trade-off
applied to the dataset. Conducting an initial test for each
feature in a specific coverage may determine whether DP
is warranted. If so, a DP design should be entered into the
pipeline to quantify the accuracy drop from utility loss.
Each stage of the ML pipeline must validate the signal
and ascertain whether it is viable for integration with DP.

B. Secure Multiparty Computation and Homomorphic En-

L () = L(8)+2A||8]|24DP perturbation b8, b ~ N (0, t2/)c, ryption Trade-offs

(12)
or, in gradient perturbation form during training, the
DP noise in Eg. 2 induces

E[VL]1=VL, Var[VL]=0%C?, (13)
causing the classic privacy-utility trade-off you report.

A. Differential Privacy for Fraud Signals

Police expect citizens to report crimes to enable a
successful investigation. However, insurance fraud de-
tection via Centralized Machine Learning (CML) sys-
tems suffers from an inherent data communication prob-
lem—participants in a CML system may not possess the
exact information needed to capture a fraud signal across
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Federated learning relies on secure multiparty
computation (SMPC) or homomorphic encryption
(HE) to protect the central server from potential
exposure of either model weights or gradients. These
cryptographic tools complement other security measures

by safeguarding the quality of aggregated information,
enabling clients to exchange strategic or sensitive
business information without fear of being observed,
and mitigating the risk of collusion by trusted but
curious participants. Yet, they also incur performance
overhead, especially latency, and may constrain attention
budgets. As a result, the choice between SMPC and HE
in real-world applications ultimately hinges on a trade-off
between privacy protection and performance. During
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€ TP | TN | Accuracy

0.5 | 430 | 1480 | 0.9095238095238095
1.0 | 445 | 1490 | 0.9170616113744076
2.0 | 462 | 1497 | 0.927117841930904
4.0 | 471 | 1502 | 0.9297832233741753
8.0 | 474 | 1504 | 0.931261770244821

communication, one participant is usually responsible
for deploying and managing the communication server,
while others send encrypted messages and receive
decrypted updates. In some scenarios, these roles are
defined per training global epoch, thereby enhancing fault
tolerance. Stratified sampling on the client device may
also be employed to ensure that only the advanced data
cluster based on timing, location, and feature value is
communicated for training.

Equation 6 — Detection accuracy & related
metrics for class imbalance
Given counts TP,FP,TN,FN at threshold t:

Accuracy(t)=TP +FP +TN + FNTP + TN, (14)
Precision = TP + FPTP, (15)

Recall=TP + FNTP. (16)

For AUC, integrate TPR vs FPR over t In FL

experiments, report curves over communication rounds
and over privacy budgets e to visualize the trade-offs
emphasized in the draft.

Confusion Matrices Across Privacy Levels Illus-
trative

C. Threat Models and Attack Mitigations (Poisoning, In-
ference)

The cross-carrier setup carries several security risks
related to the data-sharing system. If the data-sharing
mechanism is not properly protected, malicious parties
can utilize the information to attack a specific insurance
company or influence the joint model training. Threats
can be classified into three common attack types: betrayal,
poisoning, and inference attacks. Betrayal attacks refer to
participants that are dishonest during model training or
testing. Such threats can be addressed by establishing a
trusted third party who can protect the private data parts.
However, collaboration remains a critical factor in these
scenarios. Poisoning attacks refer to malicious institutions
that attempt to degrade the model performance via data-
sharing patterns. Secure model aggregation approaches
such as EdgeDP-AD must be utilized. Secure aggrega-
tion contractors can be offered maintenance and training,
and explore secure aggregation techniques in the con-
text of data-hungry FL frameworks operating on horizon-
tally partitioned datasets with possible label corruption
and absence. The solutions achieve strong model utility
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through a validated positive trade-off between the privacy
budget and the edge-community privacy utility. Security
frameworks are supported for data-collaboration scenarios
among multiple participants using the FL paradigm. Such
security frameworks deal with data bribes in an insurance-
related trust-based collaboration using the secure multi-
party computation, and examine the problem of model
updating in FL. Inference attacks entail unauthorized
institutions leveraging auxiliary information to extract
sensitive training data attributes of other institutions,
making it possible to predict the training data issued by
others. Employing differential privacy when distributing
auxiliary signals is an effective safeguard against inference
attacks. Given the aforementioned challenges and relevant
defense mechanisms, establishing an incentivized trust
reinforcement mechanism is critical for an effective and
credible FL platform.

VII. CONCLUSION

Despite a recent surge in reported fraudulent claims—as
substantial as rising economic losses—the evident system-
atic limitations of existing fraud detection models restrict
their usefulness. To alleviate this impediment, FL has
been proposed to federate models across carriers, thereby
providing a wider detection horizon that is especially
suited to the characteristics of insurance fraud and offers
substantial potential without transgressing data privacy.
Nevertheless, FL models are difficult to design, combine,
train, and deploy, as these processes require comorbid-
ity preparedness, careful selection of participating carri-
ers, cross-institutional communications, adequate sharing
of model updates, the availability of infrastructure and
technology, maintenance of mutual trust, and the estab-
lishment of sufficient incentives for fraud detection. As
a consequence, these processes have not been discussed
in the insurance context, mitigating the possibility of
real-world cross-carrier fraud detection employing FL. By
systematically addressing these practical requirements, a
practically useful and complete cross-carrier FL collabo-
ration framework for insurance fraud detection has been
presented. Beyond current applications and directions, the
cross-carrier FL paradigm holds further potential for the
development of an anti-fraud ecosystem in the insurance
industry. For instance, the willingness of participating
carriers—especially financial regulatory entities—to share
and keep data open can strengthen the overall prediction
capacity, fortify FL label/ground-truth transition through
the use of relationships and representations, and avoid
labeling delays. Improved endorsement mechanisms can
further push the development of industry anti-fraud al-
liances at all levels. By creating model update sharing
platforms among third-party technical service providers,
multi-party donations can be stimulated, advancing an
honest-threshold anti-fraud model. From a broader per-
spective, only with the coordinated efforts of regulators,
legislators, and judicial organs—dynamically shaping reg-
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Fig. 7. Projected FL Ecosystem Growth and Accuracy

ulations, supporting confidential computing technologies,
creating omni-directional cooperation mechanisms, and
jointly preventing cross-border interest crimes—can the
intelligent level of the FL model be improved and finally
prevent various malicious activities.

A. Final Tthoughts and Future Directions in Insurance
Fraud Detection

Despite the challenges of a multi-institution deployment
involving third-party insurers and regulatory compliance,
experience in other sectors shows that establishing the
rights infrastructure enables substantial benefits. Orga-
nizing insurance fraud detection as a federated learning
problem enables privacy-preserving information sharing
on sensitive data and combines cross-carrier knowledge
for improved prediction performance. Data governance,
collaboration protocols, data exchange boundaries, model
aggregation methods and incentives for fairness and par-
ticipation have to be designed carefully to gain the trust
of all involved organizations. Detection relies on the de-
tectability of fraud signals across carriers and transfer-
ability across jurisdictions in the case of international
collaborations. Labels can be expensive and sometimes
impossible to share, especially between competing enti-
ties, and proxies should be investigated for use in these
situations. The systemic nature of fraud may also in-
duce sudden detection loss due to shared detection codes.
These concepts are relevant to many applications of cross-
carrier language detection; in insurance fraud detection,
the evolution of features and models together with the
support for institutions in data minimization are thus key
aspects. Enabling the cross-carrier sharing of models, data
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augmentation and boosted methods via communication
also helps alleviate biennial claims-staging issues.
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