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Abstract 

This paper presents a comprehensive framework for robustly embedding compressed image payloads 

into host audio signals via transform-domain, perceptually adaptive, and cryptographically secure 

techniques. The proposed algorithm employs spectral robustness analysis for candidate selection, 

transforms for coefficient modulation, visual importance weighting, forward error correction, and seed-

driven dispersal for secrecy. Modulation strength adapts to perceptual masking and image importance, 

while distortion monitoring ensures imperceptibility. Extraction utilizes synchronized seed mapping, 

unmasking, error correction, and image quality checks. A literature survey contextualizes this 

advancement among recent audio watermarking and steganography methods, including chaos-based 

encryption, deep learning, and hybrid time-frequency strategies. Performance benefits and design trade-

offs are benchmarked via signal-to-noise ratio, bit error rate, and perceptual similarity metrics. 

Keywords: Audio watermarking, image embedding, spectral robustness, perceptual masking, 

cryptographic dispersal, error correction. 

 

I. Introduction 

The exponential growth of multimedia content and the increasing sophistication of audio signal 

manipulation have elevated the importance of robust watermarking and steganographic techniques in 

audio processing. These technologies are pivotal for digital rights management, covert communication, 

and forensic traceability. Embedding image payloads into audio signals presents a multifaceted 

challenge: achieving imperceptibility, maintaining resilience against signal degradation, and ensuring 

robustness against unauthorized extraction or tampering. 

Traditional watermarking algorithms often operate in the frequency or time domain, but they struggle 

to balance payload capacity with host transparency [1], [18]. Recent innovations leverage perceptual 

models [5], cryptographic masking [2], [6], forward error correction (FEC) [12], and adaptive 

modulation [3], [13] to improve robustness and secrecy. This work proposes a novel pipeline 

architecture that integrates spectral analysis, visual importance mapping, cryptographic dispersal, and 

error correction to embed compressed image payloads into host audio signals. The system is engineered 

for high-fidelity extraction under real-world audio transformations, adversarial attacks, and lossy 

transmission environments. 

II. Literature Review 

The evolution of audio watermarking and image embedding in audio signals has transitioned from 

classical transform-domain methods to hybrid, AI-enhanced, and cryptographically fortified 

frameworks. Early research emphasized frequency-domain modulation and communication-theoretic 

models to optimize robustness and detectability under channel noise [1], [10]. Cvejic et al. explored 

psychoacoustic constraints to balance watermark rate and transparency, while spread-spectrum and 

matched filtering techniques improved detection reliability [1], [19]. 

Recent steganographic methods incorporate chaotic map-based image encryption and spectrogram-

based embedding using short-time Fourier transform (STFT) and inverse STFT (ISTFT), enhancing 
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both security and resilience [2], [11], [23]. Nasr et al. demonstrated that preprocessing images and 

embedding them spectrally, combined with error correction, significantly improves robustness against 

signal degradation [2], [11]. 

Phase coding and adaptive coefficient selection have emerged as dynamic strategies for distributing 

payload bits, improving undetectability and reducing bit error rates (BER) under adversarial conditions 

[3], [13]. Concurrently, AI-driven models utilize deep neural networks trained on time-frequency 

representations and perceptual metrics to optimize embedding and extraction, yielding superior 

robustness and revision resistance [4], [8], [21]. 

Error correction mechanisms such as cyclic redundancy check (CRC) and FEC coding, when paired 

with cryptographic masking via pseudorandom number generators (PRNGs), offer enhanced protection 

against unauthorized detection and payload corruption [6], [12]. These techniques ensure bit-level 

integrity even under codec loss, frame drops, and aggressive audio transformations. 

Comparative studies reveal that while transform-domain watermarking offers strong robustness [15], 

hybrid time-frequency approaches, visual importance mapping [5], [24], and adaptive modulation 

significantly improve imperceptibility and critical data preservation. Benchmarking now includes not 

only BER and payload capacity, but also perceptual similarity metrics like structural similarity index 

(SSIM), signal-to-noise ratio (SNR), and performance under real-world attack libraries [10], [17], [25]. 

Key advancements in the field include chaotic-based steganography [2], communication-theoretic 

watermarking [1], AI-enhanced time-frequency embedding [4], [8], perceptual masking [5], adaptive 

phase coding [3], and robust error correction for payload recovery [6], [12]. 

III. Methodology 

The proposed image-in-audio watermarking algorithm, designed for high robustness, imperceptibility, 

and payload recovery. Unlike chaotic map-based or phase-only methods, our approach integrates 

spectral robustness analysis, perceptual masking, cryptographic dispersal, and forward error correction 

(FEC). This modular architecture ensures resilience under real-world distortions such as codec loss, 

additive noise, and reverberation. 

Algorithm: 

A. Preprocessing Stage 

1. Host Audio Preparation 

• Resampling and Normalization: The input audio signal 𝑎(𝑡)is resampled to a target sampling 

rate 𝑓𝑠and converted to mono. It is then normalized to unit amplitude: 

𝑎̃(𝑡) =
𝑎(𝑡)

max⁡ ∣ 𝑎(𝑡) ∣
 

where 𝑎̃(𝑡)is the normalized signal and max⁡ ∣ 𝑎(𝑡) ∣is the peak amplitude. 

• Framing and Transformation: The signal is divided into overlapping frames 𝑥𝑛(𝑡), where 

𝑛indexes the frame. Each frame is transformed using a time-frequency transform 𝑇{⋅}, such as 

STFT or MDCT: 

𝑋𝑛(𝑘) = 𝑇{𝑥𝑛(𝑡)} 

Here, 𝑋𝑛(𝑘)represents the spectral coefficients at frequency bin 𝑘for frame 𝑛. 

• Spectral Robustness: For each coefficient 𝑋𝑛(𝑘), a robustness score 𝑅𝑛,𝑘is computed, 

quantifying its stability under expected distortions (e.g., compression, noise). A candidate set 

𝒞 ⊂ {𝑋𝑛(𝑘)}is selected from high-robustness bins. 
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• Masking Map and Checksum: A perceptual masking map 𝑀𝑛 = {𝑀𝑛,𝑘}is derived using 

psychoacoustic models to identify regions where embedding is less perceptible. A checksum 

𝐶hostis recorded for integrity verification. 

2. Image Payload Preparation 

• Compression and Bitstream Conversion: The image is compressed to a target byte size using a 

lossy codec, producing a byte array 𝑃. This is converted to a binary bitstream 𝐵. 

• Forward Error Correction (FEC): FEC is applied to the bitstream to enhance resilience against 

bit errors: 

𝐵ec = FEC(𝐵) 

• Visual Importance Weighting: A visual importance map assigns weights 𝑤𝑖to each bit 𝑏𝑖based 

on its significance (e.g., header bits, salient image regions): 

𝑊 = {𝑤𝑖}, 𝑖 = 1,… , ∣ 𝐵ec ∣ 

• Cryptographic Masking: A pseudorandom bitmask 𝑅is generated using a seed 𝑠and XORed 

with the FEC-protected bitstream: 

𝑅 = PRNG(𝑠, ∣ 𝐵ec ∣), 𝐵𝑚 = 𝐵ec ⊕𝑅 

• Header Construction: A header 𝐻containing metadata is prepended: 

𝐻 = [format, ∣ 𝑃 ∣ ,CRC(𝑃)], 𝐵ℎ = 𝐻 ∥ 𝐵𝑚 

B. Embedding Stage 

• Bit-to-Coefficient Mapping: Each bit index 𝑖is mapped to a coefficient location 𝑔(𝑖) =
(𝑛𝑖, 𝑘𝑖)using seed 𝑠, ensuring spatial dispersion and avoiding local concentration. 

• Modulation Strategy: Each bit 𝑏𝑖 ∈ {0,1}is embedded by modifying the magnitude or phase of 

the selected coefficient: 

𝑋𝑛𝑖
′ (𝑘𝑖) = 𝑋𝑛𝑖(𝑘𝑖) + 𝛼𝑖 ⋅ sgn(𝑏𝑖 − 0.5) 

where: 

• sgn(𝑥)is the sign function: +1 if 𝑥 > 0, −1 if 𝑥 < 0 

• 𝛼𝑖 = 𝛼0(1 + 𝜃𝑤𝑖)scales the embedding strength based on perceptual weight 𝑤𝑖 

• 𝛼0is the base modulation strength, and 𝜃is a tunable sensitivity parameter 

• Interleaving and Spreading: Critical bits are interleaved using a permutation Πto distribute them 

across non-consecutive frames, enhancing resilience to localized distortion. 

• Synthesis and Distortion Check: The modified frames are inverse-transformed and reassembled 

into the watermarked audio 𝑎̂(𝑡). Distortion is measured using signal-to-noise ratio: 

𝐷 = SNR(𝑎̃, 𝑎̂) 

If 𝐷 < 𝜏(a predefined threshold), override logic selects alternate bins or reduces 𝛼𝑖. All changes are 

logged. 

C. Extraction Stage 

• Transform and Mapping Reconstruction: The received audio is segmented and transformed 

identically to obtain 𝑋𝑛
′ (𝑘). The mapping 𝑔(𝑖)is reconstructed using seed 𝑠. 

• Bit Recovery: Bits are extracted via thresholding or phase decoding: 



Journal of Computational Analysis and Applications                                                                          VOL. 33, NO. 6, 2024 
   

                                                                                                                          10.48047/jocaaa.2024.33.06.130 

                                                                                                           3361       Sampada Vishwas Massey et al 3358-3365 

 

𝑏̃𝑖 = Decode(𝑋𝑛𝑖
′ (𝑘𝑖)) 

Interleaving is reversed using Π−1. 

• Unmasking and FEC Decoding: The masked bitstream is unmasked: 

𝐵̃ec = 𝐵̃𝑚 ⊕𝑅 

FEC decoding retrieves the byte array 𝑃̃, which is decompressed to reconstruct the image 𝐼. 

• Integrity and Quality Assessment: CRC is verified, and image quality is evaluated using: 

o SSIM: Structural similarity index between original and recovered image 

o BER: Bit error rate between embedded and extracted bitstreams 

V. Results and Discussion 

The proposed watermarking algorithm was evaluated using a comprehensive framework based on three 

core criteria: imperceptibility, robustness, and capacity. Comparative experiments were conducted 

against three state-of-the-art methods: Chaotic Map + STFT, Adaptive Phase Coding, and an AI-Driven 

Hybrid Model. All methods were tested under identical conditions using a diverse audio dataset and 

subjected to real-world distortions. 

A. Imperceptibility 

Imperceptibility measures the degree to which the embedded watermark affects the perceived quality 

of the host audio. We used three objective metrics: 

• Signal-to-Noise Ratio (SNR): Measures the energy difference between original and 

watermarked audio. 

• Perceptual Evaluation of Speech Quality (PESQ): Predicts subjective Mean Opinion Score 

(MOS). 

• Short-Time Objective Intelligibility (STOI): Estimates intelligibility of speech signals. 

 

Table 1: Perceptual Quality Comparison Across Methods A bar chart showing SNR, PESQ, and STOI 

for each method. The proposed method shows the highest PESQ and STOI, with competitive SNR. 

Method SNR (dB) ↑ PESQ ↑ STOI ↑ 

Proposed (Spectral + FEC + PRNG) 28.7 4.35 0.96 

Chaotic Map + STFT 26.1 3.91 0.89 

Adaptive Phase Coding 27.4 4.02 0.91 

AI-Driven Hybrid 28.3 4.28 0.94 

 

The proposed method achieves the best PESQ and STOI scores, indicating superior perceptual 

transparency. While the AI-driven model slightly outperforms in SNR, it does so at the cost of 

interpretability and computational complexity. The perceptual masking and override logic in our method 

ensure minimal audible distortion, even under aggressive embedding. 

B. Robustness 
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Robustness evaluates the watermark’s ability to survive signal processing attacks. We tested each 

method under: 

• Opus codec compression (64 kbps) 

• Additive white Gaussian noise (SNR = 20 dB) 

• Reverberation (RT60 = 0.5 s) 

The primary metric is Bit Error Rate (BER), averaged over 50 trials per condition. Statistical 

significance was verified using paired t-tests (p < 0.01). 

Table 2: BER Under Different Distortions A grouped bar chart showing BER for each method under 

three attack types. The proposed method consistently shows the lowest BER across all conditions except 

codec compression, where it is second only to the AI model. 

Method BER (Codec) ↓ BER (Noise) ↓ BER (Reverb) ↓ Avg BER ↓ 

Proposed (Spectral + FEC + PRNG) 0.034 0.041 0.038 0.038 

Chaotic Map + STFT 0.072 0.089 0.076 0.079 

Adaptive Phase Coding 0.051 0.063 0.057 0.057 

AI-Driven Hybrid 0.029 0.045 0.042 0.039 

 

The proposed method demonstrates exceptional robustness, with the lowest average BER 

across all distortions. The integration of FEC and PRNG-based masking significantly enhances bit-level 

resilience. Unlike chaotic and phase-based methods, our approach maintains synchronization and 

integrity even under severe transformations. 

C. Capacity 

Capacity is measured in terms of the number of bits embedded per second (bps) without compromising 

imperceptibility or robustness. 

Table 3: Trade-off Between Capacity and Image Fidelity A scatter plot with capacity on the x-axis and 

SSIM on the y-axis. The proposed method lies in the top-right quadrant, indicating high capacity and 

high image fidelity. 

 

Method Capacity (bps) ↑ SSIM (Image) ↑ 

Proposed (Spectral + FEC + PRNG) 180 0.96 

Chaotic Map + STFT 120 0.89 

Adaptive Phase Coding 150 0.91 

AI-Driven Hybrid 160 0.94 

 

Our method achieves the highest payload capacity while preserving image quality, as evidenced 

by the SSIM score. The use of visual importance weighting allows more critical bits to be embedded 

with stronger modulation, while less important bits are spread across robust coefficients. This adaptive 

strategy enables high throughput without perceptual degradation. 
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D. Multi-Metric Justification 

• Distortion override logs show that less than 3% of bits required remapping, confirming the 

effectiveness of the perceptual thresholding. 

• Cross-dataset testing (speech, music, ambient) confirms generalizability. 

• Statistical significance: All improvements in BER and SSIM are statistically significant (p < 

0.01) over baselines. 

 

V. Novel Contributions 

The proposed watermarking algorithm introduces several innovations that address key limitations 

in existing audio watermarking techniques. Compared to chaotic map-based, phase coding, and AI-

driven models, our approach offers a modular, interpretable, and perceptually adaptive framework with 

enhanced robustness and fidelity. The key contributions are as follows: 

1. Spectral Robustness-Guided Embedding Unlike prior methods that embed uniformly or 

randomly, our algorithm computes per-bin robustness scores 𝑅𝑛,𝑘to select distortion-resilient 

spectral coefficients. This ensures watermark survival under codec compression, noise, and 

reverberation. 

2. Perceptual Masking with Adaptive Modulation Embedding strength 𝛼𝑖is dynamically scaled 

using psychoacoustic masking maps and visual importance weights 𝑤𝑖, preserving audio 

transparency while prioritizing critical image bits. 

3. Cryptographic Dispersal via PRNG Masking Payload bits are XOR-masked using a 

pseudorandom sequence 𝑅 = PRNG(𝑠), enhancing security and resistance to unauthorized 

extraction or targeted attacks. 

4. Forward Error Correction with Visual Weighting FEC is applied to the bitstream, with 

visual importance guiding redundancy allocation. This ensures robust recovery of high-priority 

payload regions even under severe distortion. 

5. Override Logic for Imperceptibility Control A distortion monitor evaluates SNR during 

synthesis. If 𝐷 < 𝜏, embedding strength is reduced or remapped, maintaining perceptual safety 

across diverse audio types. 

6. Multi-Metric Evaluation and Diagnostic Logging The algorithm is evaluated using PESQ, 

STOI, SSIM, and BER. Embedding logs and override events are recorded for transparency and 

reproducibility. 

7. High Capacity with Fidelity Preservation The method supports 180 bps payload capacity 

while achieving SSIM = 0.96 for the recovered image—outperforming existing methods in both 

throughput and fidelity. 

These contributions collectively enable a watermarking system that is secure, scalable, and 

perceptually safe, suitable for real-world deployment in multimedia authentication, covert 

communication, and digital rights management. 

 

VI. Conclusion 

This paper presented a robust and perceptually optimized audio watermarking algorithm for 

embedding compressed image payloads into host audio signals. The proposed method 

integrates spectral robustness analysis, psychoacoustic masking, cryptographic dispersal, and 
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forward error correction (FEC) into a unified pipeline that is both modular and scalable. A 

Comprehensive evaluation across imperceptibility, robustness, and capacity confirm that our 

method outperforms existing techniques. It achieves the highest PESQ and STOI scores, 

indicating minimal perceptual degradation, and maintains low Bit Error Rates (BER) under 

codec compression, additive noise, and reverberation. The adaptive embedding strategy 

enables a payload capacity of 180 bps while preserving image fidelity (SSIM = 0.96), placing 

our method in the optimal performance quadrant. Compared to chaotic map-based and phase 

coding approaches, our algorithm offers greater interpretability, stronger resilience, and better 

perceptual quality. While AI-driven models achieve competitive results, they require extensive 

training and lack transparency. Our method achieves comparable or superior performance 

using deterministic, reproducible components. An architecture supports real-time embedding, 

cross-dataset generalizability, and diagnostic transparency—making it suitable for applications 

in digital rights management, covert communication, and multimedia authentication. Future 

work will explore adaptive modulation via reinforcement learning, multi-channel audio 

support, and integration with streaming platforms for real-time watermarking. The modular 

design also opens avenues for hybrid watermarking across audio, image, and video domains. 
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