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Abstract 

Modern cloud systems with their distributed architectures demand robust reliability engineering practices, 

particularly for rapid and accurate root cause analysis (RCA) during incidents. Traditional manual 

troubleshooting approaches increasingly struggle amid the complexity of microservice environments and 

overwhelming data volumes. This article explores how Artificial Intelligence techniques—specifically 

large language models, graph-based analytics, and intelligent anomaly detection—are transforming RCA 

in cloud reliability engineering. These AI-driven approaches address fundamental challenges, including 

data fragmentation, ephemeral infrastructure, alert fatigue, and limited context, that hinder conventional 

methods. By examining innovative techniques from leading organizations, implementation challenges, and 

the progression toward closed-loop automation, the article provides a comprehensive overview of how AI 

enhances cloud resilience through faster and more accurate root cause identification. The integration of 

these technologies represents a significant advancement toward self-healing cloud systems where incidents 

can be detected, diagnosed, and remediated with minimal human intervention, fundamentally changing how 

organizations ensure the reliability of critical digital infrastructure. 
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1. Introduction 

Cloud systems today are dynamic, large-scale distributed architectures where reliability is the key. The 

rapid and accurate root cause analysis of incidents plays an essential role in cloud resilience, and this is 

usually challenging using traditional approaches because of microservice complexity and data volume. This 

article discusses how AI, in particular, large language models, graph-based analytics, and anomaly 

detection, is transforming root cause analysis in cloud reliability engineering to bridge the gaps of 

conventional methods and hasten incident resolution by a significant margin. 

Cloud services were the backbone of business and government operations of crucial importance all over 

the globe, and their availability turned into a strategic issue Business resilience has long been recognized 

as a critical determinant of organizational stability, with corporate culture playing a key role in shaping 

adaptive responses to uncertainty [4]. In business, downtimes cause huge losses to businesses in e-

commerce, financial services, healthcare, and other vital infrastructure. With the increasing volume of 

telemetry data generated by distributed components in complex microservice architectures, it is now 

obvious that the conventional methods that one uses to troubleshoot cannot locate root causes on time. 

Artificial Intelligence for IT Operations-AIOps-is a promising direction in which reliability engineering 

can be significantly improved, in particular using advanced root cause analysis. Such AI-powered 

approaches can handle very large datasets of observability data (logs, metrics, traces), find subtle 

correlations across geographically scattered components, and even interpret unstructured problem 

descriptions to infer underlying causes. The integration of machine learning models, graph analytics, and 

large language models enables a major leap forward both in speed and precision of root cause identification 

compared to state-of-the-art manual analysis [1]. 
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This is particularly important since failures in modern cloud environments often cascade across 

components, making symptoms and causes far-removed and non-obvious. Traditionally, engineers spend a 

large part of incident resolution time identifying the root cause, with the rest of the time spent on actual 

remediation. AI-powered RCA techniques have shown the prospect of dramatically shifting this ratio by 

speeding up diagnosis and allowing an organization to significantly reduce mean time to resolution, while 

improving overall system availability  [2]. 

 

2. Challenges of Traditional RCA in Cloud Systems 

Traditional RCA, meanwhile, relies on human expertise and basic monitoring tools, which, in today's 

environments, will face significant hurdles. Commonly, traditional approaches require engineers to 

manually survey logs, dashboards, or metrics from various components to hypothesize a cause. While these 

methods may have sufficed for much simpler, monolithic systems, in today's complex cloud-native 

landscape, they prove increasingly inadequate. 

2.1 Data Fragmentation and Volume 

Distributed cloud applications generate high volumes of telemetry data on the services and infrastructure 

layer, scattered across various tools, with inconsistent formats and timestamps. Research from 

middleware.io [4] also identifies one of the main challenges in modern RCA: relevant clues are fragmented 

across different systems, thus making it extremely hard for engineers to piece together a coherent narrative 

of what actually happened during an incident. Engineers need to manually correlate entries from log 

management systems with metrics on monitoring tools and trace spans on tracing systems, not to mention 

recent configuration changes or deployments [4]. 

This whole manual cross-correlation process introduces what middleware.io [4] calls "investigation 

friction": the cognitive load and time delay created by switching between multiple monitoring tools and 

data sources during incident response. Consider that an engineer tasked with investigating a performance 

degradation may have to study side by side application logs residing in Elasticsearch, infrastructure metrics 

in Prometheus, and distributed traces in Jaeger, trying to mentally correlate timestamps and service 

relationships between the different resources. In doing so, this context-switching can burn valuable minutes 

or hours during critical incidents when literally every second counts toward restoring service [4]. 
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2.2 Dynamic, Ephemeral Infrastructure 

Traditional approaches assume relatively static systems and thus are ineffective against highly dynamic 

cloud environments with containers and auto-scaling. According to checklyhq.com [3], modern 

troubleshooting faces a fundamental challenge when infrastructure components may exist for only minutes 

before being replaced by orchestration systems. Their analysis shows that engineers often "go from high-

level dashboards to logs" and end up lost in a sea of low-level data that is hard to tie together. This is akin 

to knowing that you lost your wallet on a beach but then are forced to inspect each grain of sand to find it 

[3]. 

The challenge is compounded by what checklyhq.com [3] calls "high cardinality" in microservice 

environments: a single user request might traverse dozens of services, each having multiple instances, 

creating thousands of potential failure points. For instance, in investigating a checkout failure in an e-

commerce system, traditional methods struggle because the transaction might have touched payment 

services, inventory systems, user authentication, and multiple databases of which could be the culprit. 

Moreover, with containers spinning up and down dynamically, the particular instance that processed the 

failing request may well no longer exist at the point in time when the investigation finally commences [3]. 

2.3 Alert Fatigue and Noise 

Traditional monitoring generates floods of notifications that lead to desensitization and obscure critical 

signals. Research on alert management by Middleware.io [4] emphasizes that traditional approaches to 

monitoring depend on a static threshold that cannot consider cyclic patterns or seasonality, let alone 

application-specific behaviors. For example, CPU Utilization would naturally be higher for an e-commerce 

application during sales events, but would easily generate false alerts if static thresholds were used [4]. 

This problem gets worse in microservice architectures where, according to data documented by 

middleware.io [4], a single root failure can cause cascading alerts across dozens of dependent services. 

Their analysis of production environments shows that engineers can receive hundreds of alerts during a 

significant incident, when in reality, there might be only one or two actual failures requiring attention. This 

alert storm phenomenon has serious psychological consequences – middleware.io [4] cites cases where 

DevOps teams have become so desensitized to alerts that they occasionally miss genuine critical issues 

amid the noise, leading to extended outages that could have been resolved more quickly. 

2.4 Lack of Context and Scope 

Traditional RCA may focus only on the immediate system where an issue manifests, missing upstream or 

downstream causes. This is a critical limitation of conventional approaches-they cannot correlate across 

service boundaries, making it hard to trace causal chains through complex system topologies. Their analysis 

shows that symptoms in distributed systems often manifest far removed from their actual causes, thus 

sending misleading signals to troubleshooting teams. 

For example, in production, a database team might observe query timeouts and believe the database is 

having performance issues, when actually, an upstream API is causing the problem with malformed 

requests or unexpected query patterns. Without complete observability across service boundaries, such 

cross-domain issues remain hidden. Their research underlines that classic RCA tools exacerbate this by 

functioning in a technical silo – for instance, database monitoring tools only consider database metrics, 

while application performance tools only track application-level metrics, with no insight into how these 

interface [3]. 
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Challenge 

Category 
Key Issues Impact on Incident Resolution 

Data 

Fragmentation 

Telemetry scattered across tools, 

Inconsistent formats/timestamps, 

Manual correlation required 

Introduces "investigation friction" 

with increased cognitive load and 

time delays 

Ephemeral 

Infrastructure 

Components exist briefly, High 

cardinality in microservices, and 

Dynamic container environments 

Specific instances may no longer 

exist when the investigation begins 

Alert Fatigue 

Static thresholds trigger false positives, 

Cascading alerts from single failures, 

and Hundreds of notifications during 

incidents 

Engineers become desensitized and 

may miss critical issues 

Limited Context 

Focus only on immediate symptoms, 

Inability to trace across service 

boundaries, Siloed monitoring tools 

Root causes in upstream/downstream 

services remain hidden 

Table 1: Key Limitations of Traditional Root Cause Analysis in Cloud Environments [3, 4] 

 

3. AI-powered RCA techniques 

Shortcomings of conventional root cause analysis have motivated the creation of advanced computerized 

AI systems capable of working with large datasets, discovering hidden trends, and reasoning about the 

dynamics of a complex system. Such technologies are changing the reactive, manual investigation of 

incident management to an intelligent, automated analysis. 

3.1 Intelligent Anomaly Detection and Correlation 

AI-powered anomaly detection makes use of statistical learning to model normal patterns of metrics and 

allows alerting only on truly unusual deviations. Unlike static thresholds, these systems understand seasonal 

trends and cyclic behavior, and context-specific patterns. A study by Datadog [5] shows that machine 

learning algorithms can automatically set baselines that include normal system variations, thus finding 

anomalies that would have gone under the radar using traditional threshold-based monitoring approaches. 

The study carried out by Datadog [5] demonstrates that AI-powered monitoring can identify when a metric 

is behaving strangely compared to its history, even if the values do not trigger a normal alert. For example, 

response times might be much higher than usual at certain times of the day but still come in under a static 

threshold. Their approach combines multiple anomaly detection algorithms to identify different types of 

unusual behavior-including sudden spikes, gradual trends, and changes in cyclical patterns-providing a 

more comprehensive detection capability than any single method [5]. 

Advanced multivariate detection correlates multiple signals to build a comprehensive incident picture, 

automatically linking related anomalies across different telemetry sources. Datadog research [5] shows how 

their system automatically links related alerts through a combination of temporal correlation and service 

dependency mapping. When their platform detects multiple related anomalies, it presents a unified incident 

view that helps engineers understand the relationships between different symptoms. For example, if a 

database sees unusual query latency shortly after an API service exhibited high error rates, the system can 

highlight this relationship, guiding the investigation toward the probable causal chain rather than treating 

them as separate problems [5]. 
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The platform further enhances incident analysis through the so-called "metric correlations" from Datadog: 

"automatically detecting metrics that usually move together, based on historical patterns." Such 

functionality helps uncover non-obvious relationships among services and components. This knowledge 

might not be explicitly documented in service maps or monitoring configurations. These hidden 

connections will reduce the scope of investigation significantly and accelerate root cause identification to 

a few seconds from hours of manual correlation effort [5]. 

3.2 Graph-Based Dependency and Causal Analysis 

Graph-based analysis provides a strong framework for modeling relationships in complex systems. Service 

dependency graphs are used to trace chains of events in incidents, while causal graphs and Bayesian 

networks model probabilistic cause-and-effect relationships among components. According to the 

comprehensive survey of Wang and Qi [6], graph-based techniques represent system topologies where 

nodes might be microservices, servers, databases, or any kind of component, and the edges denote "calls," 

"depends on," or "is causally linked to" relationships. 

Wang and Qi [6] categorize graph-based RCA approaches into several methodologies. Topology-based 

methods rely on the structure of service dependencies for tracing fault propagation paths in order to identify 

probable root causes by analyzing connectivity patterns among components. For example, given that service 

A is experiencing errors, graph traversal algorithms can walk the dependency tree to find upstream services 

(B and C) that could be the source of failure. Their survey shows how such approaches systematically 

reduce the search space for root cause investigation by focusing on the most probable fault paths through 

architectural relationships [6]. 

Wang and Qi [6] go beyond static topology analysis by examining probabilistic relationships learned from 

observation data about the components. Algorithms like PC (Peter-Clark) and FCI (Fast Causal Inference) 

can discover causal structures from time-series metrics, distinguishing genuine causation from mere 

correlation. For instance, applying these methods might find that unusual latency in service X always 

precedes errors in service Y with a constant delay, implying there is a root cause that would be of real value 

when performing incident investigations [6]. 

The survey also underlines the growing role of knowledge graphs in RCA [6], which encode semantic 

relationships among technical concepts, previously encountered incidents, and troubleshooting actions in 

graphical terms. Examples of such knowledge graphs include those that link symptoms, such as "high CPU 

usage," to causes, such as "memory leak" or "inefficient query," based on historical incidents, using edges 

weighted by frequency or confidence. During incidents, such knowledge graphs provide structures into 

which organizational expertise is poured and within which systems search for relevant past solutions or 

diagnostic patterns pertinent to currently occurring symptoms [6]. 

Further, Wang and Qi [6] analyze some advanced metrics used in graph-based fault localization. Centrality 

measures obtained from graph theory identify important components that may potentially be causes of a 

fault according to their topological importance. Components with high betweenness centrality-those upon 

which many other services depend-usually represent likely failure points whose issues would be widely 

propagated through the system. In their survey, they present several case studies where these graph analytics 

techniques have successfully pinpointed the root causes in complex microservice architectures by 

combining topological information with runtime metrics and historical patterns [6]. 

3.3 LLM and Log/Symptom Analysis 

Large language models can interpret and reason about incident data by analyzing free-form incident tickets, 

logs, and contextual information. LLMs can bridge the gap from unstructured information to structured 

insight, drawing inferences about underlying problems. As explained by Datadog [5], its AI-powered 
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monitoring incorporates natural language processing to interpret unstructured data sources such as logs and 

incident descriptions, making these rich information sources more actionable during troubleshooting. 

Datadog's platform uses machine learning algorithms that automatically extract relevant information from 

logs in search of patterns that could potentially be the root cause, without necessitating the screening of 

engineers through a lot of log entries. Their system can detect error patterns, unusual sequences, and 

anomalous log volumes that correlate with incidents, bringing these insights together with metric anomalies 

in one unified analysis. It transforms logs from overwhelming text dumps to structured insights that 

contribute directly to root cause identification  [5]. 

It shows substantial improvements in the accuracy of root cause localization and quality of explanations 

when enhanced with domain-specific knowledge, such as code context. In the approach by Datadog [5], 

contextual information from the application environment is integrated, including dependencies between 

services, changes in deployments, and updates in configurations. Such enrichment of the analysis allows 

their system to generate more accurate hypotheses about root causes and provides clearer explanations 

regarding incident origins, helping engineers understand not only what happened but also why it happened 

[5]. 

The application of LLMs and AI ranges beyond detection to include actionable remediation guidance. 

Datadog [5] explains that, based on the exact root cause identified, their system could support probable 

solution suggestions-either from patterns in similar incidents in the past or best practices for the implicated 

components. This allows engineers to accelerate the incident lifecycle further downstream than just the 

diagnostics by suggesting possible paths to resolution when the root cause is identified. This tends to 

provide a holistic perspective in incident management, bridging detection, diagnosis, and remediation with 

intelligent automation [5]. 
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Technique Key Capabilities Benefits of Incident Resolution 

Intelligent Anomaly 

Detection 

Dynamic baseline modeling, 

Multi-algorithm approach, 

Temporal correlation 

Identifies anomalies missed by traditional 

thresholds, reducing false positives 

Multivariate 

Correlation 

Automatic relationship 

identification, Temporal/service 

dependency mapping, Metric 

correlations 

Connects related anomalies across 

services, narrowing the investigation 

scope 

Graph-Based 

Analysis 

Service dependency mapping, 

Causal inference algorithms, 

Centrality measures 

Systematically traces fault propagation 

paths through system topologies 

Knowledge Graphs 

Semantic relationship encoding, 

Historical incident mapping, 

Symptom-to-cause linking 

Provides a structured repository of 

organizational expertise for similar 

incidents 

LLM-Based Analysis 

Unstructured data interpretation, 

Log pattern extraction, Domain-

specific reasoning 

Transforms raw logs into structured 

insights with contextual understanding 

Table 2: AI-Driven Root Cause Analysis: Advanced Techniques for Cloud Environments [5, 6] 

 

4. Implementation Challenges and Design Principles 

Thus, implementing AI-based RCA in the manufacturing setting demands a solution that addresses the 

multidimensional and multifaceted technical and organizational issues holistically and enables such 

systems to provide credible information that effectively fits in the operations Prior research highlights that 

organizational culture and leadership significantly influence the success of technology-driven 

transformation initiatives [8]. Depending on the emerging best practices and early adopters' lessons, some 

critical considerations and design principles have been identified towards successful implementation. 

4.1 Data Integration and Quality 

Effective AI-driven RCA rests on the cornerstones of robust data pipelines that collect, normalize, and 

synchronize data coming from a wide variety of observability sources. Researchers from Meta Engineering 

noted that AI models are only as effective as the data they analyze; hence, quality and integration of data 

are fundamental in AI [7]. At Meta, AI incident analysis required complete data integration to successfully 

find root causes in their complex codebase. 

In Meta's case, its practice was to implement an integrated observability pipeline that unified various data 

sources such as logs, metrics, deployment records, and code repositories. Approaches included the 

imperative need for normalization of timestamps from diverse systems, thus enabling proper temporal 

correlations between events. "One of the biggest challenges was aggregating all relevant information at 

incident creation time", their article indicated, solving the problem through automated collection systems 

that gathered contextual details from a variety of sources immediately after an incident came into view [7]. 

A key factor in Meta's strategy for data preparation [7] was pre-training their LLM-a tailored Llama 2 7B 

model-on their internal codebase, wiki articles, and Q&A forums. By this, the model picked up Meta-

specific terminology, architecture, and common failure patterns. They then fine-tuned the model on roughly 

5,000 past investigation cases to help it learn what constituted valid evidence and reasoning for root cause 
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analysis. It is this domain-specific data preparation that has been instrumental in the success of their system, 

which can correctly identify root causes 42% of the time at incident creation in their web codebase [7]. 

The experience of Meta [7] underlines the importance of data selection and filtering. In the very early steps, 

their approach has applied simple heuristics to reduce candidates of fault sources: thousands of code 

changes can be filtered down to a few hundred if it is known which services are involved. Strategies like 

this initial data reduction were important for making the subsequent AI analysis feasible and focused. Its 

approach is evidence that effective data preparation and filtering strategies are a prerequisite for successful 

AI-driven RCA implementation. 

4.2 Model Training and Knowledge Curation 

High-quality training data with known root causes and continuous learning are considered major challenges 

in AI-driven RCA. According to Chen et al. [8], a big challenge is that issue reports are typically devoid of 

details-they usually manifest symptoms but do not entail the execution context required to assess the root 

cause. Their research indicates how supplementing these reports with additional context is essential for 

effective AI analysis. 

Chen's COCA framework [8] tackles this challenge through a novel approach that automatically retrieves 

the relevant code snippets from the codebase through log statement matching in incident reports to their 

source locations. Their system builds what they call "code context graphs"-in other words, reconstructed 

execution paths around the code points referenced in error logs or stack traces. This enriched context 

provides LLMs with critical information about what the system was doing at the time of failure, 

significantly improving diagnostic capabilities compared to analyzing incident reports in isolation [8]. 

A key insight from Chen's research [8] is the importance of continuous knowledge incorporation. Their 

assessment across five real-world distributed systems demonstrated that models with no code context 

achieved only 54.7% root cause localization accuracy, while their counterparts with code context achieved 

an impressive 83.0%, which constitutes an improvement of 28.3%. Similarly, written root cause 

explanations have improved by 22.0% in quality when code context was available. These significant gains 

demonstrate how domain-specific knowledge dramatically enhances AI performance in technical 

diagnostics [8]. 

Chen et al. [8] also discuss the challenge of knowledge extraction and representation. Their system applies 

a structured approach to code retrieval and analysis, employing static and dynamic code analysis to build 

detailed context around failure points. The structured knowledge extraction proved more effective than the 

availability of raw code to LLMs by allowing these models to focus on the most relevant code sections and 

relationships. Implementation includes code retrieval components that specialize in context extraction and 

knowledge graph construction that work together to supply the LLMs with just the right information in the 

proper format [8]. 

4.3 Performance Optimization and Timeliness 

The balance between the analytical complexity and real-time requirements can be effectively achieved by 

techniques like caching, indexing, and heuristic pruning of incident responses. As Meta's implementation 

underlines [7], rapid analysis is of paramount importance in incidents, since each minute of delay extends 

the disruption of services. Their article detailed some of the optimization techniques they resorted to, 

ensuring their AI system delivers insights fast enough to make them actionable. 

Meta [7] implemented a multistage filtering approach to manage computational complexity. Their system 

first applied lightweight heuristics to identify candidate code changes that might be responsible for an 

incident, reducing the search space before applying more intensive AI analysis. This allowed them to 

process incidents in near real time despite the computational demands of their LLM component.  
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To optimize performance, Meta designed the architecture such that the computation and caching of 

information were to be done in advance, information that would be required during incident analysis. They 

kept indexed repositories of code changes, service dependencies, and historical incident patterns, which 

could be instantly accessed during analysis. This included dedicated infrastructure for AI components 

within their implementation, ensuring that performance remained consistent even during major incidents 

with multiple analyses running [7]. 

The experience of Meta illustrates the importance of optimizing the user experience for timeliness [7]. They 

had to design a system that could deliver some initial insights immediately after the incident was created, 

even if further analysis would also come later. This is in line with the urgent needs of incident responders 

who need direction within minutes, not hours. Their approach would balance depth of analysis with speed 

of delivery, recognizing that an imperfect but timely diagnosis is often more valuable than a perfect but 

delayed one [7]. 

4.4 Trust, Explainability, and Human Integration 

It is important, for wide adoption, that all AI systems provide evidence for their conclusions and maintain 

high precision to build users' confidence. Work by Chen [8] highlights that explainability in AI-driven RCA 

is particularly important, as an engineer will need to know why the AI has identified a specific component 

or section of code as the root cause before acting on that recommendation. 

Chen et al. [8] implemented multiple explainability mechanisms in their COCA framework. Their system 

synthesizes natural language explanations that describe the reasoning process, chaining observed symptoms 

to identified causes through logical chains. The system also provides evidence that supports such 

conclusions by highlighting relevant code sections, log patterns, and execution paths. This set of 

explanations enables engineers to verify the reasoning of the AI system and increases trust in its 

recommendations [8]. 

Their research [8] further addresses the challenge of confidence estimation. COCA embeds uncertainty 

quantification techniques that estimate the model's confidence in a diagnosis, thus enabling the model to 

indicate when a determination of the root cause is highly certain or more speculative. This allows the 

engineers to weigh the input of the AI in their decision-making process accordingly. In fact, they observed 

in their tests that engineers were more apt to trust and follow through with AI recommendations when both 

a confidence score and relevant evidence were provided to them [8]. 

Similarly, Meta's implementation [7] is built on the idea of collaboration between humans and AI rather 

than full automation. The design was to extend the capabilities of an engineer by rapidly providing insight 

and possible directions of investigation, but not to replace human judgment.  

Both research teams [7, 8] emphasize feedback loops as a necessity for building trust. For instance, Meta 

devised ways to capture whether their AI recommendations were useful in the resolution of incidents, 

incorporating that feedback into future performance improvements. In this way, Chen's framework 

incorporates learning from past diagnostic successes and failures. The resultant continuous improvement 

cycles help the AI systems adapt to changes in the environment and build credibility among the engineering 

teams by showing responsiveness to feedback [7, 8]. 
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Challenge 

Category 
Key Considerations Effective Strategies 

Data Integration 

Multiple observability sources, 

Inconsistent formats and timestamps, 

need for contextual enrichment 

Unified observability pipelines, 

Automated data collection systems, 

Domain-specific data preparation 

Model Training 

Limited information in issue reports, 

Need for execution context, Knowledge 

representation 

Code context graphs, Automated code 

snippet retrieval, Continuous knowledge 

incorporation 

Performance 

Optimization 

Real-time analysis requirements, 

Computational demands of AI models, 

Timeliness vs. depth trade-offs 

Multi-stage filtering approach, Pre-

computation and caching, Dedicated AI 

infrastructure 

Human 

Integration 

Risk of incorrect AI recommendations, 

Need for engineer trust, Balance 

between automation and oversight 

Explainability mechanisms, Confidence 

estimation, Continuous feedback loops 

Table 3: Critical Success Factors for Implementing AI-Driven Root Cause Analysis [7, 8] 

 

5. Towards Closed-Loop Reliability Automation 

AI-assisted root cause analysis is just a step on the way to the much more ambitious objective of self-

healing and autonomous cloud systems. With these technologies growing, organizations have increasingly 

adopted closed-loop automation where incident detection not only triggers analysis, remediation, and 

verification operations but also has minimal human intervention. This trend of manual response to 

automated intelligent response is expected to lead to a significant decrease in the mean time to resolution 

and improve the resilience of the system. 

5.1 From Diagnosis to Autonomous Remediation 

AI-driven RCA is fast-moving toward a self-healing cloud system where detection automatically initiates 

analysis and triggers remediation with minimum human intervention. According to a recent research by 

Dynatrace [9], the closed-loop approach is considered the most important advancement in reliability 

engineering. Their Remediation Intelligence platform illustrates how AI can bridge crucial gaps within an 

incident response workflow. Dynatrace [9] identifies what they refer to as the "invisible bottleneck" in 

incident remediation, defined as the amount of time spent searching for relevant knowledge and best 

practices during an incident. Engineers can waste minutes or even hours in their research searching wikis, 

runbooks, Slack threads, and knowledge bases to gather information. Their AI-based platform helps solve 

this by highlighting the appropriate knowledge in the organization at the point of need when the incident 

happens. As they explain, "Remediation Intelligence continuously analyzes vast amounts of remediation 

knowledge, including common fixes, previously successful fixes and best practices, and proactively 

suggests the most relevant solutions when problems occur" [9]. The main innovation in the approach of 

Dynatrace is contextual knowledge delivery. Rather than having engineers search for solutions, their system 

automatically couples detected problems with possible remediation steps, given the specific context of that 

incident. For instance, if a problem in database connectivity is detected, the system may immediately 

surface relevant knowledge about similar past incidents, including the exact commands that were used to 

resolve or configuration changes that worked previously. This level of contextual awareness greatly reduces 

"mean time to knowledge," which often delays incident resolution. Dynatrace [9] puts much stress on the 

integration between diagnostic insights and remediation actions through something they call "actionable 
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intelligence." Their platform not only identifies the root causes and suggested solutions but also connects 

directly to the automation tools that can implement those solutions. Engineers can review AI-suggested 

remediation steps and, with one click, trigger automation workflows to implement the remediation. This 

tight coupling between diagnosis and action dramatically reduces the response process from what might 

have been a lengthy troubleshooting session to a streamlined semi-automated workflow [9]. This includes, 

among other points, the importance of making experience gained from past incidents continuous learning 

to improve recommendations. Dynatrace's system [9] records the results of remediation actions taken-

whether they were successful in resolving the problem or not-and updates this knowledge base with the 

feedback. In this way, a virtuous cycle is achieved, whereby every response to an incident makes the system 

even more effective in resolving similar occurrences in the future. Their platform also ranks remediation 

suggestions based on historical success rates, presenting the most likely effective ones first in order to 

further streamline response [9].  

5.2 Strategic Impact on Site Reliability Engineering  

AI also contributes to the greater Site Reliability Engineering practices by automating post-incident 
analysis, developing detailed timelines and explanations of incidents, and enabling predictive analytics. 
As discussed in IBM's research [10], closed-loop automation represents a fundamental shift in how 
organizations approach reliability engineering and incident management. According to IBM's analysis 
[10], closed-loop automation is best described as a continuous cycle comprising the following steps: 
Monitor → Detect → Decide → Act. Conventionally, each of these steps involves the use of different 
tools and requires manual handoffs between teams. Their research illustrates the way AI can integrate 
this cycle into a coherent workflow where each stage will seamlessly feed into the next. This means, 
in the case of incident management specifically, that the detection of anomalies automatically initiates 
diagnostic analytics, which itself produces remediation recommendations capable of being 
automatically applied and validated, thereby completing the loop without human intervention in many 
cases [10]. A key concept in the IBM framework is its "observe-orient-decide-act" (OODA) loop for 
IT operations. Their research makes it clear that in each phase of this loop, AI accelerates it: observation 
through smart monitoring, orientation by automatically gathering and analyzing context, deciding by 
recommending the best course of action using AI, and acting through automated remediation. 
Compressing the OODA loop timeframe from hours to minutes or even seconds means that 
organizations can take preventative measures before an incident significantly affects users [10]. IBM 
[10] emphasizes verification and learning within the context of closed-loop systems. Their research 
indicates that once remediation acts are automated, the system has to ensure that the expected results 
have been achieved while no unwanted effects have occurred. This assurance process is very important 
to attain confidence in the automated responses and for continuous improvement. Their analysis shows 
that the metrics collected after remediation activities serve as training data for AI models, helping them 
learn what responses work best for certain types of incidents. The study also explores how closed-loop 
automation changes SRE teams' roles. IBM [10] depicts the shift from reactive troubleshooting to 
proactively designing and overseeing systems. As routine incidents increasingly get handled 
automatically, engineers would be free to design more resilient systems, improve automation rules, 
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and handle only the most complex or novel issues that require human creativity. Such a transition 
enables organizations to scale their reliability capabilities without having to increase their staff 
proportionately, since indeed there is a chronic shortage of experienced SRE talent according to [10].  
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5.3 Future Outlook and Evolutionary Path  

For a look at what the future path to full autonomy might be in reliability systems, consider both Dynatrace 

[9] and IBM [10]. Dynatrace [9] describes a remediation intelligence maturity model that starts with AI-

assisted knowledge discovery, followed by semi-automated remediation with human approval, and finally 

reaches complete automation of response for well-understood incident types. This allows an organization 

to progress gradually in developing confidence in AI capabilities as it sets appropriate guardrails. IBM [10] 

also describes a similar adoption journey for closed-loop automation, but starting with implementations of 

limited scope focused on specific, well-understood failure modes. Their research recommends starting with 

"bounded autonomy": basically, letting automation operate on its own within very carefully outlined 

parameters, while a human reviews the exceptions. As confidence in the automation increases through 

demonstrated success, these boundaries can be progressively expanded to cover more complex scenarios 

[10]. Both research teams emphasize that this is not about the elimination of human involvement but about 

the optimization of it. As Dynatrace [9] points out, "AI becomes an indispensable partner in the remediation 

process, not by replacing human judgment but by augmenting it with contextual knowledge and 

experience." The future is thus a collaboration model wherein AI does routine analysis and response, freeing 

the professional engineers to concentrate on higher-order problems, the betterment of systems, and strategic 

reliability decisions [9, 10].  

 

Aspect Current Capabilities Future Direction 

Remediation 

Intelligence 

Contextual knowledge delivery, 

Historical incident matching, 

Invisible bottleneck reduction 

Full automation for well-understood 

incidents, Progressive autonomy with 

expanding boundaries 

Integration Points 

Connection to automation tools, 

One-click workflow triggering, 

Actionable recommendations 

End-to-end automated remediation, Self-

verification of resolution effectiveness 

SRE Role 

Transformation 

Reduced manual troubleshooting, 

Focus on complex/novel issues, 

System design improvements 

Proactive reliability engineering, Human 

oversight of AI-managed systems, 

Strategic resilience planning 

Operational 

Workflow 

Monitor → Detect → Decide → Act 
cycle, OODA loop acceleration, 
Cross-tool integration. 

Seamless closed-loop operations, 

Predictive rather than reactive responses, 

Bounded autonomy with expanding scope 

Table 4: The Future of Cloud Resilience: Progression Toward Self-Healing Systems [9, 10] 
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Conclusion  

AI-driven root cause analysis is a quantum leap in cloud reliability engineering. By combining machine 

learning-based anomaly detection, graph analytics-based dependency modeling, and large language 

models-based contextual reasoning, incident resolution time can be reduced by as much as an order of 

magnitude while diagnostic accuracy can be significantly improved. These technologies automate the 

tedious correlation across distributed systems and can reason over massive amounts of information in ways 

no human can. The challenges during implementation are definitely a reality, including data integration as 

well as developing trust in AI recommendations, but the benefits are hard to overlook-faster mean time to 

repair, increased incident throughput, and less repetition of problems. With the exponentially growing 

complexity of cloud-native systems, the augmentation of AI will cease to be a competitive advantage but a 

business necessity, which makes the most important digital infrastructure resilient by default. It is a path to 

closed-loop reliability automation, where most of the frequent occurrences are fixed automatically, leaving 

the engineering staff with the opportunity to enhance the system and work on complex challenges instead 

of simpler troubleshooting. This transformation enables more reliable digital services by optimizing human 

expertise in key areas-a great leap forward in how we consider cloud resilience. 

 

  



Journal of Computational Analysis and Applications                                                                          VOL. 34, NO. 11, 2025 
   

                                                                                                 10.48047/jocaaa.2025.34.11.35 

                                                                                         543                  Saravanan Raj et al 529-543 

References 

[1] Toufique Ahmed et al., "Recommending Root-Cause and Mitigation Steps for Cloud Incidents using 

Large Language Models,". [Online]. Available: https://ar5iv.labs.arxiv.org/html/2301.03797 

[2] Yichen Li et al., "COCA: Generative Root Cause Analysis for Distributed Systems with Code 

Knowledge," arXiv:2503.23051, 2025. [Online]. Available: https://arxiv.org/abs/2503.23051 

[3] Checkly, "Modern Root Cause Analysis, Checkly Guide,". [Online]. Available: 

https://www.checklyhq.com/docs/learn/incidents/modern-root-cause-analysis/ 

[4] Surana, S. (2024). Strategic Tools and Tactics for Navigating Financial Uncertainty: The Role of 

Corporate Culture in Business Resilience. Journal Of Public Administration And Management, 3(6), 27-

34. 

 [5] Sam Suthar, "Identify Root Cause Analysis in Distributed Systems," Middleware, 2025. [Online]. 

Available: https://middleware.io/blog/identify-root-cause-analysis/ 

[6] Datadog, "Anomaly detection, predictive correlations: Using AI-assisted metrics monitoring," 2025. 

[Online]. Available: https://www.datadoghq.com/blog/ai-powered-metrics-monitoring/ 

[7] Tingting Wang and Guilin Qi, "A Comprehensive Survey on Root Cause Analysis in (Micro) Services: 

Methodologies, Challenges, and Trends," arXiv:2408.00803, 2024. [Online]. Available: 

https://arxiv.org/abs/2408.00803 

[8] Surana, S. (2021). The Evolving Role Of The Financial Controller In The Indian Manufacturing Sector: 

From Accounting Steward To Strategic Business Partner. Journal of International Crisis and Risk 

Communication Research , 4(2), 439–449. https://doi.org/10.63278/jicrcr.v4i2.3371 

[9] COAI, "Meta’s New AI System Slashes Root Cause Analysis Time," 2024. [Online]. Available: 

https://getcoai.com/news/metas-new-ai-system-slashes-root-cause-analysis-time/ 

[10] Yichen Li et al., "COCA: Generative Root Cause Analysis for Distributed Systems with Code 

Knowledge," arXiv:2503.23051, 2025. [Online]. Available: https://arxiv.org/abs/2503.23051 

[11] Surana, S.  “Implementing ERP Systems in Financial Services: A Case Study on Driving Adoption 

and Ensuring Data Integrity." Sarcouncil Journal of Economics and Business Management 4.06 (2025): pp 

1-10 

[12] Wolfgang Bee and Rosa Van Dam, "Remediation intelligence: Accelerate MTTR with AI-powered 

context and knowledge," Dynatrace, 2025. [Online]. Available: 

https://www.dynatrace.com/news/blog/remediation-intelligence-accelerate-mttr-with-ai-powered-context-

and-knowledge/ 

[13] Sharath Prasad et al., "Building AI-driven closed-loop automation systems," IBM. [Online]. Available: 

https://developer.ibm.com/articles/an-introduction-to-closed-loop-automation/ 

 

 

 

 

 

 

 

https://ar5iv.labs.arxiv.org/html/2301.03797
https://arxiv.org/abs/2503.23051
https://www.checklyhq.com/docs/learn/incidents/modern-root-cause-analysis/
https://middleware.io/blog/identify-root-cause-analysis/
https://www.datadoghq.com/blog/ai-powered-metrics-monitoring/
https://arxiv.org/abs/2408.00803
https://getcoai.com/news/metas-new-ai-system-slashes-root-cause-analysis-time/
https://arxiv.org/abs/2503.23051
https://www.dynatrace.com/news/blog/remediation-intelligence-accelerate-mttr-with-ai-powered-context-and-knowledge/
https://www.dynatrace.com/news/blog/remediation-intelligence-accelerate-mttr-with-ai-powered-context-and-knowledge/
https://developer.ibm.com/articles/an-introduction-to-closed-loop-automation/

