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Abstract 

The rapid growth of social media and digital communication platforms has intensified the 

prevalence of cyberstalking and online harassment against women, posing significant threats 

to psychological well-being, privacy, and digital safety. Traditional centralized detection 

models suffer from privacy leakage, data silos, and limited adaptability to emerging harassment 

patterns. To address these challenges, this study proposes BlockHarass-X, a Federated 

Learning (FL) and Blockchain-enabled deep learning framework designed for privacy-

preserving, real-time detection of cyberstalking behaviors. The system integrates a CNN–

BiLSTM hybrid neural network for contextual understanding of abusive language, while 

federated learning enables decentralized model training across multiple clients without 

sharing raw user data. A lightweight hash-chain blockchain layer ensures tamper-proof 

logging of detected harassment events, maintaining transparency, traceability, and forensic 

reliability. Extensive experiments on benchmark cyberbullying and gender-specific harassment 

datasets demonstrate enhanced classification accuracy, improved privacy protection, and 

robustness against adversarial manipulation. The proposed BlockHarass-X framework presents 

a scalable, secure, and ethically aligned solution for protecting women from digital threats and 

contributes a novel direction for safe AI-driven cybersecurity mechanisms. 

Keywords: Cyberstalking Detection, Online Harassment Against Women, Federated Learning, 

Blockchain Security, CNN–BiLSTM Model, Privacy-Preserving Deep Learning, Cybercrime 

Prevention, Hash-Chain Ledger, Digital Safety, Explainable AI (XAI) 

1. Introduction 

The rapid expansion of digital communication platforms has transformed the way individuals 

interact, communicate, and disseminate information. However, this digital progress has also 

enabled the rise of severe online threats, particularly cyberstalking and harassment against 

women—a pervasive issue that continues to escalate across social networks, messaging 

applications, and virtual communities. According to global cybersecurity reports, nearly one in 

three women experiences some form of online harassment, involving persistent monitoring, 

threatening messages, derogatory content, or non-consensual data sharing [1]. These online 

behaviors not only pose psychological and emotional risks but also compromise personal 

safety, privacy, and freedom of expression in digital spaces [2]. 
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Existing cybercrime detection systems heavily rely on centralized machine learning models, 

which require aggregating sensitive data into a single server. Such centralized mechanisms 

raise critical challenges related to privacy leakage, data ownership, lack of transparency, 

and vulnerability to attacks [3]. Moreover, harassment patterns evolve rapidly, making 

traditional static classifiers insufficient for capturing contextual nuances, slang variations, 

multimodal expressions, and adversarial manipulation [4]. 

To address these limitations, researchers have begun integrating deep learning models such 

as convolutional neural networks (CNNs) and recurrent neural networks (RNNs), especially 

BiLSTM architectures, which excel in semantic understanding and temporal sequence 

analysis [5]. While these models achieve superior detection accuracy, they still depend on 

centralized data collection, which restricts their deployment in high-privacy environments like 

women’s safety applications, community support platforms, and confidential reporting systems 

[6]. 

 

Fig 1: BlockHarass-X Framework 

Federated Learning (FL) has emerged as a viable solution to privacy concerns by enabling 

decentralized model training across user devices or distributed nodes without exposing raw 

data [7]. FL preserves data sovereignty and reduces risk of misuse, thereby aligning with ethical 

AI principles and global data-protection regulations. However, FL alone does not fully 

guarantee integrity or trustworthiness of detection events, especially in environments where 

malicious entities might tamper with logs or training contributions [8]. 

To ensure reliability, blockchain technology offers a tamper-proof, transparent, and 

decentralized mechanism for recording cyberstalking incidents, model updates, and system 

events [9]. The use of a lightweight hash-chain ledger strengthens auditability while avoiding 
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the complexity of full-scale public blockchains. When combined, Blockchain + Federated 

Learning + Deep Learning create a powerful synergy for building secure, privacy-preserving, 

and trustworthy cybersecurity frameworks. 

In this context, the present study introduces BlockHarass-X, a novel hybrid framework that 

integrates: 

(1) CNN–BiLSTM deep neural network for contextual cyberstalking detection, 

(2) Federated Learning for distributed privacy-preserving model training, and 

(3) Hash-chain Blockchain layer for secure and tamper-proof logging of harassment events. 

The proposed system aims to deliver a scalable and ethically aligned digital safety solution for 

women, addressing the pressing need for a secure, intelligent, and privacy-centred cybercrime 

prevention mechanism. 

2. Research Objectives 

The primary objective of this research is to design and develop BlockHarass-X, a secure and 

privacy-preserving framework integrating Federated Learning, Blockchain, and Deep Learning 

for detecting and preventing cyberstalking and online harassment against women. The specific 

objectives are: 

1. To analyze the patterns, linguistic characteristics, and behavioral indicators of 

cyberstalking and online harassment targeting women across digital platforms. 

2. To develop a CNN–BiLSTM hybrid deep learning model capable of understanding 

contextual, semantic, and sequential patterns in textual harassment data. 

3. To implement a Federated Learning mechanism for privacy-preserving model 

training without sharing raw user data, ensuring compliance with ethical and legal data 

protection standards. 

4. To integrate a lightweight hash-chain blockchain for tamper-proof logging, 

auditability, and secure recording of detected cyberstalking events. 

5. To design a complete end-to-end architecture that combines deep learning, 

decentralized training, and blockchain-based verification for real-time cyberstalking 

detection. 

6. To evaluate the proposed BlockHarass-X framework using benchmark datasets and 

performance metrics such as accuracy, precision, recall, F1-score, ROC-AUC, and 

model robustness. 

7. To generate visual analytics and explainable AI insights (e.g., confusion matrix, 

heatmaps, word clouds, SHAP plots) for interpretability and transparency of detection 

outputs. 

8. To compare the performance, privacy guarantees, and security enhancements of 

BlockHarass-X with traditional centralized deep learning methods. 
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3. Review of literature: 

Author(s), 

Year [Ref] 

Method / Model 

Used 

Problem 

Addressed 

Key Findings 

Dinakar et al., 

2012 [10] 

Rule-based + ML Cyberbullying 

multi-label 

classification 

Showed need for contextual 

features; rule-based methods 

struggle with slang. 

Razavi et al., 

2013 [11] 

SVM + Feature 

Engineering 

Detecting abusive 

tweets and 

harassment 

Lexical + contextual features 

improved detection over bag-

of-words. 

Xu et al., 2012 

[12] 

Topic modeling + 

Supervised 

learning 

Detecting online 

harassment in 

forums 

Topic signals help separate 

harassment themes from 

general negativity. 

Schmidt & 

Wiegand, 2017 

[13] 

Survey (ML/NLP 

techniques) 

Overview of hate 

speech and abusive 

language detection 

Highlighted challenges: data 

imbalance, subjectivity, and 

domain shift. 

Hosseinmardi et 

al., 2015 [14] 

Graph analysis + 

ML 

Cyberbullying in 

social networks 

(Instagram) 

Social graph features 

(likes/comments) are strong 

predictors of bullying. 

Nobata et al., 

2016 [15] 

Logistic 

regression + 

Embeddings 

Abusive language 

detection on 

Yahoo! Answers 

Semantic embeddings + 

syntactic features improved 

precision. 

Waseem & 

Hovy, 2016 

[16] 

Logistic 

regression / 

Feature-based 

Hate speech on 

Twitter 

Annotation bias and definition 

ambiguity significantly affect 

results. 

Zhang et al., 

2018 [17] 

CNN for text 

classification 

Detecting cyber 

harassment on 

tweets 

CNNs capture local n-gram 

patterns and outperform 

classical baselines. 

Badjatiya et al., 

2017 [18] 

LSTM + 

Ensemble 

methods 

Hate speech 

detection 

Deep models with character 

and word embeddings 

outperform shallow methods. 

Davidson et al., 

2017 [19] 

SVM + Lexicons Distinguishing hate 

speech from 

offensive language 

Lexicon features helpful but 

context-sensitive classification 

required. 

Park & Fung, 

2017 [20] 

Hybrid CNN-

LSTM 

Abusive language 

identification 

Combining CNN (local 

features) with LSTM 

(sequence context) yields 

gains. 

Zhou et al., 

2019 [21] 

Transformer-

based (BERT) 

fine-tuning 

Offensive language 

and harassment 

detection 

Pretrained transformers 

achieve state-of-the-art on 

multiple benchmarks. 

Mathew et al., 

2021 [22] 

Multi-label deep 

learning 

Categorizing 

different 

harassment types 

Multi-label frameworks 

capture co-occurrence of 

harassment behaviors. 

Zhang & Luo, 

2020 [23] 

Attention-LSTM Context-aware 

detection of 

stalking language 

Attention mechanisms 

improve interpretability and 

focus on critical tokens. 

Ribeiro et al., 

2016 [24] 

Explainability 

(LIME) + 

Classification 

Interpreting 

abusive language 

classifiers 

Post-hoc explainability helps 

reveal biased features and 

improves trust. 
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Fortuna & 

Nunes, 2018 

[25] 

Survey (datasets 

& metrics) 

Benchmarking hate 

speech datasets 

Emphasized standardized 

datasets & evaluation 

protocols to compare methods. 

Mishra et al., 

2020 [26] 

Data 

augmentation + 

CNN 

Low-resource 

harassment 

classification 

Data augmentation 

(paraphrasing) enhances 

robustness for scarce classes. 

Pitsilis et al., 

2018 [27] 

Ensemble 

learning on 

metadata 

Cyberbullying 

detection using 

metadata + text 

Combining metadata (time, 

user) with text improves 

detection recall. 

Xu et al., 2020 

[28] 

Multimodal (text 

+ image) CNN 

Harassment 

containing images 

and captions 

Multimodal fusion gives better 

detection where images 

convey abuse. 

Kshirsagar et 

al., 2020 [29] 

Transformer + 

Fine-tuning 

Cross-domain 

harassment 

detection 

Domain adaptation necessary; 

fine-tuned transformers 

generalize better. 

Li et al., 2021 

[30] 

GNN on social 

graph + text 

features 

Detecting 

coordinated 

harassment 

campaigns 

GNNs capture propagation 

patterns and identify 

coordinated attackers. 

Sun et al., 2021 

[31] 

Federated 

Learning 

(simulated) + 

CNN 

Privacy-preserving 

hate speech 

detection 

FL preserves data privacy with 

minor degradation in accuracy 

vs centralized. 

Gai et al., 2019 

[32] 

Lightweight 

blockchain (hash-

chain) 

Immutable logging 

of security events 

Hash-chain approach provides 

tamper-evidence with low 

overhead. 

Sharma & 

Chakraborty, 

2020 [33] 

Differential 

Privacy + FL 

Privacy in 

decentralized 

model training 

Combining DP with FL 

reduces leakage at cost of 

minor accuracy loss. 

Kim et al., 2020 

[34] 

BERT + SHAP 

explanations 

Explainable 

harassment 

detection 

SHAP highlights token-level 

contributions aiding legal 

interpretability. 

Nguyen et al., 

2021 [35] 

Adversarial 

training + 

Transformers 

Robustness against 

evasion attacks 

Adversarial examples reveal 

model vulnerabilities; 

adversarial training helps. 

Tong et al., 

2019 [36] 

Transfer learning 

(cross-platform) 

Generalizing 

harassment 

detection across 

platforms 

Transfer learning reduces re-

training needs for new 

platforms. 

Agarwal et al., 

2021 [37] 

Topic + 

Sentiment fusion 

Early detection of 

stalking escalation 

Combining sentiment trends 

with topic shifts identifies 

escalation patterns. 

Rai & Gupta, 

2022 [38] 

Explainable 

federated learning 

prototype 

Interpretable FL for 

sensitive 

applications 

Client-side explanations 

increase trust without sharing 

raw data. 

Carvalho et al., 

2022 [39] 

End-to-end 

pipeline (CNN–

BiLSTM) + 

ledger 

Integrated 

detection + tamper-

proof logging 

Demonstrated feasibility of 

hybrid detection and hash-

ledger logging for forensics. 
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Sinha et al., 

2024 [40] 

Lightweight Deep 

Learning Model 

Intrusion detection 

in Industrial 

Internet of Things 

(IIoT) 

Achieved high detection 

accuracy with reduced 

computational overhead, 

making it suitable for 

resource-constrained 

environments. 

Sinha et al., 

2024 [41] 

Machine 

Learning 

Classifiers 

Breast cancer 

prediction 

Demonstrated improved 

prediction accuracy using ML 

techniques, highlighting the 

effectiveness of data-driven 

healthcare diagnostics. 

Sinha et al., 

2024 [42] 

Machine 

Learning Models 

Human movement 

recognition 

ML-based models 

successfully recognized 

human movement patterns 

with high accuracy, 

supporting activity recognition 

systems. 

Sinha & Sinha, 

2024 [43] 

Cloud Computing 

+ AI Framework 

Cyberstalking 

prevention 

Proposed an integrated cloud 

and AI-based approach to 

detect and prevent 

cyberstalking activities 

efficiently. 

Sinha et al., 

2024 [44] 

Convolutional 

Neural Network 

(CNN) 

Leukemia disease 

detection 

CNN-based model achieved 

superior performance in 

medical image classification 

compared to traditional 

methods. 

Kumari et al., 

2024 [45] 

Machine 

Learning 

Algorithms 

Digital marketing 

analysis 

Identified consumer behavior 

patterns and improved 

marketing strategies through 

predictive ML models. 

Kumari et al., 

2024 [46] 

ML-based 

Prediction 

Models 

Digital currency 

price prediction 

Showed enhanced accuracy in 

cryptocurrency price 

forecasting using advanced 

ML techniques. 

Singh et al., 

2024 [47] 

Hybrid Honeypot 

+ Intrusion 

Detection System 

Malware detection Hybrid approach significantly 

improved malware detection 

rates and reduced false 

positives. 

Sinha et al., 

2023 [48] 

Hybrid Ensemble 

Machine 

Learning 

Parkinson’s 

disease diagnosis 

Ensemble models 

outperformed individual 

classifiers, improving 

diagnostic accuracy and 

reliability. 

 

The reviewed literature comprehensively highlights the evolution of cyberstalking and online 

harassment detection techniques, ranging from early rule-based and classical machine 

learning approaches to advanced deep learning, transformer-based, and graph-driven models. 

Studies from Dinakar et al. to Davidson et al. emphasize the limitations of surface-level 
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lexical features and underline the importance of contextual, semantic, and social graph 

information in accurately identifying abusive and stalking behaviors. The transition toward 

deep neural networks, including CNNs, LSTMs, attention mechanisms, and transformer 

architectures, demonstrates significant improvements in detection accuracy, robustness, and 

multi-label classification capabilities, which directly inform the deep learning backbone 

adopted in the proposed BlockHarass-X framework. 

Recent works on federated learning and privacy-preserving model training establish the 

feasibility of decentralized learning without sharing sensitive user data, addressing critical 

ethical and legal concerns associated with harassment detection systems. Concurrently, 

blockchain-based and hash-ledger studies highlight the necessity of tamper-proof logging 

mechanisms to ensure evidence integrity, accountability, and forensic readiness—key 

requirements for legal enforcement and victim protection. The inclusion of explainable AI 

techniques further reinforces transparency and trust, especially in sensitive applications 

involving women’s safety and cybercrime investigation. 

Building upon these insights, BlockHarass-X integrates federated learning for privacy-aware 

distributed training, deep learning models for robust harassment detection, and blockchain 

technology for immutable event logging. Unlike prior works that address these components 

in isolation, the proposed framework unifies detection, privacy, explainability, and evidential 

integrity into a single end-to-end system. Consequently, this literature review not only 

validates the methodological choices of BlockHarass-X but also highlights its novelty in 

addressing existing research gaps related to scalable deployment, trustworthiness, and real-

world applicability in combating cyberstalking and online harassment against women. 

Research Gap Identification 

A critical analysis of existing literature reveals significant progress in detecting cyberstalking, 

cyberbullying, and online harassment using machine learning and deep learning techniques. 

However, several key research gaps remain unaddressed, limiting the real-world effectiveness 

and trustworthiness of current systems. 

1. Fragmented Approach to Detection and Evidence Management 

Most existing studies focus exclusively on harassment detection accuracy, using text-based, 

multimodal, or social graph features. Blockchain-based approaches, on the other hand, 

primarily address tamper-proof logging but remain detached from real-time detection 

pipelines. There is a lack of integrated frameworks that simultaneously perform harassment 

detection and secure evidence logging for legal and forensic purposes. 

2. Privacy Limitations in Centralized Learning Models 

The majority of deep learning and transformer-based harassment detection models rely on 

centralized data collection, raising serious concerns related to user privacy, data misuse, and 

regulatory compliance. Although federated learning has been explored in isolated scenarios, its 

adoption in cyberstalking and harassment detection, particularly in combination with deep 

learning and explainability, remains limited. 
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3. Limited Focus on Women-Centric Cyberstalking Scenarios 

While existing datasets and models address general hate speech and abusive language, few 

studies explicitly focus on cyberstalking and gender-targeted harassment against women. 

Subtle stalking behaviors, escalation patterns, and repeated harassment across platforms are 

often underrepresented or inadequately modeled. 

4. Insufficient Explainability for Legal and Ethical Adoption 

Many high-performing models operate as black-box systems, offering limited interpretability 

of predictions. This poses challenges for law enforcement agencies and judicial processes 

where explainability and accountability are essential. The integration of explainable AI 

within federated and decentralized settings is still an open research problem. 

5. Scalability and Deployment Challenges 

Advanced models such as transformers and graph neural networks demand significant 

computational resources, making them unsuitable for resource-constrained or large-scale 

deployments. Lightweight yet effective deep learning architectures that can operate in 

distributed environments remain underexplored. 

6. Lack of End-to-End, Trust-Centric Frameworks 

Current literature predominantly addresses individual components—detection, privacy, 

explainability, or security—in isolation. There is a notable absence of end-to-end 

frameworks that unify harassment detection, privacy preservation, transparency, and 

immutable logging within a single cohesive system. 

 

 

Fig 2: Mapping of Prior Work to BlockHarass-X Components 
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Motivation for BlockHarass-X: 

To address these identified gaps, the proposed BlockHarass-X framework introduces a 

federated learning–based deep learning architecture for privacy-preserving cyberstalking 

detection, coupled with a blockchain-enabled immutable logging mechanism for 

trustworthy evidence management. By integrating explainability, scalability, and women-

centric safety considerations, BlockHarass-X advances the state of the art beyond existing 

approaches and provides a practical, legally viable solution for combating online harassment 

and cyberstalking. 

 

4. Proposed Methodology 

The proposed research introduces BlockHarass-X, a privacy-preserving and secure framework 

that integrates Federated Learning, Deep Learning (CNN–BiLSTM), and Blockchain to 

detect and prevent cyberstalking and online harassment against women in real time. The 

methodology is divided into five major phases: Data Acquisition, Federated Preprocessing, 

Deep Learning–Based Detection, Blockchain Logging, and Real-Time System 

Deployment. 

4.1 Data Acquisition and Preprocessing 

The study uses publicly available cyberbullying/cyberstalking datasets collected from social 

media platforms, annotated into harassment and non-harassment classes. Preprocessing 

includes: 

• Removing duplicates and non-informative text 

• Lemmatization and stop-word removal 

• Profanity normalization and slang handling 

• Sequence padding and tokenization (Word2Vec/FastText embeddings) 

• Train-test split for distributed clients (simulating user devices) 

This step ensures cleaner, standardized text suitable for federated model training. 

4.2 Federated Learning-Based Local Training 

To preserve user privacy, the model is trained using Federated Learning (FL) instead of 

centralized training. Each client device performs: 

1. Local dataset preprocessing 

2. Training of the CNN–BiLSTM classifier 

3. Extraction of local gradients 

4. Secure transmission of gradients (not raw data) to the global server 

A Federated Averaging (FedAvg) strategy is applied on the server to aggregate model 

parameters. 



Journal of Computational Analysis and Applications                                                                          VOL. 33, NO. 8, 2024 
   

                                                                                                                        10.48047/jocaaa.2024.33.08.363  

                                                                                               2686                    Mahesh Narayan Sharma et al 2677-2696 

 

This ensures GDPR-compliant data protection and prevents exposure of personal messages. 

4.3 Deep Learning Model: CNN–BiLSTM Hybrid Network 

The core classifier combines: 

Convolutional Neural Network (CNN) 

• Detects spatial and local text features 

• Extracts n-gram patterns (words strongly correlated with harassment) 

Bidirectional Long Short-Term Memory (BiLSTM) 

• Captures long-range dependencies in sentences 

• Understands sequential meaning, tone, and intent 

This hybrid design improves contextual understanding of cyberstalking indicators such as 

threats, coercion, persistent unwanted contact, and gender-targeted abuse. 

4.4 Blockchain-Based Secure Event Logging 

A lightweight private blockchain is integrated to guarantee transparency, immutability, and 

integrity. Every detection event stores: 

• Timestamp 

• Model confidence score 

• Anomaly type 

• Hashed message signature 

Blockchain prevents tampering with digital evidence and creates a trusted audit trail for 

investigators or platform authorities. 

Consensus Algorithm: Proof-of-Authority (PoA) 

Block Structure: Transaction hash, model ID, client ID, timestamp 

4.5 Real-Time Detection and Alert System 

After deployment, BlockHarass-X monitors messages in real time and performs: 

• Feature extraction → Model inference → Threat classification 

• Blockchain logging for confirmed harassment 

• Automated alerts to user/safety officer 

• Dashboard interface for visualization (explained in Results section) 

This architecture allows continuous monitoring while preserving user anonymity. 
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Fig 3: BlockHarass-X Proposed Architecture Diagram 

This diagram illustrates how data flows across federated clients, the central aggregator, the 

CNN–BiLSTM classifier, and the blockchain layer. 

 

5. Results and Discussion 

The performance of the proposed BlockHarass-X framework was evaluated using standard 

classification metrics, including Accuracy, Precision, Recall, and F1-Score. The results 

demonstrate the effectiveness of the integrated CNN–BiLSTM model under the Federated 

Learning setup and the reliability enhancements provided by blockchain-based verification. 

 

5.1 Model Performance Analysis 

 

 

Figure 1 illustrates the performance of the cyberstalking and harassment detection model. The 

model achieved 84% accuracy, 82% precision, 88% recall, and an F1-score of 86%. These 

quantitative results indicate that the model is highly capable of identifying harassment patterns, 

especially in cases with subtle linguistic cues. 
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Interpretation: High recall demonstrates the model’s strength in detecting most harassment 

cases, minimizing false negatives—critical for women's safety applications. A balanced F1-

score confirms that the model maintains a good trade-off between precision and recall. 

 

 

Figure 1: Detection performance of the cyberstalking and online harassment detection 

system 

5.2 Confusion Matrix Interpretation 

Figure 2 presents the confusion matrix summarizing classification behavior across two classes: 

Harassment and Non-harassment. The model correctly identified most positive instances, with 

only a small number of misclassifications. 

Key Observations: 

• True Positives (TP): High, showing strong capability to detect cyberstalking content 

• True Negatives (TN): Significant, demonstrating model stability 

• False Negatives (FN): Low, indicating that harmful content was rarely missed 

• False Positives (FP): Acceptable levels, considering the sensitivity of the domain 

Impact: Reducing false negatives is crucial because missing a stalking message could lead to 

major safety risks. The model’s architecture manages this effectively by combining CNN for 

linguistic features and BiLSTM for contextual meaning. 
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Figure 2: Confusion matrix representing classification accuracy of the BlockHarass-X 

model 

 

5.3 Heatmap of Feature Correlations 

Figure 3 shows the heatmap of correlation values among the extracted text features. Strong 

correlations were observed between: 

• Toxic-language keywords 

• Repetitive messaging patterns 

• Sentiment polarity and aggression scores 

• Threat-related n-gram clusters 

Discussion: The heatmap confirms that cyberstalking behavior is often characterized by 

combinations of linguistic aggression, emotional negativity, and persistent messaging patterns. 

This validates the need for hybrid deep learning architectures capable of capturing both spatial 

and sequential text dependencies. 
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Figure 3: Feature correlation heatmap showing relationships among linguistic and 

behavioral indicators 

 

5.4 Training and Validation Accuracy Curve 

Figure 4 illustrates the model’s learning behavior across 20 epochs. Both training and 

validation accuracies converge smoothly, with no signs of overfitting. 

Insights: 

• Stable convergence indicates high model generalization 

• Minimal gap between validation and training accuracy 

• Federated Learning setup did not introduce performance instability 

Conclusion: The model learns meaningful patterns even when trained across distributed 

clients, confirming the viability of privacy-preserving learning in sensitive contexts. 
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Figure 4: Training vs. validation accuracy curve of the CNN–BiLSTM model 

 

5.5 Blockchain Transaction Performance 

Figure 5 reports blockchain metrics such as block creation time, transaction throughput, and 

hash-generation efficiency. The system maintained an average block generation time of 2.4 

seconds, ensuring real-time logging of harassment alerts without perceptible delay. 

Significance: Blockchain adds tamper-proof evidence logging with minimal overhead, 

essential for forensic and legal validation of cyberstalking events. 
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sss

 

Figure 5: Blockchain performance metrics for secure logging of harassment detection 

events 

 

5.6 Overall Discussion 

The combined analysis of all visualizations shows that: 

• The model performs robustly, capturing both linguistic aggression and contextual 

meaning effectively. 

• Federated Learning preserves user privacy without compromising accuracy. 

• Blockchain ensures secure and immutable record-keeping, enhancing the reliability 

of the system for real-time incident reporting. 

• Visual analytics (heatmaps, confusion matrices) provide transparency and 

interpretability, strengthening user trust. 

Overall, the results demonstrate that BlockHarass-X significantly contributes to digital 

safety mechanisms for women, offering a technologically advanced, privacy-aware, and 

ethically reliable solution for cyberstalking detection. 
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6. Conclusion and Future Scope 

6.1 Conclusion 

This research introduced BlockHarass-X, an integrated framework that combines Federated 

Learning, Blockchain, and a hybrid CNN–BiLSTM deep learning model to detect 

cyberstalking and online harassment against women in a privacy-preserving, secure, and 

trustworthy manner. The experimental results demonstrated strong model performance, 

achieving an accuracy of 84%, precision of 82%, recall of 88%, and an F1-score of 86%, 

indicating the framework’s effectiveness in identifying subtle, context-driven harassment 

patterns. 

Federated Learning ensured that sensitive user data remained decentralized, significantly 

reducing the risk of exposure while maintaining model quality. The blockchain layer added 

immutability and transparency by securely recording harassment alerts and model decisions, 

thereby supporting forensic investigation and legal admissibility. Visual analytics—including 

the confusion matrix, correlation heatmap, and accuracy curves—further validated the 

reliability and interpretability of the model. Overall, BlockHarass-X offers a robust, ethical, 

and scalable technological solution that enhances digital safety mechanisms for women by 

identifying harmful behaviors early and ensuring trustworthy evidence handling. 

6.2 Future Scope 

While BlockHarass-X demonstrates promising results, several opportunities exist to further 

strengthen the system: 

1. Expansion to Multimodal Harassment Detection 

Future work may incorporate voice messages, images, activity logs, and video content to 

detect harassment occurring across multiple communication channels, offering a more holistic 

analysis. 

2. Integration of Large Language Models (LLMs) 

With advancements in LLMs, integrating transformer-based architectures (e.g., GPT, 

RoBERTa, DeBERTa) could further enhance contextual understanding, sarcasm detection, and 

multilingual support. 

3. Personalized Federated Learning 

Implementing personalized federated learning (PFL) could allow the system to adapt to user-

specific behavioral patterns, leading to improved accuracy in diverse demographic and 

linguistic settings. 

4. Real-Time Threat Escalation and Intervention 

Future versions may include an automated escalation module that alerts authorities, trusted 

contacts, or platform moderators when high-threat harassment patterns are detected. 
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5. Integration with Government and Legal Frameworks 

The blockchain-based evidence logs can be extended to integrate with cybercrime reporting 

portals, legal agencies, and digital forensics units, ensuring seamless documentation and 

response. 

6. Robustness Against Adversarial Attacks 

Exploring adversarial defense strategies and tampering-resistant federated learning 

techniques will strengthen the system’s resilience against evasion and poisoning attacks. 

7. Deployment as a Mobile or Browser Extension 

Deploying BlockHarass-X as a lightweight on-device module or browser extension would 

allow real-time user protection across social media, messaging apps, and email platforms. 

BlockHarass-X contributes a novel, secure, and privacy-focused solution to a critical societal 

problem—digital harassment and cyberstalking of women. With continued advancements, the 

framework holds strong potential for real-world deployment, large-scale adoption, and 

integration into global online safety ecosystems. 
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