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ABSTRACT 
With the increasing popularity of multimedia technologies and the occurrence of several smart electronic 
devices, severe security problems are newly occurring in data and communication schemes. Image 
maintenance is preserved as a classical instance of cloud memory outsourcing as images need much 
higher memory than text documents. An image encryption approach with maximum effectual is vital for 
preserving the privacy of sensitives and vital images from cloud-edge communication. This 
studydevelopsanartificialbutterflyoptimizationalgorithmbasedquantumkeyimageencryption (ABOA-
QKIE) approach for cloud security. The presented ABOA-QKIE technique accomplishes security in cloud 
environment via image encryption with optimal key generation process. Primarily, the ABOA-QKIE 
technique uses quantum key encryption approach to encrypt the input images. Besides, ABOA is applied 
for optimal key generation process and then the encrypted images are transmitted to the cloud server. At 
the receiving end, the encrypted images are accessed from the cloud server and the quantum key 
decryption process takes place to retrieve the original input images. The experimental validation of the 
ABOA-QKIE technique is tested using a series of images and the results are inspected under different 
measures. Extensive comparison studies highlighted the improved performance of the ABOA-QKIE 
technique over other recent approaches. 

 
Keywords:Cloudcomputing;Security;Imageencryption;Keygeneration;Quantumkeyencryption 

1. INTRODUCTION 
The storage of multimedia data and real-time fast processing on the internet greatly depend on cloud 
computing (CC). Though the cloud is hardly a decade old, it influences the computing environment likeany 
other technology [1]. Other than offering several other advantages, the main benefit is that this 
technology is easy to understand even for technical neophytes [2]. The streaming multimedia, flexible 
nature, establishment of applications across platforms, and utilizing analytic data paradigms to make 
estimations, make it the right choice for businesses which are highly dependent on data analytics [3]. 
Moreover, there occurs growth in data production, and storage space is, inadequate. In short, many 
authors arestill working on data security inCC, since the reliable environment of the technology is highly 
significant to obtain users' confidence [4]. CC can be defined as a technology which renders flexibilities 
likemanagedservice, infrastructureasaservice,Web-basedcloudcomputing,utilityservices,platformas a 
service (PaaS), software as a service (SaaS), etc. The generated data is stored on storage given by cloud 
system providers [5]. The great advantage of the cloud is that when an employee or a user or anycompany 
needs to access that data authentication has done in advance. Still, it also has some disadvantages like 
flexibility, cost, vendor lock-in, prone to attack, limited control, and most significant privacy and security. 
Authentication like conventional techniques is done by PINs and passwords [6], but users have to 
remember them. As the users cannot remember many passwords, they usually use the same password 
everywhere which will be easier for hackers [7]. Today, multi-factor authentication is utilized by mobile 
phones and cloud services, but then cost disparity is created.Efficient and Secure encryption of image 
informationbecomesthecoresubjectofmuchmultimediaresearch[8].Owingtothelowentropyof 
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digital imagery, along with the high redundancy and strong pixel correlation, conventional encryption 
techniques are usually ineffective while encrypting image data. The model of novel cryptographicmethods 
related to chaotic mechanisms is becoming a preferable image encryption solution [9]. Various new image 
encrypted methods were devised like image passwords relevant to chaotic mechanisms. Efficient and 
Secure encryption of image information is the focus of much multimedia research [10]. 
This study develops an artificial butterfly optimization algorithm based quantum key image encryption 
(ABOA-QKIE) approach for cloud security. The presented ABOA-QKIE technique uses quantum key 
encryption approach to encrypt the input images. Besides, ABOA is applied for optimal key generation 
process and then the encrypted images are communicated to the cloud server. At the receiving end, the 
encryptedimagesareaccessedfromthecloudserverandthequantumkeydecryptionprocesstakesplace to 
retrieve the original input images. The experimental validation of the ABOA-QKIE technique is tested 
using a series of images and the results are inspected under different measures. 

 
2. RELATEDWORKS 
Sasikumar etal.[11]developedanSQKD-CDSmodelabbreviatedasSecureQuantumKeyDistribution forCloud 
Data Securitymethod. For encoding the clientinformation, the simulation method makes use of Non-
AbelianEncryption(NAE) for offering secure data security along with that the quantum key is 
utilizedtoaccessthestoreddataincloud.Likewise,utilizingthe quantumchannel,thekeyswillbeshared 
securely among nodes. Kacheru, G. [12] devise a quantum identity related authentication and key 
agreement technique for cloud server structure. For confidentiality and securing privacy in the domain of 
network security, Quantum cryptography related to the laws of quantum physics becomes a crucial 
technology. The security analysis of presented method proved to be robust in all security attacks. 
Ahybridencryptedtechniquefor quantumsecurevideo conferencingintegratedwithBCwasmodelledin 
[13].Duringthesystemsolutionstructure,thequantumkeydistributionnetworkinghasbeenentrenched in the 
classical network; after, the “classical and quantum” hybrid encrypted technique was modelled as per 
thesecretleveldemandedvideoconferencecontents.In[14],anewcolorimageencryptiontechnique relevant 
to DNA sequence operations and controlled alternate quantum walks (CAQW) was modelled. DNA 
encoding rule can be utilized for replacing the pixel values, CAQW was utilized as a pseudo-random 
number generator (PRNG) for scrambling pixel positions, and the series of pseudo-random numerals 
produced by DNA and PRNG function rules were utilized in 2 rounds of encrypting plaintext images. 
Sundar et al. [15] formulated an ECSM-QKDP method abbreviated as Enhanced Cloud Security Model and 
Quantum Key Distribution Protocol, to manage data dynamics and offer cloud storage security, quantum 
key cryptography was included. During the initial stage, BB84 QKDP was utilized and under the nextstage, 
Secure Authentication Protocol was constructed related to secure keys and distance bounding, which can 
be generated through Hierarchical Attribute-Set related encrypted. In [16], the authors usedthe 
structures of quantum walk for framing a novel S-box method which serves the main role in block cipher 
methods for 5G-IoT technology. To satisfy requirements of encryption for diverse files in 5G-IoT, the 
authors used the quantum walk features for devising a new encryption method forsecuringbroadcast of 
sensitive recordsfrom 5G-IoT. Liu et al. [17]modelled a new Quantum-related Secure and Lightweight 
Transmission (QSLT) system to ease overweight pain for IoT gadgets from eavesdropping. Through one 
among them, QSLT decodes or encodes IoT delicate information. 

3. TheProposedModel 
In this study, we have introduced a novel ABOA-QKIE approach for image encryption process.The 
presented ABOA-QKIE technique accomplishes security in cloud environment via image encryption with 
optimal key generation process. Primarily, the ABOA-QKIE technique uses quantum key encryption 
approach to encrypt the input images. Besides, ABOA is applied for optimal key generation process and 
then the encryptedimages aretransmittedtothecloud server.Atthereceiving end,the encryptedimages are 
accessed from the cloud server and the quantum key decryption process takes place to retrieve the 
original input images. Fig. 1 depicts the workflow of ABOA-QKIE approach. 
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Fig1.WorkflowofABOA-QKIEapproach 
 

 QuantumKeyEncryptionandDecryptionProcess 
At this stage, the input images are initially encrypted by the use of quantumkey encryption technique. A 
new quantum image (QI) encryption technique dependent upon quantum key images (QKI) wasprojected. 

 
KeyStream Generation 
A cryptographic technique was utilized for generating the keystream, and could not border the algorithm 
[18].AnyonethatproducesanarbitraryorderisutilizedforgeneratingtheKS.Considerthekeystream 
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𝑌𝑋 

𝑌𝑋 

𝑌𝑋 

(KS)is:𝐾 = {𝑘0,𝑘1,𝑘2,…,𝑘𝑞𝑛−1},whereas𝑘𝑖∈ {0,1},𝑖 ∈ [0,𝑞𝑛 −1]and𝑛 = 𝐻𝑊denotethelengthof keystream that 
similar to plain image size. 

PreparationofQKI 
This step makes the KS𝐾as to quantum computer as a QKI that is dependent upon GQIR. Without 
producingconfusion,thekeyimages arestillsignifiedby 𝐾.Every pixelapplies𝑞 bitsinKS𝐾 consecutively as its 
gray value. The preparation of GQIR comprises three phases. 
Theinitialstageisforpreparingℎ+𝑤+𝑞qubitsandfixedto|0〉.UsingEq.(1),aprimarystatehasbeen 
formulated: 

|𝜓〉0=|0〉⊗ℎ+𝑤+𝑞 (1) 
The 2nd stage applies the single qubit gates, 𝐻 (the Hadamard gate) and 𝐼 (the identity gate), for 
constructingblank2ℎ×2𝑤boxes.Aprimarystate|𝜓〉0isconvertedastoin-betweenstate|𝜓〉1.𝑈1denotes the 
quantum function that is formulated by Eq. (2): 

𝑈1=𝐼⊗𝑞⊗𝐻ℎ+𝑤 (2) 
andthen  

𝑈1(|𝜓〉0)=(𝐼|0〉)⊗𝑞⊗(𝐻|0〉)⊗ℎ+𝑤 
2ℎ+𝑤−1 

1 
=

ℎ+𝑤 

√2 
|0〉⊗𝑞⊗∑|𝑖〉 

𝑖=0 
2ℎ−12𝑤−1 

1 
=

ℎ+𝑤 ∑∑|0〉⊗𝑞|𝑌𝑋〉 (3) 
√2 𝑌=0 𝑋=0 

=|𝜓〉1 

The 3rd stage set the “gray value” for all the pixels. The gray value is 𝐻x𝑊 block of the KS, every block is 
set to one pixel. During this step, it can be classified into 𝐻x𝑊 sub-operations forstoring the KS forallthe 
pixels. In the following, the quantum sub operation 𝑈𝑌𝑋is demonstrated: 

𝑈𝑌𝑋= (𝐼⊗∑|𝑗𝑖〉{𝑗𝑖|)+𝛺𝑌𝑋⊗|𝑌𝑋〉{𝑌𝑋| (4) 
𝑗𝑖≠𝑌∙𝑋 

InEq.(4),𝛺𝑌𝑋indicatesthequantumfunctionthatistoalterationthepixelvalues(𝑋𝑌)from|0〉⊗𝑞to 
{𝑌𝐻+𝑋𝑡ℎ blockofKS.Meanwhile,itmakesuseof𝑞qubitsforrepresentingthepixel,𝛺𝑖 isutilizedfor 
changingthevalueofithqubitsofpixels(𝑌𝑋)’sKSblock.𝑘𝑞(𝑌𝐻+𝑋)+𝑖indicatesthevalueof𝑖thqubitsof pixels(𝑋𝑌)KS 

block and it is represented by 𝐾𝑖. 
𝑞−1 

𝛺𝑌𝑋=𝛺𝑖 
 

(5) 
𝑖=0 

𝛺𝑖:|0〉→|0⊕ 𝐾𝑖} (6) 
𝑌𝑋 𝑌𝑋 

Theexpression⊕showstheXORfunction.Itcanbe𝑎(ℎ+𝑤)‐CNOTgate,when𝐾𝑖=1then𝛺𝑖 : 
𝑌𝑋 𝑌𝑋 

|0〉→|0⊕𝐾𝑖}.Orelse,itcanbequantumidentitygatewhich𝛺𝑖 :|0〉→|0〉.Afterward𝑈𝑌𝑋doonthe 
𝑌𝑋 

in-betweenstate|𝜓〉1,thatthe|𝜓〉1waschangedinthefollowing: 
2ℎ−12𝑤−1 

𝑌𝑋 

1 𝑈(|𝜓〉)=𝑈 ( ∑∑|0〉⊗𝑞|𝑗𝑖〉) 
𝑌𝑋 1 𝑌𝑋 

 

ℎ+𝑤 

√2 
 

𝑗=0 
 

𝑖=0 

1 
=

ℎ+𝑤 

√2 
𝑈𝑌𝑋 ∑|0〉⊗𝑞|𝑗𝑖〉+|0〉⊗𝑞|𝑌𝑋〉) (7) 

𝑗𝑖≠𝑌𝑋 
1 

=
ℎ+𝑤 

√2 
𝑈𝑌𝑋 ∑|0〉⊗𝑞|𝑗𝑖〉+𝛺𝑌𝑋 

𝑗𝑖≠𝑌𝑋 

|0〉⊗𝑞|𝑌𝑋〉) 

1 
=

ℎ+𝑤 

√2 
𝑈𝑌𝑋 (∑|0〉⊗𝑞|𝑗𝑖〉+|𝐾𝑌𝑋 

𝑗𝑖≠𝑌𝑋 

〉|𝑌𝑋〉) 

In the following equation, it is noticeable that every sub-operation 𝑈𝑌𝑋set the gray values of their 
matching pixel. Thus, the quantum function𝑈2of 3rd step was determined by Eq. (8) that is comprised of 
all the sub-operations for all the pixels. 

𝐻−1𝑊−1 

𝑈2=𝖦𝖦𝑈𝑌𝑋 

𝑌=0𝑋=0 

(8) 

Withthequantumfunction𝑈2,thein-betweenstate|𝜓〉1isconvertedastolaststate|𝜓〉2thatis 
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𝑖 

QKI𝐾dependentuponGQIR. 

1 𝑈(|𝜓〉)= 

 

 
𝐻−1𝑊−1 

(∑∑|𝐾 

 

 
〉|𝑌𝑋〉+ ∑ ⊗𝑞−1|0〉|𝑌𝑋〉)(9) 

2 1 ℎ+𝑤 

√2 
𝑌𝑋 

𝑌=0𝑋=0 

𝑖=0 

𝑌∈{𝐻,…,2ℎ−1}𝑜𝑟𝑋∈{𝑊,…,2𝑤−1} 

InEq.(9),theKSwaspreparedtotheQKIwhichisequivalenttoplainimagesizes. 

XORoperation 
TheQKI𝐾hasXORedwith𝐼theplainimageforgettingtheencryptionQI𝑀.TheXORfunctionwas represented in the 
following: 

1 |𝐼〉 ⊕|𝐾〉= 
𝐻−1𝑊−1 

∑∑⊗𝑞−1|𝐶𝑖}|𝑌𝑋〉⊕ 
1 𝐻−1𝑊−1 

∑∑|𝐾 〉|𝑌𝑋〉 
 

ℎ+𝑤 

√2 
𝑖=0 

𝑌=0𝑋=0 

𝑌𝑋 
 

ℎ+𝑤 

√2 
𝑌𝑋 

𝑌=0𝑋=0 
𝐻−1𝑊−1 𝑞−1 𝐻−1𝑊−1 𝑞−1 

= 
1 

∑∑|𝐶𝑖}|𝑌𝑋〉⊕ 
1 

∑∑|𝐾𝑖〉|𝑌𝑋〉 (10) 
 

ℎ+𝑤 

√2 
 
𝑌=0𝑋=0 

𝐻−1𝑊−1 

 
𝑖=0 

𝑞−1 

𝑌𝑋 
 

ℎ+𝑤 

√2 
 
𝑌=0𝑋=0 

 
𝑖=0 

𝑌𝑋 

1 = ∑∑|𝐶𝑖⊕𝐾𝑖〉|𝑌𝑋〉 
 

ℎ+𝑤 

√2 
 
𝑌=0𝑋=0 

 
𝑖=0 

=|𝑀〉 

𝑌𝑋 𝑌𝑋 

The ℎ+𝑤 CNOT gate in an initial dotted block is utilized for aligning the position data of the two images: 
if𝑌𝑋𝑙= 𝑌𝑋𝐾,where𝑌𝑋𝐼indicates thepositiondataoftheplainimage 𝐼 and𝑌𝑋𝐾denotes thepositiondata 

ofkeyimages𝐾,theℎ+𝑤CNOTgatechanges𝑌𝑋𝐾tostate|0〉⊗(ℎ+𝑤),since𝐶𝑁𝑂𝑇(𝑂,0)=(0,0)and 
𝐶𝑁𝑂𝑇 (1,1)=(1,0).Duringthenextdottedblock,|𝐴〉denotestheauxiliaryqubit.If𝑌𝑋𝐾fromthestate 
|0〉⊗(ℎ+𝑤),viz., 𝑌𝑋𝑙= 𝑌𝑋𝐾,then |𝐴〉ischanged to |1〉. Specifically, |𝐴〉isa flagto show if 𝑌𝑋𝑙= 𝑌𝑋𝐾.During the 
3rddotted block, if |𝐴〉 = |1〉, the color data of plain images𝐼 is XORed with color data of plain images𝐾 and 
produced the encrypt image 𝑀. 

 
 OptimalKeyGenerationProcess 
Inthisstudy,theABOAisappliedtoproduceanoptimalsetofkeysforencryptionanddecryptionprocess. The 
inspiration and movement behaviors of the butterfly are expressed by the optimization technique, where 
butterfly presents the search agent and the generated fragrance denotes the fitness value [19]. In 
thepresentedmethod,thesearchagentsorbutterfliescouldproducefitnessorfragrancevaluewithsome power 
to be distinguished from other fragrances. This behavior might assist other search agents to upgrade the 
location during the search space. As soon as the butterfly finds the better nectar food in the search space, 
it generates the fragrance, then each neighborhood butterfly moves to the better butterfly position. This 
updating model is named global search. At the same time, the butterfly randomly move in the search 
space once another butterfly fragrance was identified, called a local search in ABOA. 
Thefragranceconcentrationisarithmeticallyexpressedbythefollowingequation: 

𝑝𝑓𝑖=𝑐𝐼𝑎, (11) 
In Eq. (11), 𝑝𝑓𝑖indicates the fragrance strength of i-th butterflies, 𝐼 shows the stimulus intensity, 𝑐 
indicates the sensory modality, and 𝑎 represents the power exponent dependent upon the modality that 
presentsavaryingabsorptiondegree.Everybutterflypositionispresentedasavectorofspecificproblem value. 
This position is upgraded in attempting to discover the best position using the subsequentequation: 

𝑥𝑡+1=𝑥𝑡+𝐹𝑡+1, (12) 
𝑖 𝑖 𝑖 

InEq.(12),𝑥𝑡indicatesthepresentlocationofbutterfly𝑖at𝑡iteration,𝑥𝑡+1denotesthefollowing 
𝑖 𝑖 

location of butterfly 𝑖 and 𝐹𝑡+1shows the fragrance used by 𝑥𝑖for updating its location in the iteration. 
From the abovementioned, the updating model can be in two stages, involving global and local searches. 
In the global search, the butterfly 𝑖 moves towards the best butterfly 𝑔∗that is shown below: 

𝐹𝑡+1=(𝑟2×𝑔∗−𝑥𝑡)×𝑝𝑓𝑖, (13) 
𝑖 𝑖 

In Eq. (13), 𝑟 denotes a random value within [0,1]. In local search, the updating movement is expressedby: 
𝐹𝑡+1=(𝑟2×𝑥𝑡−𝑥𝑡)×𝑝𝑓𝑖, (14) 

𝑖 𝑗 𝑘 
InEq.(14),𝑥𝑡and𝑥𝑡denotesthepositionof𝑗-𝑡ℎand𝑘-𝑡ℎbutterfliesinthesearchspace.Anovelvariable 

𝑗 𝑘 

named switch probability 𝑝, is applied in ABOA for switching the algorithm’s behavior between local and 
global search to obtain a better balance amongst exploitation and exploration.The ABOA comprises five 
major steps as comprehensively deliberated in the following. 
Step1:ABOAandtheproblemparameterinitialization. 
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TheproblemparameterandeveryABOAareinitializedinthisstep.ABOAcomprisesfiveparameters, involving 𝑐,𝑎, 
𝑝, population size (N), and number of iterations (𝐼𝑡𝑟). 
Step2:Populationinitialization. 
UsingtheABOA,everysolutionisrandomlygenerated.Thesolutionisgivenasvectoroflength equivalent to the 
problem dimension 𝑑. 
Everysolutionispositionedinthematrixforthepopulationgeneration,asdemonstratedinEq.(15). 

𝑥1 𝑥1 … 𝑥1 
⎛1 2 𝑑⎞ 𝑥2 𝑥2 … 𝑥2 

𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛= 1 2 𝑑, (15) 
⎨⋮ ⋮ … ⋮⎫ 
⎝𝑥𝑁 𝑥𝑁 … 𝑥𝑁⎠ 

Step3:Fitnessvaluecalculation. 
1 2 𝑑 

Every solution is estimated according to the objective function of optimization problem in this step. 
Afterward, the better solution is allocated to 𝑔∗. Fig. 2 demonstrates the flowchart of ABOA. 
Step4:Updatethepopulation. 
Using theABOA, every solutionis upgraded to find the best solutionbased on the fitness value attained in 
Step3.Inthiswork, 𝑟 israndomlyproducedandcomparedto 𝑝forleadingthesearchingbehaviorglobally or 
locally. If𝑟islesser than𝑝,then Eq.(13)isusedfor the global movement of the butterfly;orelse,Eq. 
(14) is used. Consequently, if case new solution is better than the older one, then replace the older 
solution. Last, upgraded the value of 𝑔∗. 
Step5:Checkthestoppingcriteria 
Repeatedsteps3to4untilthemaximalamountofiterationsisattained. 

 

Fig2.FlowchartofABOA 
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The MBO algorithm generates a fitness function for HE technique. The maximization of peak signal to 
noise ratio (PSNR) is considered the fitness function, as given below. 

𝐹𝑖𝑡𝑛𝑒𝑠𝑠=max{𝑃𝑆𝑁𝑅} (16) 
 

Algorithm1:PseudocodeofABOA 

Initializingtheproblemparameters 
InitializingtheABOAparameters(𝐼𝑡𝑟,𝑁,𝑐,𝑎,𝑝) 
Initializingpopulationmatrix while 
(itr≤ Itr) do 

forallthesolutionsdo 
Evaluatethesolution’sfitnessvalue 
𝑔∗=theoptimum solution 

endfor 
forallthesolutionsdo 

Create𝑟(arbitrarynumbers𝑖𝑛[0,1]) 
if𝑟<𝑝then 

UpgradethesolutionutilizinginEq.(13) 
else 

UpgradethesolutionutilizinginEq.(14) 
endif 
Ifthesolutionisoptimum,upgradethepopulation. 
Upgrade𝑐 

endfor 
if𝐼𝑡𝑟isnotreachedthen 

𝑖𝑡𝑟=𝑖𝑡𝑟+1 
endif 

endwhile 
Return𝑔∗ 

 
4. RESULTSANDDISCUSSION 
This section investigates the experimental results of the ABOA-QKIE model with recent models under 
differentimages.Fig.3demonstratesthevisualizationresultsofthereconstructedimagesobtainedbythe ABOA-
QKIE model. Fig. 3a and 3c depict the original images and their reconstructed versions are given in Fig. 3b 
and 3d. Figs. 4 and 5 illustrate the original and decrypted images under samples 1 and 2. 

 

Fig3.(aandc)OriginalImages(bandd)ReconstructedImages 



JournalofComputationalAnalysisandApplications VOL.33,NO.6, 2024 

70 S.Sheelaetal63-77 

 

 

 

 
Fig4.a)OriginalImageb)25-IterationDecryptedImages(Sample1) 

Table 1 reports the encryption results of the ABOA-QKIE model on image-1 with diverse iterations. The 
experimental results indicated that the ABOA-QKIE model has reached maximum performance under all 
iterationsintermsofencryptiontime(ET),decryptiontime(DT),PSNR,correlationcoefficient(CC),error, and 
structural similarity (SSIM). For instance, with iteration 1, the ABOA-QKIE model has obtained ET of 
0.00009s, DT of 0.00017s, PSNR of 64.84dB, CC of 0.9998, error of 0.0213, and SSIM of 0.9979. 
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Fig5.a)OriginalImageb)25-IterationDecryptedImages(Sample2) 

 
In addition, with iteration 10, the ABOA-QKIE approach has attained ET of 0.00010s, DT of 0.00015s, 
PSNR of 63.90dB, CC of 0.9997, error of 0.0265, and SSIM of 0.9975. Moreover, with iteration 25, the 
ABOA-QKIEalgorithm hasgained ET of 0.00018s, DT of 0.00018s, PSNR of 64.09dB, CCof0.9997, error of 
0.0253, and SSIM of 0.9977. 
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Table1.ResultanalysisofABOA-QKIEtechniquewithvariousmeasuresanditerationsonImage-1 

Iterations 
Encryption 
Time (s) 

Decryption 
Time (s) 

PSNR Corr. Coef Error SSIM 

1 0.00009 0.00017 64.84 0.9998 0.0213 0.9979 

2 0.00010 0.00024 64.24 0.9997 0.0245 0.9974 

3 0.00013 0.00018 64.66 0.9997 0.0222 0.9972 

4 0.00012 0.00018 64.27 0.9997 0.0243 0.9973 

5 0.00012 0.00018 64.42 0.9997 0.0235 0.9975 

6 0.00011 0.00024 64.40 0.9997 0.0236 0.9975 

7 0.00009 0.00024 64.41 0.9997 0.0236 0.9975 

8 0.00013 0.00019 64.35 0.9998 0.0239 0.9981 

9 0.00014 0.00015 64.00 0.9998 0.0259 0.9981 

10 0.00010 0.00015 63.90 0.9997 0.0265 0.9975 

11 0.00009 0.00010 64.36 0.9997 0.0238 0.9977 

12 0.00012 0.00014 64.07 0.9997 0.0254 0.9975 

13 0.00010 0.00013 64.19 0.9997 0.0248 0.9974 

14 0.00015 0.00023 64.53 0.9998 0.0229 0.9980 

15 0.00015 0.00016 65.35 0.9998 0.0190 0.9979 

16 0.00013 0.00017 63.94 0.9997 0.0263 0.9974 

17 0.00017 0.00025 64.44 0.9997 0.0234 0.9976 

18 0.00014 0.00015 64.54 0.9997 0.0229 0.9973 

19 0.00017 0.00015 64.20 0.9998 0.0247 0.9977 

20 0.00011 0.00012 64.83 0.9998 0.0214 0.9979 

21 0.00010 0.00026 64.37 0.9998 0.0238 0.9982 

22 0.00014 0.00020 63.91 0.9997 0.0264 0.9973 

23 0.00015 0.00016 64.88 0.9997 0.0212 0.9971 

24 0.00016 0.00018 64.62 0.9997 0.0225 0.9974 

25 0.00018 0.00018 64.09 0.9997 0.0253 0.9977 

 
Table 2 presents the optimal encryption results obtained by the ABOA-QKIE model. The results indicated 
that the ABOA-QKIE model has attained effectual outcomes under all images with different iterations. 

Table2.OptimalresultanalysisofABOA-QKIEtechniqueundervarioustestimages 

No.ofImages 
Optimal 
Iteration 

PSNR Error CC SSIM 
Encryption 
Time(s) 

Decryption 
Time(s) 

Image1 15 65.35 0.0190 0.9998 0.9979 0.000149 0.000164 
Image2 15 65.35 0.0190 0.9998 0.9979 0.000149 0.000165 
Image3 15 64.78 0.0216 0.9998 0.9985 0.000144 0.000154 
Image4 9 62.29 0.0384 0.9998 0.9974 0.000097 0.000077 
Image5 15 64.78 0.0216 0.9997 0.9978 0.000143 0.000152 
Image6 7 Infinity 0.0000 1.0000 1.0000 0.000053 0.000207 

 
Table 3 and Fig. 6 report a comparative PSNR study of the ABOA-QKIE approach with other encryption 
techniques. The outcomes indicated that the ABOA-QKIE system has gained increasing values of PSNR 
under all images. For sample, on image 1, the ABOA-QKIE model has offered higher PSNR of 65.35dBwhile 
the ECC and RSA techniques have attained lower PSNR of 42.12dB and 38.12dB respectively. Meanwhile, 
on image 3, the ABOA-QKIE system has offered superior PSNR of 64.78dB while the ECC and 
RSAmethodshave attainedlower PSNR of42.18dBand 37.15dBcorrespondingly. Eventually,onimage 6, the 
ABOA-QKIE system has offered maximum PSNR of 64.78dB while the ECC and RSA techniques have 
attained lower PSNR of 39.15dB and 37.12dB correspondingly. 
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Table3.PSNRanalysisofABOA-QKIEtechniquewithexistingalgorithmsundervarioustestimages 
PSNR(dB) 
No.ofImages ABOA-QKIE ECC RSA 
1 65.35 42.12 38.12 
2 65.35 44.15 35.14 
3 64.78 42.18 37.15 
4 62.29 40.18 36.52 
5 64.78 39.15 37.12 
6 Infinity 45.65 40.18 

 

Fig6.PSNRanalysisofABOA-QKIEapproachunderdistinctimages 

In Table 4 and Fig. 7, an overall ET inspection of the ABOA-QKIE system with existing techniques is 
studied. The obtained outcomes inferred the effectual characteristics of the ABOA-QKIE model with 
minimal ET values. For instance, with image 1, the ABOA-QKIE model has obtained least ET of 0.000149s 
while the ECC and RSA models have attained increasing ET of 0.0541s and 0.0615s respectively. 

Table4.ETanalysisofABOA-QKIEtechniquewithexistingalgorithmsundervarioustestimages 

EncryptionTime(sec) 

No.ofImages ABOA-QKIE ECC RSA 

1 0.000149 0.0541 0.0615 

2 0.000149 0.0451 0.0741 

3 0.000144 0.0215 0.0514 

4 0.000097 0.0154 0.0451 

5 0.000143 0.0154 0.0234 

6 0.000053 0.0181 0.0512 

 
Along with that, with image 3, the ABOA-QKIE system has achieved minimum ET of 0.000144s while the 
ECC and RSA models have attained increasing ET of 0.0215s and 0.0514s correspondingly. Meanwhile, 
with image 6, the ABOA-QKIE algorithm has attained least ET of 0.000053s while the ECC and RSA 
methodologies have attained improving ET of 0.0181s and 0.0512s respectively. 
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Fig7.ETanalysisofABOA-QKIEapproachunderdistinctimages 

In Table 5 and Fig. 8, an overall DT examination of the ABOA-QKIE approach with existing techniques is 
studied. The attained outcomes inferred the effective characteristics of the ABOA-QKIE model with 
minimalDTvalues.Forinstance,withimage1,theABOA-QKIEsystemhasreachedlesserDTof0.000164s while 
the ECC and RSA techniques have attained maximum DT of 0.0201s and 0.0305s correspondingly. 
Besides, withimage3,theABOA-QKIEapproachhasobtainedminimalDTof0.000154swhiletheECCand RSA 
algorithms have obtained increasing DT of 0.0163s and 0.0342s correspondingly. In the meantime, with 
image 6, the ABOA-QKIE approach has attained decreased DT of 0.000207s while the ECC and RSA 
methods have gained increasing DT of 0.0160s and 0.0514s correspondingly. 

 
Table5.DTanalysisofABOA-QKIEtechniquewithexistingalgorithmsundervarioustestimages 

DecryptionTime(sec) 

No.ofImages ABOA-QKIE ECC RSA 

1 0.000164 0.0201 0.0305 

2 0.000165 0.0167 0.0299 

3 0.000154 0.0163 0.0342 

4 0.000077 0.0171 0.0258 

5 0.000152 0.0158 0.0368 

6 0.000207 0.0160 0.0514 
 

Fig8.DTanalysisofABOA-QKIEapproachunderdistinctimages 
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In Table 6 and Fig. 9, an overall error assessment of the ABOA-QKIE algorithm with existing methods is 
studied. The obtained outcomes inferred the effectual characteristics of the ABOA-QKIE system with 
minimal error values. For instance, with image 1, the ABOA-QKIE model has attained decrease error of 
0.0190 while the ECC and RSA methods have attained higher errors of 0.0785 and 0.0912 
correspondingly. Moreover, with image 3, the ABOA-QKIE model has achieved minimal error of 0.0216 
while the ECC and RSA models have attained increasing errors of 0.1254 and 0.1312 correspondingly. 
Eventually, with image 6, the ABOA-QKIE algorithm obtained least error of 0.0000 while the ECC and RSA 
methods attained increasing error of 0.0421 and 0.0758 correspondingly. 

Table6.ErroranalysisofABOA-QKIEtechniquewithexistingalgorithmsundervarioustestimages 
Error 

No.ofImages ABOA-QKIE ECC RSA 

1 0.0190 0.0785 0.0912 

2 0.0190 0.1055 0.1547 

3 0.0216 0.1254 0.1312 

4 0.0384 0.1112 0.1647 

5 0.0216 0.1354 0.1451 

6 0.0000 0.0421 0.0758 
 

Fig9.ErroranalysisofABOA-QKIEapproachunderdistinctimages 

Table 7 and Fig. 10 demonstrate a comparative CC investigation of the ABOA-QKIE system with other 
encryption techniques. The outcome referred that the ABOA-QKIE approach has gained increasing values 
of CC under all images. For instance, in image 1, the ABOA-QKIE algorithm has offered maximum CC of 
0.9998 while the ECC and RSA techniques have attained lesser CC of 0.5000 and 0.6000 correspondingly. 
Also, in image 3, the ABOA-QKIE methodology has offered enhanced CC of 0.9998 while the ECC and RSA 
techniques have gained lesser CC of 0.7700 and 0.6800 correspondingly. Finally, in image 6, the ABOA- 
QKIE approach has offered higherCC of 1.0000 while the ECC and RSA techniques have attained lowerCC 
of 0.9100 and 0.8600 correspondingly. 

 
Table7.CCanalysisofABOA-QKIEtechniquewithexistingalgorithmsundervarioustestimages 

CorrelationCoefficient 

No.ofImages ABOA-QKIE ECC RSA 

1 0.9998 0.5000 0.6000 

2 0.9998 0.6500 0.5500 

3 0.9998 0.7700 0.6800 

4 0.9998 0.6600 0.5600 

5 0.9997 0.8800 0.7200 

6 1.0000 0.9100 0.8600 



JournalofComputationalAnalysisandApplications VOL.33,NO.6, 2024 

76 S.Sheelaetal63-77 

 

 

 

 
Fig10.CCanalysisofABOA-QKIEapproachunderdistinctimages 

TheseresultshighlightedtheenhancedsecurityanalysisoftheABOA-QKIEapproachoverothermethods. 
 

5.CONCLUSION 
In this study, we have introduced a new ABOA-QKIE technique for image encryption process.The 
presented ABOA-QKIE technique accomplishes security in cloud environment via image encryption with 
optimal key generation process. Primarily, the ABOA-QKIE technique uses quantum key encryption 
approach to encrypt the input images. Besides, ABOA is applied for optimal key generation process and 
then the encryptedimages aretransmittedtothecloud server.Atthereceiving end,the encryptedimages are 
accessed from the cloud server and the quantum key decryption process takes place to retrieve the 
original input images. The experimental validation of the ABOA-QKIE technique is tested using a series of 
images and the results are inspected under different measures. Extensive comparison studies highlighted 
the improved performance of the ABOA-QKIE technique over other recent approaches. In future, image 
steganography techniques can be designed to improve the level of cloud security. 
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