Research on Product Elements’ Safety-Critical Degree

ccording to system safety practice, the safety of

a system is a designed characteristic. Therefore,

the role of safety in the lifecycle of the system is
important to consider during the design phase. There are
many factors affecting product safety, and each of them
plays a part in determining a product’s overall safety. It’s
important to locate isolate key elements that influence a
product’s overall safety, and design with those factors in
mind, as well as the time, cost and effectiveness of their
influence on the design phase.

The concept of “safety-critical” has long been a
part of the system safety field, and scholars from dif-
ferent countries have studied safety-critical items in a
system; unfortunately, the concept can be somewhat
subjective and, often, disagreement occurs. These judg-
ments can be affected by many factors and can cause
inaccurate assumptions about which parts are critical,
as well as encourages deviation in product develop-
ment and maintenance that can cause serious conse-
quences to product safety.

Effective control of a product’s safety mainly
relies on paying efficient and continuous attention
to safety-critical items, from the design and research
phase until disposal.

To evaluate the role that an individual part plays in
a system’s safe operation, its “safety-critical degree” gives
information to the product’s designers and maintainers.
These designations of safety criticality help determine
the elements that need to be controlled in an efficient
way — especially in a large system — and aid in locating
which parts play the most important roles in the safety
of the entire system.

This article attempts to quantify the degree to
which a safety-critical element affects the safety of an
entire system.

Range of This Study

The product mentioned in this article is an electrome-
chanical product that can be broken down into subsys-
tems, assemblies, subassemblies and components. We
assume human error and environmental influences are
acceptable (they are not factored into this discussion).
The material’s condition is either “failure” or “no fail-
ure.” It’s a conditional probability that the item’s failure

by Wu Qiong and Lyu Mingrui
China

results in a mishap. We only consider the occasion of a
mishap caused by failure.

Defining “Safety-Critical”

and “Safety-Critical Degree”

Standards and references in the field of safety typically
identify the existence of safety-critical items and their
importance in product safety research. However, there is
no systematic analytic approach to locating the “critical”
part, so most scholars and engineers complete their re-
search using subjective judgment. This judgment can be
influenced by many factors, including the professional’s
experience and ability.

Unfortunately, this method makes it difficult to de-
cide precisely which element is “more critical” among all
the different components that play a critical role in the
system. Different researchers can easily come to differ-
ent conclusions on which element is most critical to the
safety of the system.

To measure the level of an element’s safety criti-
cality, we must look at the definition of “safety-critical
degree” as defined by MIL-STD-882E. This is the level
of influence that an element’s failure has on the safety of
a product.

Every element has its own safety-critical degree;
that is, each element influences product safety, just to
different degrees. Researchers can establish a baseline
for determining safety-critical elements according to a
product’s function and safety requirements. There can be
more than one safety-critical element.

Measurement of an Iltem’s Safety-Critical Degree
Reliability focuses on the system'’s status before an ele-
ment’s failure, while safety focuses on the element’s
impact on the system after failure takes place. For our
purposes here, we are focusing on the situations in
which an element’s failure causes mishap. When failure
occurs, reliability and safety become the same issue, dif-
fering only on one point: Failure(s) leading to one mis-
hap is a conditional probability. The element’s failure
can cause a mishap, but sometimes it only affects the
system’s function to a certain degree, without danger.
Here, we consider only failures that can cause a mishap
with direct losses.

Because an element’s failure mode differs, the level
of a failure’s impact on a mishap and the relationship
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between failure and mishap also varies. Here, we use the
effect of an item’s failure mode and its significance coef-
ficient in a fault tree to express the measurement of its
safety-critical degree.

Research ldeas

o Apply failure mode(s) and effect(s) and critical-
ity analysis (FMECA) to the target element and
compute the effects of each failure mode that can
directly cause mishap — FMECA can help us
identify all the failure modes in a relatively
objective way; we can then obtain each failure
mode’s effects on a potential mishap, which is its
contribution to a mishap, by employing critical-
ity analysis.

e Construct fault trees and compute the criticality
significance coefficient of base events — We adopt
fault tree analysis (FTA) to determine the rela-
tionship between the potential occurrence of a
given top event and the failure modes we identi-
fied earlier.

Our purpose is to express the level of the ele-
ment’s failure mode’s effect on a mishap, which is
the function of the significance coefficient. It tells
us that by controlling a particular item, we can
deduce the probability of a mishap’s occurrence
most efficiently.

In fact, picking the significance coefficient
among structure, cut sets, probability or the criti-
cality of significance coefficient depends on the
research’s application. The first two significance
coefficients — that is, the structure significance
coefficient and the cut sets significance coef-
ficient — are the only options to apply when
lacking data support. Considering the calculating
complexity, the cut sets significance coefficient is
more applicable.

Here, we use the criticality significance coeffi-
cient as an example to show how critical each ele-
ment’s failure can be to its top event. The critical-
ity significance coefficient is expressed as the ratio
of the occurrence probability’s relative changing
rate to the base event and top event.

o Apply weighted summation to failure mode’s effect
and its criticality significance coefficient, and express
the element’s safety-critical degree afterwards —
Normally, failure modes can contribute to more
than one mishap, so we need to synthesize the
effects and the criticality significance coefficient of
all failure modes to obtain the safety-critical de-
gree for a target element.

The Calculation of a Failure Mode’s Effects
While analyzing a product’s composition, function and
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operational principle, we analyze the target item with
FMECA to find out all the failure modes affecting the
product’s safety. The failure modes are those that can
directly cause mishaps.

For those failure modes, we can achieve the logical
relationship between failure effects and failure rates after
CA analysis: In one failure mode, the expression of an
element’s failure effect is expressed in formula (1):

C (i)= ﬁakptx 10° (1)
where i is the failure mode with a certain effect, a is
the failure mode’s relative frequency,  is the probability
that failure causes consequence and A, is the element’s
failure rate.

In this case, we are able to compute each failure
mode’s effects in a more quantitative way when the sys-
tem has integral failure rates.

Fault Tree Construction to Obtain

the Criticality Significance Coefficient

Analyzing failure modes, failure states, failure factors
and failure consequences on the foundation of FMEA is
our first task. We then construct fault trees after finding
all the possible mishap types that an element’s failure
can cause.

Significance analysis is applied to base events; after
obtaining the qualitative significance of structure and cut
sets, and the quantitative significance of probability and
criticality, we have the base event’s criticality significance
coefficient expressed in formula (2):

L= —— P(T) * 1,(Y)

where I(i)is the criticality significance coefficient
of the base event i, I (i) is the probability significance
coefficient for event 1, P(T) is the probability of the top
event’s occurrence and g, is the probability of the base
event, i.

2

The Synthesis of an Element’s

Safety-critical Degree

One product can have multiple failure modes, and the
combination of those failure modes can lead to differ-
ent types of mishaps, with each mishap in relation to
one fault tree. In each fault tree, each failure mode has
a different significance coefficient.

The base event’s criticality significance coefficient
here only refers to the criticality significance coef-
ficient of a certain failure mode in a certain fault tree.
Also, the failure mode effecting C, (i) only refers to the
effects of certain failure mode. To obtain the failure



mode’s effects and the criticality significance coef-
ficient of a target element, the synthesis of all failure
modes’ effects and their criticality coefficient in all
fault trees must be considered.

To combine the element’s failure modes effects and
criticality significance coefficient, we must eliminate the
influence of the target’s original dimension and magni-
tude to make the result commensurable. Here, we apply
the standardization method to C (i) and as expressed in

formula (3), to get C ’(i) and Igc’(i).

c, () =\/ L3 €,0-C)C G0
(3)

£ = 52 4017, 1= -3 L0

We employ the weighted summation method here.
In formula (4), we assume item A has n kinds of failure
modes, and that there are k types of mishaps that those
failure modes can result in. The effect of the failure mode
iin fault tree j is C, (i), and the criticality significance

coefficient of i in fault tree j is I;( i),

Failure modes ={1,2 ...i... n}
Mishap types ={1,2 ...j ... k} 4)

Therefore, the element’s criticality significance coef-
ficient S (A) is as shown in formula (5):

n k
SA)=x>C’ (z')j-IgC’(i)j (5)

i=1j=1

The quantification result for an element’s safety-
critical degree (as shown here), can offer professionals
an objective reference that is more scientific and sys-
tematic, rather than a subjective judgment on which
items to manage first by sorting or ranking them in de-
scending order.

The Extension Research of Safety-critical Degree
After quantifying an element’s safety-critical degree, we
can further research the application of the safety-critical
degree and its characteristics. Sometimes, a small
change in an element’s safety-critical degree can have
a critical impact on the safety of the entire product.
Therefore, we need to know which safety-critical ele-
ments share the same safety-critical degree so that the
design of those elements can be prioritized to improve
the overall safety of the products within the constraints
of operational effectiveness, suitability, time and cost.

In practical systems, an element’s failure rate in an
electromechanical product changes with abrasion and
aging, and different elements can affect each other. Con-
sequently, the probability that a mishap caused by failure,
along with a base event’s qualitative structure significance
and an element’s criticality significance coefficient change
with time. The composite safety-critical degree, therefore,
is a time-dependent function. We attempt to convey this
logical relationship through a dynamic fault tree, and
search for the point at which an element’s critical degree
has a sharp change. When successful, we will be able to
find the best timing to control product safety.

Conclusion

The impact of a safety-critical element can affect prod-
uct safety at different levels; therefore, the criticality of
these elements to systems differs, as well. Determining
the safety-critical degree is a way of measuring to re-
flect this discrepancy.

Not only do critical components affect safety, but
each element, to a degree, can affect a product’s safety.
Designers can distribute risks to increase product safety
by rationally arranging elements by their degree of impor-
tance during the development phase.

The definition of “safety-critical degree” and the
new explanation of “safety-critical element,” based on the
measurement of the former being made an exploration
step, is a tentative solution to the gap in the “measure-
ment” of product safety research.
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