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he objective of this research is to examine the
I character of safety programs in not only reduc-

ing risk, but also in reducing relative risk un-
certainty. This paper approximates the distributions
of both the probability and severity of a mishap as
lognormal and examines the likely behavior of the co-
distribution as the safety process is executed. This paper
also shows how differential forces across the risk plane
reduce both the risk itself and the relative uncertainty
in the risk at the same time. With this new approach,
risk now becomes a quantitative item with a known
probability distribution, providing a new metric for
safety program effectiveness.

Introduction

This paper attempts to mathematically model risk, se-
verity and probability. Such an attempt may be difficult
for all system safety programs [Ref. 1], given the com-
plexity of risk and its elements as defined in MIL-STD
882E [Ref . 2]. In our earlier work [Refs. 3-5], the dis-
tribution of mishap probability was characterized given
a combination of practical experience, simulation-
based testing and the incorporation of expert opinion.
Here, we add mishap consequence considerations, and
define the risk plane as the graph of consequence, or
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severity, as a function of mishap probability. Risk is the
product of probability and severity. At the 2017 Inter-
national System Safety Conference (ISSC), Zito [Ref.
6] suggested approximating the distributions of both
the probability and severity of a mishap as lognormal.
In this paper, we examine the likely behavior of the
co-distribution of probability and severity as the risk
reduction process is executed. We review the expected
motivations in different parts of the risk plane during
the safety program and show that they will reduce both
the risk itself and the relative uncertainty in the risk at
the same time.

First, we discuss appropriate scaling for the
probability-severity graph, and then examine the
validity of the lognormal approximation for the mis-
hap probability distribution by comparison with the
known exact beta distribution [Refs. 3-5, 9]. Next,
we consider the validity of lognormal distribution as a
descriptor of mishap severity, based on an examination
of actual insurance claim data [Ref. 11], and review
the strength of motivations in the different regions of
the probability-severity plane. This leads naturally to
the compression and distortion of the risk zone as the
safety process is executed to reduce the risk, with a
related reduction in risk uncertainty.

Risk Matrix Definition
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Figure 1 — Risk Matrix Definition for This Study.
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This is followed by an example to show how a
safety program’s success can be assessed using actual
mishap data. We consider a safety improvement pro-
gram for a hypothetical sports car, generating simulated
data for miles covered since the last accident and the
claim amount, both before and after the implementa-
tion of the safety program. The appropriate statistical
metrics for program assessment are developed.

Finally, we consider the similarity between the
safety risk plane and the performance risk plane, and
show that the same representation and statistical func-
tionality apply to both cases. Thus, it is likely that the
concepts described here can be applied universally to
both systems safety [Refs. 1, 7] and systems engineering
[Ref. 8].

For this effort, we created a definition of the risk
plane as illustrated in Figure 1. This risk matrix differs
from the matrix given in MIL-STD 882E [Ref. 2]. In
this case, the severity of the mishap increases vertically,
while the mishap probability increases horizontally. In
an earlier standard [Ref. 7], the levels separating the
regions were given numerically, but these values have
been omitted from more recent standards [Ref. 1], as
they can be tailored to the scope of the particular risk
levels for the subsystem under consideration. For ex-
ample, most developed sedentary occupations present a

very small fatality risk, but that may not be the case for
jobs in mobile systems, such as vehicles.

In Figure 1, risk increases from the bottom left
to the top right of the diagram, with correspondingly
increased risk and seniority requirements for approval.
Initially, it is difficult to assess which zone is appro-
priate for the system under consideration as the data
available is limited, with a related uncertainty in the
required level of authority. As the safety process pro-
ceeds, data collected and expert judgment will result in
reducing risk uncertainty.

Risk Plane Representation

In this paper, we limit ourselves to a quantitative defini-
tion of risk, which for this paper is defined as financial.
Figures 2a and 2b are strictly conceptual. They show
lines of constant risk on the risk plane using linear and
log scaling, respectively. As you will see, the relative risk
is reduced when we examine the distortion of the con-
fidence regions of the risk plane in log-log, rather than
in a linear scale. Note that the lines of constant risk in
the log-log plot are straight lines, indicating a fractal
behavior [Ref. 9]. This shows that if we work within
the log-log context, our methods and conclusions can
be applied at all problem scales, from very small risks

to very large risks. In the case of a single safety incident,
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Figure 2a — Lines of Constant Risk (Linear Scale).
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Graphs of Constant Mishap Risk on Log-Log Plot
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Figure 2b — Lines of Constant Risk with Log-Log Scaling.

the probability cannot be greater than 1. However, en-
gineers usually normalize probability to a unit of time,
distance or given number of products; for example, in
this case, the probability is not bounded. One of the
goals of any safety program is to reduce risk, and this is
illustrated by the arrow shown in Figure 2b. To demon-
strate this, we must identify the uncertainty distribu-
tions in the risk plane, both before and after any risk
reduction effort.

Uncertainty Distributions

To compute the distribution of risk uncertainty, we
need to know the distributions of the uncertainties in
the risk factors, probability and severity of a mishap.
We know that the exact form of the distribution of the
mishap probability based on testing experience is beta
[Ref. 10], so our first task is to evaluate how closely the
lognormal form approximates the beta distribution. To
do this, the following equations are used to compute
the median and shape parameters, p and o, respectively,
of the lognormal distribution from the number of ob-

served failures, n, in N tests, through the intermediate
parameters, m and V, which are the mean and variance
parameters of the beta distribution.

If we have a lognormal distribution for the prob-
ability, p = exp(p + 6Z), where p is the median pa-
rameter, ¢ is the shape parameter, and Z is a Normally
distributed number with zero mean and a standard
deviation of 1. For any data set, we can compute the
mean, m and variance, V, and then calculate the follow-
ing values of the median and shape parameters:

p = In[mAV/(1 + V/m?)] (1)
o =V[In(1 + V/m2)] (2)

For a situation where we observe n failures in N
trials, we can obtain m and V uniquely as follows:

m = (n+1)/(N+2) 3)

V = (n+1).(N-n+1)/[(N+2)2.(N+3)] 4)
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Figure 3a — Lognormal Approximations for n=1 and N=100.
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Figure 3b — Lognormal Approximations for n=10 and N=100.
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For complex systems, we derive n and N through
simulations combined with expert opinions [Ref. 5].
For simple systems with low consequences, diligent data
collection can be used to obtain n and N directly. While
equations 1 through 4 are non-linear, they are, at least,
monotonic, so there will be a unique solution. Figures
3a and 3b give the comparison of the exact beta distri-
bution with the lognormal approximation for N=100
and n=1 and 10, respectively. Since the mean and vari-
ance of the distributions have been set to be equal, the
differences come in at the level of the third moment,
i.e., the average of the cube of the displacement from
the mean, or skewness. When a lognormal distribution
is plotted against a logarithmic scale, the result has zero
skewness, since the skewness of a Normal distribution is
zero. Through inspection, we see that the beta distribu-
tion has negative skewness when using a logarithmic
scale, which is not surprising as the beta distribution is
defined only up to a probability of one. It follows that
the approximation underestimates the number of small
probabilities and overestimates the number of large
probabilities, and is therefore conservative.

We now examine the distribution of mishap se-
verity. In Figure 4, Achieng [Ref. 11] has shown that
while the lognormal model was by no means a perfect
fit, it was reported to be the best option of all models
tried when using insurance claim data for automobile
accidents. The detailed distributions will depend on
the specific character of the possible mishap types, of
course, but the lognormal form seems to work well
over many types.

Finally, we assess the uncertainty distribution of
the risk itself. Since the product of two log-normally
distributed numbers is also lognormal, the risk distri-
bution may be approximated reasonably accurately as
lognormal. The parameters, 1 and 6, can be estimated

from those of its associated probability and severity
distributions. This calculation requires us to include a
correlation coefficient if it is non-zero.

As mentioned above, the risk is the product of the
mishap probability and the mishap severity, so

Log(Risk) = Log(Probability) + Log(Severity)

or LR = Lp + I—‘S (5)

The variance in the logarithm of the risk is
V(Lg) = V(Lp) + V(Ls) + 2*Corr(Lp,Ls)*V(V(Lp)V(Ls)) (6)

showing that negative correlation between prob-
ability and severity reduces risk uncertainty.

Confidence Regions in the Risk Plane

Figure 5 shows the expected character of confidence re-
gions in the risk plane before and after a risk reduction
effort.

Shown is a schematic illustration of the initial and
final confidence zones before and after the execution of
a safety improvement program. Note that on a log-log
plot, the confidence regions for bi-lognormal distribu-
tions appear to be bi-normal, so they are ellipses with
95 percent confidence regions about twice the size of
the 68 percent distributions with co-aligned axes. If the
initial confidence zone shows little correlation between
probability and confidence, the probability distribution
of the mishap probability will be independent of the
severity level.

We now examine the distribution of expected
forces on the confidence region during a safety im-
provement program, and the net effect of forces from
opposing corners of the risk plane. This is detailed in
the following paragraphs.

In the top right corner of Figure 5, there is a
strong motivation to reduce both the probability and
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Figure 4 — Example of Fit of Lognormal Distribution to Actual Insurance Claims Frequency.
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Risk Reduction and Uncertainty Issues in the Risk Plane
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Figure 5 — Confidence Regions in the Risk Plane Before and After Safety Program Implementation.

the consequence, since both are unacceptably high.
In the bottom left corner, however, there is little mo-
tivation to reduce either probability or consequence
since both are acceptably low. The net effect of these
forces is to compress the confidence region in the
direction of decreased risk as the mean risk itself is
reduced. Note that the mishap probability distribu-
tion now depends on the severity, and the median
probability is inversely proportional to the median
severity.

In the top left corner of Figure 5, there is a high
mishap consequence, but a low mishap risk. This
might correspond to a fatality, where the cost is always
high. In this case, all we can do is add extra barriers to
reduce the likelihood, and the net force on the confi-
dence region is to the left. In the bottom right corner,
we have high probability mishaps with low conse-
quences. Examples include paper cuts or parking lot
bumps. In this case, our best course of action is to mit-
igate the consequences, such as improving the quality
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and distribution of first aid kits or providing free cans
of touch-up paint. The net effect of these forces is to
stretch the confidence region along the line of con-
stant risk so that negative correlation is introduced to
the confidence region, resulting in reduced relative
error in the risk as shown.

This entire discussion can be applied as is to
performance risk uncertainty reduction, with the
caveat that “mishap” is reinterpreted as “performance
failure.”

A Specific Simulation Showing the Type of
Validating Data Required for our Theory

We consider an example of data collected before and
after an accident risk reduction program for a hypo-
thetical sports car. Improvements have been divided
into two columns in Figure 6, with those on the left de-
signed to reduce accident probability, and those on the
right reducing consequences of an accident, s, in thou-
sands of dollars. Data collected before and after the ac-
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Figure 6 —Accident Risk Reduction Program for Sports Car.
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Figure 7 — Graphs of Accident Severity versus Probability Before and After Safety Improvement Program.

cident includes miles driven since the previous accident
and the amount of the claim. Mileage was divided into
1,000 to estimate the accident rate, p, per thousand
miles driven. We then graphed severity as a function of
probability, as shown in Figure 7, for 50 simulated acci-
dents both before and after the implementation of the
safety program.

For each point, risk is calculated as the product
of the probability and severity, and constant risk lines
were drawn corresponding to the median risk for each
case. Prior to the improvement program, the median
accident risk per thousand miles driven was $79
(+$17/-$14), while after the program, the value was
only $22 (+$2.3/-$2.1). Note that the uncertainties
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in the positive and negative directions are unequal,
due to the lognormal distribution of risk. The lognor-
mal shape factor in the median was reduced by the
program from 0.2 to 0.1, giving double the relative
confidence in the computed risk. The risk shape fac-
tors for the total populations resulted in a reduction
from 1.4 to 0.7. The 95 percent confidence zones
drawn at the ends of the median constant risk graphs
are, in fact, twice as large as the range given by the
standard errors.

Conclusions

We have developed a general theory of uncertainty in
mishap risk, and shown that it is likely that the safety
discipline will result in a reduction in the relative un-
certainty in risk as the risk itself is reduced. The best
statistical model approximates both mishap probabil-
ity and severity as lognormal, resulting in a lognormal
distribution of risk. With this new approach, risk now
becomes a quantitative item with a known probability
distribution, providing a new metric for safety program
effectiveness. The conclusions for the safety risk also
apply to performance risk because the safety and per-
formance risk planes have identical characterizations.
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