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ABSTRACT. We study differentially private (DP) stochastic optimization (SO) with loss
functions whose worst-case Lipschitz parameter over all data points may be extremely large
or infinite. To date, the vast majority of work on DP SO assumes that the loss is uniformly
Lipschitz continuous over data (i.e. stochastic gradients are uniformly bounded over all
data points). While this assumption is convenient, it often leads to pessimistic excess risk
bounds. In many practical problems, the worst-case (uniform) Lipschitz parameter of the
loss over all data points may be extremely large due to outliers and /or heavy-tailed data. In
such cases, the error bounds for DP SO, which scale with the worst-case Lipschitz parameter
of the loss, are vacuous. To address these limitations, this work provides improved excess
risk bounds that do not depend on the uniform Lipschitz parameter of the loss. Building on
a recent line of work (Wang et al., 2020; Kamath et al., 2022), we assume that stochastic
gradients have bounded k-th order moments for some k > 2. Compared with works on
uniformly Lipschitz DP SO, our excess risk scales with the k-th moment bound instead of
the uniform Lipschitz parameter of the loss, allowing for significantly faster rates in the
presence of outliers and/or heavy-tailed data.

For smooth convex and strongly convex loss functions, we provide linear-time algorithms
with state-of-the-art excess risk. We complement our excess risk upper bounds with
novel lower bounds. In certain parameter regimes, our linear-time excess risk bounds are
minimaz optimal. Second, we provide the first algorithm to handle non-smooth convex loss
functions. To do so, we develop novel algorithmic and stability-based proof techniques,
which we believe will be useful for future work in obtaining optimal excess risk. Finally, our
work is the first to address non-convex non-uniformly Lipschitz loss functions satisfying
the Proximal-PL inequality; this covers some practical machine learning models. Our
Proximal-PL algorithm has near-optimal excess risk.
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1. INTRODUCTION

As the use of machine learning (ML) models in industry and society has grown dramatically in
recent years, so too have concerns about the privacy of personal data that is used in training
such models. It is well-documented that ML models may leak training data, e.g., via model
inversion attacks and membership-inference attacks (Fredrikson et al., 2015; Shokri et al.,
2017; Faizullabhoy and Korolova, 2018; Nasr et al., 2019; Carlini et al., 2021). Differential
privacy (DP) (Dwork et al., 2006) is a rigorous notion of data privacy, and a plethora of work
has been devoted to differentially private machine learning and optimization (Chaudhuri and
Monteleoni, 2008; Duchi et al., 2013; Bassily et al., 2014; Ullman, 2015; Wang et al., 2017;
Bassily et al., 2019; Feldman et al., 2020a; Lowy and Razaviyayn, 2023; Cheu et al., 2021;
Asi et al., 2021b). Of particular importance is the fundamental problem of DP stochastic

(convex) optimization (S(C)O): given n ii.d. samples X = (z1,...,z,) € X" from an
unknown distribution D, we aim to privately solve

where f : W x X — R is the loss function and W C R? is the parameter domain. Since
finding the exact solution to (1.1) is not generally possible, we measure the quality of
the obtained solution via ezcess risk (a.k.a. excess population loss): The excess risk of a
(randomized) algorithm A for solving Eq. (1.1) is defined as EF(A(X)) — miny,ew F(w),
where the expectation is taken over both the random draw of the data X and the algorithm A.

A large body of literature is devoted to characterizing the optimal achievable differentially
private excess risk of Eq. (1.1) when the function f(-,z) is uniformly L ¢-Lipschitz for all
x € X—see e.g., (Bassily et al., 2019; Feldman et al., 2020a; Asi et al., 2021b; Bassily et al.,
2021b; Lowy and Razaviyayn, 2023). In these works, the gradient of f is assumed to be
uniformly bounded with sup,eyy ey [|Vwf(w, z)|| < Ly, and excess risk bounds scale with
Ly. While this assumption is convenient for bounding the sensitivity (Dwork et al., 2006) of
the steps of the algorithm, it is often unrealistic in practice or leads to pessimistic excess risk
bounds. In many practical applications, data contains outliers, is unbounded or heavy-tailed
(see e.g. (Crovella et al., 1998; Markovich, 2008; Woolson and Clarke, 2011) and references
therein for such applications). Consequently, Ly may be prohibitively large. For example,
even the linear regression loss f(w,z) = %((w,x(1)> — 2?)? with compact W and data
from X = XM x X leads to L; > diameter(X'1))2, which could be huge or even infinite.
Similar observations can be made for other useful ML models such as deep neural nets (Lei
and Ying, 2021), and the situation becomes even grimmer in the presence of heavy-tailed
data. In these cases, existing excess risk bounds, which scale with L ¢, becomes vacuous.

While Ly can be very large in practice (due to outliers), the k-th moment of the
stochastic gradients is often reasonably small for some k > 2 (see, e.g., Example 1). This

is because the k-th moment 7 := E [sup,ecy Hwa(w,x)H’;]l/k depends on the average
behavior of the stochastic gradients, while Ly depends on the worst-case behavior over
all data points. Motivated by this observation and building on the prior results (Wang
et al., 2020; Kamath et al., 2022), this work makes progress towards answering the following
fundamental open questions:

e Question I: What are the minimax optimal rates for (strongly) convex DP SO?
e Question II: What utility guarantees are achievable for non-convex DP SO?
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Prior works have sought to address the first question above:' The work of Wang et al.
(2020) provided the first excess risk upper bounds for smooth DP (strongly) convex SO.
Kamath et al. (2022) gave improved, yet suboptimal, upper bounds for smooth (strongly)
convex f(-,z), and lower bounds for (strongly) convex SO. In this work, we provide both
new lower bounds and new algorithms with improved excess risk for (strongly) convex
losses. In certain practical parameter regimes, our excess risk bounds for smooth F' are
minimax optimal, giving a partial answer to Question I. We also provide a novel algorithm
for non-smooth convex F. Regarding Question II, we give the first algorithm for DP SO with
non-convez loss functions satisfying the Proximal Polyak-Lojasiewicz (PL) condition (Polyak,
1963; Karimi et al., 2016). We provide a summary of our results for the case k = 2 in
Figure 1, and a thorough discussion of related work in Appendix A.

1.1. Preliminaries. Let || - || be the ¢ norm. Let W be a convex, compact set of {3
diameter D. Function g : W — R is p-strongly convez if glaw + (1 — a)w') < ag(w) + (1 —
a)g(w') — MHM —w'||? for all a € [0,1] and all w,w’ € W. If u = 0, we say g is convez.
For convex f(-,x), denote any subgradient of f(w,z) w.r.t. w by Vf(w,z) € Oyf(w,x):
Le. f(w',z) > f(w,z) + (Vf(w,z),w —w) for all w' € W. Function g is 3-smooth if it
is differentiable and its derivative Vg is p-Lipschitz. For S-smooth, p-strongly convex g,
denote its condition number by k = 3/u. For functions a and b of input parameters, write
a < b if there is an absolute constant A such that a < Ab for all feasible values of input
parameters. Write a = 6(b) if a < b for a logarithmic function ¢ of input parameters. We
assume that the stochastic gradient distributions have bounded k-th moment for some k > 2:

Assumption 1. There ezists k > 2 and 7*¥) > 0 such that E [sup,eyy |V f(w,z)[|5] < 7*)
for all V f(w, z;) € Oy f(w,x;). Denote 1y, := (77(’“))1/’“.

Clearly, 7y < L = SUP{v f(w,2)ed0 f(w,a)} SWPw,e |V f(w, )], but this inequality is often very
loose:

Example 1. For linear regression on a unit ball W with 1-dimensional data M) 22 ¢
[—10%°,10'9) having Truncated Normal distributions and Var(z(V) = Var(z®) < 1, we have
Ly > 10%°. On the other hand, 7, is much smaller than Ly for k < oo: e.g., 72 <5, 14 <8,
and 1y < 14.

Differential Privacy: Differential privacy (Dwork et al., 2006) ensures that no adversary—
even one with enormous resources—can infer much more about any person who contributes
training data than if that person’s data were absent. If two data sets X and X’ differ in a
single entry (i.e. dhamming(X, X’) = 1), then we say that X and X’ are adjacent.

Definition 1 (Differential Privacy). Let e > 0, 6 € [0,1). A randomized algorithm A :
X" = W is (e, 0)-differentially private (DP) if for all pairs of adjacent data sets X, X' € X™
and all measurable subsets S C W, we have P(A(X) € S) < e P(A(X’) € S) + 6.

In this work, we focus on zero-concentrated differential privacy (Bun and Steinke, 2016):

1(VVang et al., 2020; Kamath et al., 2022) consider a slightly different problem class than the class 7, which
we consider: see Appendix B. However, our results imply improved rates for the problem class considered in
(Wang et al., 2020; Kamath et al., 2022), by Appendix B and the precise versions of our linear-time upper
bounds given in Appendix F.
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Definition 2 (Zero-Concentrated Differential Privacy (zCDP)). A randomized algorithm
A X" — W satisfies p-zero-concentrated differential privacy (p-zCDP) if for all pairs of
adjacent data sets X, X' € X™ and all o € (1,00), we have Dy (A(X)||A(X")) < par, where
Do (A(X)||A(X")) is the a-Rényi divergence® between the distributions of A(X) and A(X').

zCDP is weaker than (g,0)-DP, but stronger than (g,)-DP (§ > 0) in the following
sense:

Proposition 3. (Bun and Steinke, 2016, Proposition 1.3) If A is p-zCDP, then A is
(p+2+/plog(1/6),0) for any § > 0.

Thus, if € < y/log(1/0), then any %—ZCDP algorithm is (2e/log(1/6), 6)-DP. Appendix D

contains more background on differential privacy.

1.2. Contributions and Related Work. We discuss our contributions in the context of
related work. See Figure 1 for a summary of our results when k& = 2, and Appendix A for a
more thorough discussion of related work.

Improved Risk for Smooth Convex Losses in Linear Time (Section 4): For convex,
B-smooth F', we provide an accelerated DP algorithm (Algorithm 2), building on the work
of (Ghadimi and Lan, 2012).> Our algorithm is linear time and attains excess risk that
improves over the previous state-of-the-art (not linear time) algorithm (Kamath et al.,
2022, Theorem 5.4) in practical parameter regimes (e.g. d > n'/%). The excess risk of our
algorithm is minimaz optimal in certain cases: e.g., d > (en)?/3 or “sufficiently smooth” F'
(see Remark 10).

For p-strongly convex, S-smooth losses, acceleration results in excessive bias accumulation,
so we propose a simple noisy clipped SGD. Our algorithm builds on (Kamath et al., 2022),
but uses a lower-bias clipping mechanism from (Barber and Duchi, 2014) and a new,
tighter analysis. We attain excess risk that is near-optimal up to a O((8/u)*=1/*) factor:
see Theorem 11. Our bound strictly improves over the best previous bound of (Kamath
et al., 2022).

We complement our excess risk upper bounds with information-theoretic lower bounds.
Our lower bounds refine (to describe the dependence on 7, D, ), extend (to k > 1), and
tighten (for u = 0) the lower bounds of (Kamath et al., 2022).

Special cases of our main results for smooth (strongly) convex losses are stated below:

Theorem 4 (Informal/special cases, see Theorems 7 to 11). Let F' be conver and [3-

smooth and assume the constraint set W has lo-diameter D. Grant Assumption 1. If
k-1

8 < % (g)T %ﬁ, then there is a linear-time %—zCDP algorithm A such that
~ _ (k—=1)/k
EF(AX)) — F* = O (D (\T/’T‘E + 7 (g) )) If F is p-strongly convex and B/p =

O(1), then there is a linear-time %—ZC’DP algorithm A’ such that EF(A(X)) — F* =

2For distributions P and @ with probability density/mass functions p and ¢, D.(P||Q) :=
—L-In ([ p(z)*q(x)'~*dx) (Rényi, 1961, Eq. 3.3).

3In contrast to (Wang et al., 2020; Kamath et al., 2022), we do not require f(-,z) to be Bf-smooth for all
x.
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w n en

~ = i\ (2k2)/k . o
o (1 (2 +77 (—d> )) Moreover, the above excess risk bounds are minimax op-
timal up to logarithmic factors (in the stated parameter regimes).

As k — oo, ), = Ly and Theorem 4 recovers the known rates for uniformly L ¢-Lipschitz
DP SCO (Bassily et al., 2019; Feldman et al., 2020a). However, when k < oo and 795, < Ly,
the excess risk bounds in Theorem 4 may be much smaller than the uniformly Lipschitz
excess risk bounds, which increase with L.

The works (Wang et al., 2020; Kamath et al., 2022) make a slightly different assumption
than Assumption 1: they instead assume that the k-th order central moment of each
coordinate V; f(w,x) is bounded by ’y,i/ " for all j € [d],w € W. We also provide excess
risk bounds for the class of problems satisfying the coordinate-wise moment assumption
of (Wang et al., 2020; Kamath et al., 2022) and having subexponential stochastic subgradients:
see Appendix G.4.

The previous state-of-the-art convex upper bound was €2 (?kD\/g> (Kamath et al.,

2022, Theorems 5.2 and 5.4).* Their result also required f(-,z) to be Bf-smooth for all
x € X with By < 10, which can be restrictive with outlier data: e.g. this implies that f(-,z)
is uniformly L ;-Lipschitz with Ly < ;D < 10D if V f(w*(z),2) = 0 for some w*(xz) € W.
By comparison, our bounds hold even for f with Ly, 8y > 1 or 8y = Ly = oo.

Technically, a key bottleneck in the prior works Kamath et al. (2022); Wang et al. (2020)
is the reliance on uniform convergence to bound the gradient estimation error simultaneously
for all w € W. This approach leads to poor dependence on the dimension d. By contrast,
our linear-time algorithm avoids uniform convergence arguments and instead uses disjoint
batches of data in each iteration to maintain the independence between iterates wy and
wyt1. This results in improved dependence on d in our bounds compared to the prior
works. Additionally, we incorporate acceleration Ghadimi and Lan (2012) to speed up
convergence. To prove our upper bound, we give the first analysis of accelerated SGD with
biased stochastic gradients.

Our linear-time p-strongly convex bound also improves over the best previous upper
bound of (Kamath et al., 2022, Theorem 5.6), which required uniform /3 s-smoothness of f(-, ).
In fact, (Kamath et al., 2022, Theorem 5.6) was incorrect, as we explain in Appendix C.?
After communicating with the authors of (Kamath et al., 2022), they updated and corrected
the result and proof in the arXiv version of their paper. The arXiv version of (Kamath et al.,
2022, Theorem 5.6)—which we derive in Appendix C for completeness—is suboptimal by a
factor of Q((3 ¢/11)%). In practice, the worst-case condition number B¢/ can be very large,
especially in the presence of outliers or heavy-tailed data. Our excess risk bound removes
this dependence on f¢/p and is minimax optimal for constant 3/ .

First Algorithm for Non-Smooth (Strongly) Convex Losses (Section 5): Prior
works (Wang et al., 2020; Kamath et al., 2022) required a strict uniform smoothness
assumption in order to privately estimate the gradient of the loss function using Holland
(2019). Additionally, their uniform convergence argument required a smoothness assumption.

4We write the bound in (Kamath et al., 2022, Theorem 5.4) in terms of Assumption 1, replacing their
1/k ~
v, d by T V.
SIn short, the mistake is that Jensen’s inequality is used in the wrong direction to claim that the T-th
iterate of their algorithm wr satisfies E[|jwr — w*||?] < (E||lwr — w*||)?, which is false.
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Function Linear-Time .
Lower bound Prior state-of-the-art
Class Upper bound
n 1/16 d2/3
Smooth . \/E l . ﬁ 172 i+ [C (E) A W (Kamath et al., 2025, Thm. 5.4) (not linear time):
Convex ' n. en o 2 | min d S+ 47 | if fis 1-uniformly
(Optimal if d 2 (en)*?) Ven /| smooth & VF(w¥) = 0
(Theorem 7) (Theorem 9)
Vo K3 K3/2\/ZJ if f is uniformly
d ! + _dK a| L+ 2= smooth &
Smooth n en n €n VFw*) =0
Strongly Convex | ya (Optimal itk < 1) (KamaTtE et gué)zozz,
— —_ m. .
............................................ ot o Theorem ) e APRENAX G
] (Theorem 8) dx <l + ﬁ)
Proximal PL n.oe€n None

(Optimal if k < 1)
(Theorem 19)

Figure 1: Smooth excess risk for k = 2, 72 = Vd; we omit logarithms. k = B/ is the condition number
of F; ky = Bf/p is the worst-case condition number of f(-,z). See Theorems 12 and 18 for
non-smooth upper bounds.

In this work, to handle non-smooth loss functions, we develop a novel algorithm and analysis
that circumvents the bottlenecks of the previous works: To privately estimate the gradient of
the loss function, we borrow the method of Barber and Duchi (2014), which does not require
uniform smoothness. Additionally, to prove generalization of our algorithm, we prove and
use novel stability results for non-smooth loss functions instead of the uniform convergence
arguments of Wang et al. (2020); Kamath et al. (2022). We summarize our main results for
non-smooth loss functions below:

Theorem 5 (Informal, see Theorem 12, Theorem 18). Let f(-,x) be conver. Grant As-

2

sumption 1. Then, there is a polynomial-time 5 -2CDP algorithm A such that EF(A(X)) —

(k—1)/k
(g) )) If f(-,x) is p-strongly conver, then EF(A(X)) — F* =

NG

o(3 (™)

The above upper bounds nearly resemble the lower bounds in Theorems 7 and 8 except
that 795 appears in place of 7. We leave it as an open problem to obtain tight bounds with
Tor — Tr. We believe that this can be accomplished by building on our Algorithm 4 and our
novel proof techniques.

F*=0 (?ng <1n +

Our Algorithm 4 combines the iterative localization technique of (Feldman et al., 2020a;
Asi et al., 2021b) with a noisy clipped subgradient method. With clipped (hence biased)
stochastic subgradients and non-Lipschitz/non-smooth f(-,z), the excess risk analysis of
our algorithm is harder than in the uniformly Lipschitz setting. Instead of the uniform
convergence analysis used in (Wang et al., 2020; Kamath et al., 2022), we derive new results
about the stability (Kearns and Ron, 1999; Bousquet and Elisseeff, 2002) and generalization
error of learning with loss functions that are not uniformly Lipschitz or differentiable; prior
results (e.g. (Shalev-Shwartz et al., 2009; Lei and Ying, 2020)) were limited to [¢-smooth
and/or Lg-Lipschitz f(-,x). Specifically, we show the following for non-Lipschitz/non-
smooth f(-,x): a) On-average model stability (Lei and Ying, 2020) implies generalization
(Proposition 16); and b) regularized empirical risk minimization is on-average model stable,
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hence it generalizes (Proposition 17). We combine these results with an empirical error
bound for biased, noisy subgradient method to bound the excess risk of our algorithm
(Theorem 12). We obtain our strongly convex bound (Theorem 18) by a reduction to the
convex case, ala (Hazan and Kale, 2014; Feldman et al., 2020a).

First Algorithm for Non-Convex (Proximal-PL) Losses (Section 6): We consider

losses satisfying the Prozximal Polyak-Lojasiewicz (PPL) inequality (Polyak, 1963; Karimi
et al., 2016) (Definition 19), an extension of the classical PL inequality to the proximal
setting. This covers important models like (some) neural nets, linear/logistic regression, and
LASSO (Karimi et al., 2016; Lei and Ying, 2021). We propose a DP proximal clipped SGD to
attain near-optimal excess risk that almost matches the strongly convex rate: see Theorem 20.

We also provide (in Appendix I) the first shuffle differentially private (SDP) (?Cheu et al.,
2019) algorithms for SO with large worst-case Lipschitz parameter. Our SDP algorithms
achieve the same risk bounds as their zCDP counterparts without requiring a trusted curator.

2. PRIVATE HEAVY-TAILED MEAN ESTIMATION BUILDING BLOCKS

In each iteration of our SO algorithms, we need a way to privately estimate the mean
VEF(w) = Epp[Vf(we, x)]. If f(-, x) is uniformly Lipschitz, then one can simply draw a
random sample x! from X and add noise to the stochastic gradient V f(w;, ') to obtain
a DP estimator of VF(wy): the fo-sensitivity of the stochastic gradients is bounded by
sup, wrex [IVf(ws, x) — Vf(wg,2')|| < 2Ly, so the Gaussian mechanism guarantees DP (by
Proposition 23). However, in the setting that we consider, L (and hence the sensitivity)
may be huge, leading the privacy noise variance to also be huge. Thus, we clip the stochastic
gradients (to force the sensitivity to be bounded) before adding noise. Specifically, we
invoke Algorithm 1 on a batch of s stochastic gradients at each iteration of our algorithms.
In Algorithm 1, Tlg(z) := argminge g, o,¢) [y — 2||* denotes the projection onto the centered

¢5 ball of radius C' in R?. Lemma 6 bounds the bias and variance of Algorithm 1.

Algorithm 1: MeanOraclel({z;}{ ;;s;C; %) (Barber and Duchi, 2014)

1: Input: Z = {2} |, C>0,e>0. Set 02 = ;126; for %—ZCDP.
2: Draw N ~ N(0,0%I;) and compute 7 := 2 3°° | Tl (%) + N.
3: Qutput: v.

Lemma 6 ((Barber and Duchi, 2014)). Let {z};_; ~ D* be R%-valued random vectors with

Ez; = v and E|z]||* < r®) for some k > 2. Denote the noiseless average of clipped samples
~ ~ ~ ~ ~ ~ k

by V=132 Me(z) and U :=U+N. Then, |[Ev—v|| = |[Ev—v| <E|[—v| < &

—1)CF—1>
and E||7 — ED||? = E||7 — ED|% < do? + =

s
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3. EXCEss Risk LOWER BOUNDS FOR SMOOTH (STRONGLY) CONVEX LOSSES

In this section, we provide excess risk lower bounds for the class of DP SCO problems
satisfying Assumption 1. These lower bounds will be useful for addressing Question I of the
introduction and for calibrating the performance of our algorithms in later sections.

The work of (Kamath et al., 2022) proved lower bounds for D = p = 1, 7, = v/d, and
k= O(1).° Our contribution in this subsection is: refining these lower bounds to display the
correct dependence on 7y, D, u; tightening the convex lower bound (Kamath et al., 2022,
Theorem 6.4) in the regime d > n; and extending (Kamath et al., 2022, Theorems 6.1 and
6.4) to k> 1.

Our first lower bound holds even for affine functions:

Theorem 7 (Smooth Convex, Informal). Let p < d. For any p-zCDP algorithm A, there
exist closed convex sets W, X C R? such that ||w—w'|| < 2D for all w,w’ € W, a Bf-smooth,

linear, convex (in w) loss f: W x X — R, and distribution D on X such that Assumption 1
holds and if X ~ D", then

* = ?—2 7, min ﬁ -
asr-rafo(5en (2

Remark 27 (in Appendix E) discusses parameter regimes in which Theorem 7 is strictly
tighter than (Kamath et al., 2022, Theorem 6.4), as well as differences in our proof vs. theirs.
Next, we provide lower bounds for smooth, strongly convex loss functions:

Theorem 8 (Smooth Strongly Convex, Informal). Let p < d. For any p-zCDP algorithm
A, there exist compact convex sets W, X C R%, a p-smooth, u-strongly convex (in w) loss
W x X — R, and distribution D on X such that: Assumption 1 holds, and if X ~ D",
then

2k—2

ﬁ)’“

EF(A(X))—F*=Q E ?2—2+?2min L ——
- n k ) \/ﬁn

In the next section, we provide algorithms and excess risk upper bounds for DP SCO
under Assumption 1.

1

4. LINEAR-TIME ALGORITHMS FOR SMOOTH (STRONGLY) CONVEX LOSSES

This section gives linear-time algorithms for smooth loss functions. We begin by providing
our results for convex loss functions.

4.1. Noisy Clipped Accelerated SGD for Smooth Convex Losses. Algorithm 2 is a
one-pass accelerated algorithm, which builds on (non-private) AC-SA of (Ghadimi and Lan,
2012); its privacy and excess risk guarantees are given in Theorem 9.

6The lower bounds asserted in (Kamath et al., 2022) only hold for constant k = O(1) since the moments
of the Gaussian distribution that they construct grow exponentially/factorially with k.
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Algorithm 2: Noisy Clipped Accelerated SGD (AC-SA) for Heavy-Tailed DP
SCO
1: Input: Data X € A", iteration number T < n,
stepsize parameters {1 }scr], {0 ey with a1 = 1,04 € (0,1) Vt > 2.

Initialize wy? = wy € W and ¢t = 1.
for t € [T] do
w? = (1 — a)wy? | + aqwig.

Draw new batch B; (without replacement) of n/T samples from X.
2

%Ft(w%nd) = MeanOraclel({Vf(wgnd, T)}eeB 1 5)

wy = argmin, ¢y {at<§Ft(wZ”d),w) + %Hwt_l — w||2} .

wy? = apwy + (1 — ag)wy?.
9: end for
10: Output: wy’.

Theorem 9 (Informal). Grant Assumption 1. Let F be convex and [3-smooth. Then, there
are parameters such that Algorithm 2 is %—zCDP and:

k-1

. 7D a\ °
EF(w¥) — F* < % + 7D (g) + (4.1)

4(k—1) k1 k-1
min - — s\ = — n 8k
Tk en Tk en

Moreover, Algorithm 2 uses at most n gradient evaluations.

The key ingredient used to prove Eq. (4.1) is a novel convergence guarantee for AC-SA
with biased, noisy stochastic gradients: see Proposition 30 in Appendix F.1. Combining
Proposition 30 with Lemma 6 and a careful choice of stepsizes, clip threshold, and T
yields Theorem 9.

Comparing Theorem 9 to the lower bound in Theorem 7, one sees that our excess
risk bounds are minimax optimal in certain parameter reigmes, giving a partial answer to
Question I.

Remark 10 (Optimal rate for “sufficiently smooth” functions). Note that the upper
bound Eq. (4.1) scales with the smoothness parameter 3. Thus, for sufficiently small

B—namely B < %’“ (ﬁ>T + % 1 the optimal rates are attained (c.f. the lower bound

en N
in Theorem 7).

For example, fiz k =2 and consider linear regression with x ~ Ny(0,14) and e = D =1,
and suppose the true labels y = ||z|| 4+ ¢ for some random ( independent of x. Then, B =1
and 75 > d, so that Eq. (4.1) is optimal whenever d > n?/®.

As another example, for affine functions (which were not addressed in (Wang et al.,
2020; Kamath et al., 2022) since these works assume VF(w*) =0), 8 =0 and Algorithm 2
s optimal.
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Having discussed the dependence on 3, let us focus on understanding how the bound in
Theorem 9 scales with n, d and €. Thus, let us fix 3 = D = 1 and 7}, = V/d for simplicity. If k = 2,

then the bound in Eq. (4.1) is O <\/g+ @ min {(di il (”)1/16}> , whereas the lower

Ven en)4/97 \Jen \d

bound in Theorem 7 (part 2) is Q (ﬁ + %) Therefore, the bound in Eq. (4.1) is optimal

if d > n or d*? > en. For general n,d, e, Eq. (4.1) is suboptimal by a multiplicative factor

of min{(%)l/16 , (d§72)1/18}. By comparison, the previous state-of-the-art (not linear-time)

bound for ¢ = 1 was O (%) (Kamath et al., 2022, Theorem 5.4). Our bound Eq. (4.1)

improves over (Kamath et al., 2022, Theorem 5.4) if d > n'/6 which is typical in practical
ML applications. As k — oo, Eq. (4.1) becomes O ( 4y (d)4/5> for € ~ 1, which is strictly

n

better than the bound in (Kamath et al., 2022, Theorem 5.4).

4.2. Noisy Clipped SGD for Strongly Convex Losses. Our algorithm for strongly
convex losses (Algorithm 6 in Appendix F.2) is a simple one-pass noisy clipped SGD.
Compared to the algorithm of (Kamath et al., 2022), our approach differs in the choice of
MeanQOracle, step size, and iterate averaging weights, and in our analysis.

Theorem 11 (Informal). Grant Assumption 1. Let F be p-strongly convex, B-smooth with

g < n/In(n). Then, there are algorithmic parameters such that Algorithm 6 is %—zCDP
and:

2k—2
R 1 (72 dr In(n k
RF(or) = F 5 %2 + 72 (m()> . (4.2)

Moreover, Algorithm 6 uses at most n gradient evaluations.

The bound Eq. (4.2) is optimal up to a O((8/u)*~D/*) factor and improves over the best
previous bound in (Kamath et al., 2022, Theorem 5.6) by removing the dependence on Sy
(which can be much larger than 5 in the presence of outliers): see Appendix C for details.
In particular, for well-conditioned losses with 8/u = O(1), Theorem 11 is optimal up to
logarithms.

The proof of Theorem 11 (in Appendix F.2) relies on a novel convergence guarantee
for projected SGD with biased noisy stochastic gradients: Proposition 32. Compared to
results in (Asi et al., 2021a) for convex ERM and (Ajalloeian and Stich, 2020) for PL SO,
Proposition 32 is tighter, which is needed to obtain near-optimal excess risk: we leverage
smoothness and strong convexity. Our new analysis also avoids the issue in the proofs of
(the ICML versions of) (Wang et al., 2020; Kamath et al., 2022).

5. ALGORITHM FOR NON-SMOOTH (STRONGLY) CONVEX LOSSES

In this section, we develop a novel algorithm for non-smooth convex loss functions. We
present our result for convex losses in Section 5.1, and our result for strongly convex losses
in Section 5.2. In Section 3, we provide lower bounds, which show that our upper bounds
are tight (up to logarithms).
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5.1. Localized Noisy Clipped Subgradient Method for Convex Losses. Our algo-
rithm (Algorithm 4) uses iterative localization (Feldman et al., 2020a; Asi et al., 2021b)

with clipping (in Algorithm 3) to handle stochastic subgradients with large norm.

7

Algorithm 3: Noisy Clipped Regularized Subgradient Method for DP ERM

1:

Input: Data X € X", T € N, stepsize 1, clip thresh. C, regularization A\ > 0,
constraint set VW and initialization wg € W.
forte {0,1,---,T—1} do
VF,(w;) := MeanOraclel({V f(wi, zi) i ;n; C; %) for subgradients V f(ws, z;).
w1 = Iy {wt o/ (VFt(wt) + AMwg — wo)ﬂ
end for
Output: wry.

Algorithm 4: Localized Noisy Clipped Subgradient Method for DP SCO

1:

Input: Data X € X", stepsize 7, clip thresh. {Ci}iozgf(n),

iteration num. {Ti}iozgf(n) :

Initialize wg € W. Let [ := logy(n) and p =1+ 1/k.
for i € [I] do
. . ~ = iV1/k
Set n; =27 'n,m; =47'n, \; = ﬁ, T,=0 (%m)’ and D; = 74”“(\//@2 )
Draw new batch B; of n; = |B;| samples from X without replacement.
Let Fi(w) = n% jes; f(w,zj) + %Hw —w;_1|%.
Use Algorithm 3 with initialization w;_1 to minimize F; over
Wi ={weW: |Jw—wi_1| < D;}, for T; iterations with clip threshold C; and
2.

noise o2 = 4;’;5’. Let w; be the output of Algorithm 3.

end for '

Output: w;.

"We assume WLOG that n = 2' for some [ € N. If this is not the case, then throw out samples until it is;
since the number of remaining samples is at least n/2, our bounds still hold up to a constant factor.
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The main ideas of Algorithm 4 are:

(1) Clipping only the non-regularized component of the subgradient to control sensitivity
and bias: Notice that when we call Algorithm 3 in phase ¢ of Algorithm 4, we only
clip the subgradients of f(w, ;) and not the regularized loss f(w,z;) + %Hw —w;_1]|%
Compared to clipping the full gradient of the regularized loss, our selective clipping
approach significantly reduces the bias of our subgradient estimator. This is essential for
obtaining our excess risk bound. Further, this reduction in bias comes at no cost to the
variance of our subgradient estimator: the fs-sensitivity of our estimator is unaffected
by the regularization term.

(2) Solve regularized ERM subproblem with a stable DP algorithm: We run a multi-pass
zCDP solver on a reqularized empirical loss: Multiple passes let us reduce the noise
variance in phase i by a factor of T; (via strong composition for zZCDP) and get a more
accurate solution to the ERM subproblem. Regularization makes the empirical loss
strongly convex, which improves on-average model stability and hence generalization of
the obtained solution (see Proposition 16 and 39).

(3) Localization (Feldman et al., 2020a; Asi et al., 2021a) (i.e. iteratively “zooming in” on a
solution): In early phases (small i), when we are far away from the optimum w*, we
use more samples (larger n;) and large learning rate 7; to make progress quickly. As
1 increases, w; is closer to w*, so fewer samples and slower learning rate suffice. Since
step size n; shrinks (geometrically) faster than n;, the effective variance of the privacy
noise 7]?0? decreases as i increases. This prevents w;4+1 from moving too far away from
w; (and hence from w*). We further enforce this localization behavior by increasing
the regularization parameter \; and shrinking D; over time. We choose D; as small as
possible subject to the constraint that argmin, )y ﬁz(w) € W; with high probability.
This constraint ensures that Algorithm 3 can find w; with small expected excess risk.

Next, we provide privacy and excess risk guarantees for Algorithm 4:

Theorem 12. Grant Assumption 1. Let ¢ < \/d and let f(-, ) be convex. Then, there are
algorithmic parameters such that Algorithm 4 is %—ZCDP, and has excess risk
k—1
- 1 dln(n) \ *
EF —F*<ruD | — e
(wi) ~ T2k vn * ( en >

Moreover, this excess risk is attained in 6(n2+1/ k) subgradient evaluations.

Remark 13 (Improved Computational Complexity for Approximate or Shuffle DP). If one
desires (¢,0)-DP or (g,0)-SDP instead of zCDP, then the subgradient complexity of Algo-
rithm 4 can be improved to 0] (n%+1/k): see Appendiz G.2.

The excess risk bound in Theorem 12 nearly resembles the lower bound in Theorem 7,
except that the upper bound scales with 75y, instead of 7.5 We conjecture that an appropriate
modification of our algorithm and techniques can be used to get the optimal bound depending
on 7. We leave this as an interesting direction for future work.

A key feature of our bound is that it does not depend on Ly and holds even for heavy-
tailed problems with Ly = oo. By contrast, prior works (Wang et al., 2020; Kamath et al.,

8In fact, the term 72 in Theorem 12 can be replaced by a smaller term, which is O(r2x) as n — oo under
mild assumptions. See Appendix G.2 and Appendix G.4.
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2022) required uniform [g-smoothness of f(-,x), which implies the restriction Ly < ;D for
loss functions that have a vanishing gradient at some point.”

We now sketch the proof of the privacy claim in Theorem 12:

Sketch of the Proof of Theorem 12: Privacy. Since the batches {B;}!_, are disjoint, it suf-
fices to show that w; (produced by T; iterations of Algorithm 3 in line 7 of Algo-

rithm 4) is %—ZCDP Vi € [l]. The ¢3 sensitivity of the clipped subgradient update is
A = sup,, x~x/ Hn% >t Moy (Vf(w, z5)) — Hey(Vf(w,25))|| < 2C;/n;. (Note that the
regularization term does not contribute to sensitivity.) Thus, the privacy guarantees of the
Gaussian mechanism (Proposition 23) and the composition theorem for zCDP (Lemma 24)

imply that Algorithm 4 is %—ZCDP. L]

The proof of the excess risk bound in Theorem 12 consists of three main steps: i) We
bound the empirical error of the noisy clipped subgradient subroutine (Lemma 14). ii) We
prove that if an algorithm is on-average model stable (Definition 15), then it generalizes
(Proposition 16). iii) We bound the on-average model stability of regularized ERM with
non-smooth /non-Lipschitz f(-,z) (Proposition 39), leading to an excess population loss
bound for Algorithm 3 run on the regularized empirical objective (c.f. line 7 of Algo-
rithm 4). By using these results with the proof technique of Feldman et al. (2020a), we can
obtain Theorem 12.

First, we bound the empirical error of the step in line 7 of Algorithm 4, by extending
the analysis of noisy subgradient method to biased subgradient oracles:

Lemma 14. Fiz X € X" and let F\(w) = LS fw,x) + %Hw — wpl||? for wy €
W, where W is a closed convex domain with diameter D. Assume f(-,x) is convex
and ?n(X)(k) > SUPweW{%Z?ﬂ HVf(w,x,)Hk’} for all Vf(w,x;) € Owf(w,z;). Denote
?n(X) _ [?n(X)(k)]l/k
rithm 3 satisfies

and W = argmin, ¢y, F\A(w). Let n < % Then, the output of Algo-

2
) AnT o 8 20 ([ (X))
2 2 2 272 2
Blor—f? < exp (250 ) Jun ol + 5 (ulX)? + XD +do?)+ 35 <(k_1)0k1 7
where 0% = ‘tgzg’

Detailed proofs for this subsection are deferred to Appendix G.2.

Our next goal is to bound the generalization error of regularized ERM with convex loss
functions that are not differentiable or uniformly Lipschitz. We will use a stability argument
to obtain such a bound. Recall the notion of on-average model stability (Lei and Ying, 2020):

Definition 15. Let X = (z1, -+ ,2y) and X' = (2,--- ,2,) be drawn independently
from D. Fori € [n], let X' := (x1, -+ ,Ti—1, %}, Tit1, -+ ,Tpn). We say randomized al-
gorithm A has on-average model stability o (i.e. A is a-on-average model stable) if

E[2>0 JAX) — AXY|?] < o2 The expectation is over the randomness of A and the

n

draws of X and X'.

9Additionally, Kamath et al. (2022) assumes 8; < 10.
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On-average model stability is weaker than the notion of uniform stability (Bousquet and
Elisseeff, 2002), which has been used in DP Lipschitz SCO (e.g. by (Bassily et al., 2019)); this
is necessary for obtaining our learnability guarantees without uniform Lipschitz continuity.

The main result in Lei and Ying (2020) showed that on-average model stable algorithms
generalize well if f(-,x) is By-smooth for all x, which leads to a restriction on Ly. We show
that neither smoothness nor Lipschitz continuity of f is needed to ensure generalizability:

Proposition 16. Let f(-,x) be conver for all x. Suppose A : X" — W is a-on-average
model stable. Let Fx(w) := %Z?:l flw,x;) be an empz'm'cal loss. Then for any ¢ > 0,

BFAC) - FxAC0)) < 7 + Sa?
Proposition 39 (and its pr~oof) in Appendix G.2 shows that regularized ERM is a-on
average model stable for o < 2)\% The proof of Proposition 39 combines techniques from Lei
and Ying (2020) with Proposition 16. By using Proposition 16 and Proposition 39, we can

bound the generalization error and excess (population) risk of regularized ERM:

Proposition 17. Let f(-,z) be convex, wi—1,y € W, and w; := argmin,, }?’i(w), where
Fl(w) = T}Z >jes; fw,zj) + %Hw —w;_1||?* (c.f. line 6 of Algorithm /). Then,

)\ini + EHy - wi—l” ?

where the expectation is over both the random draws of X from D and B; from X.

E[F(wi)] - Fy) <

With the pieces developed above, we can now sketch the excess risk proof of Theorem 12:

Sketch of the Proof of Theorem 12: Ezxcess risk. First, our choice of D; ensures that w; €
W; for all 7 € [I] with high probability > 1 — 1/y/n, by Chebyshev’s inequality. We will
assume that this event occurs in the rest of the proof sketch: see the detailed proof in
the Appendix for when this event breaks. Denote p = 1 4+ 1/k. Combining Lemma 14
with Lemma 6 and proper choices of n and T;, we get:

2, 2P5(2k)
i i T
Eljw; — wz”2 S 772 p(AQ Vk2Ik 4 do ) C2k—2
2pp , dC?T: p7(2k)
nmn ~2, 1/ko2i/k . nr

Now, following the strategy used in the proof of (Feldman et al., 2020a, Theorem 4.4),
we write EF(w;) — F(w*) = E[F(w;) — F(a;)] + ZizlE[F(uﬁ,) — F(w;—1)], where wg = w*.
Using Eq. (5.1) and 7-Lipschitz continuity of F' (which is implied by Assumption 1), we
can bound E[F(w;) — F(wy)] for the right n and C;. To bound the sum (second term), we
use Proposition 17 to obtain

k—1
§ D2 i o (dIn(n)\ F
ElF Fio-0)] S ™!+ 2o+ i ”’“+n§ 4ngk<€2?iz)>
7

k—1
_ dln(n)\ * D?
k
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for the right choice of C;. Then properly choosing n completes the excess risk proof.

Computational complexity: The choice T; = O(n!) = (5(713“/ k) implies that the number

of subgradient evaluations is bounded by S>'_ n;T; = O(nPt1) = O(n2+1/k), O

5.2. The Strongly Convex Case. Following (Feldman et al., 2020a), we use a folklore
reduction to the convex case (detailed in Appendix G.3) in order to obtain the following
upper bound via Theorem 12:

Theorem 18. Grant Assumption 1. Let € < \/d and let f(-,z) be u-strongly convex. Then,

there is a polynomial-time %—zCDP algorithm A based on Algorithm j with excess risk

2k—2

EﬂAm»—F%¥%1+<mmm)k

n En

6. ALGORITHM FOR NON-CONVEX PROXIMAL-PL Loss FUNCTIONS

Assume: f(w,z) = fO(w,z) + fY(w); fO(-, ) is differentiable (maybe non-convex); f!
is proper, closed, and convex (maybe non-differentiable) for all z € X; and F(w) =
FO(w) + f1(w) = Epup[fP(w, z)] + f1(w) satisfies the Proximal-PL condition (Karimi et al.,
2016):

Definition 19 (u-PPL). Let F(w) = FO(w) + f1(w) be bounded below; F° is 3-smooth and
fYis convex. F satisfies Prozimal Polyak-Lojasiewicz inequality with parameter p > 0 if

plF(w) ~ inf F(w/)] < ~Bmin |(VE(w),y — w) + 5 lly = wl + /' (s) ~ fw)|, ¥ we R

Definition 19 generalizes the classical PL condition (f! = 0), allowing for constrained
optimization or non-smooth regularizer depending on f! (Polyak, 1963; Karimi et al., 2016).

Recall that the prozimal operator of a convex function g is defined as prox,  (z) :=
argmin,cga (ng(y) + 3lly — z||?) for n > 0. We propose Noisy Clipped Prozimal SGD (Al-
gorithm 8 in Appendix H) for PPL losses. The algorithm runs as follows. For ¢ € [T1]:
first draw a new batch B; (without replacement) of n/T samples from X; let VE? (w;) :=
MeanOraclel({V f%(w, %) }zeB,; 2 %), then update w41 = prox, p (wt - nt%Fto(wt)).
Finally, return the last iterate, wr. Thus, the algorithm is linear time. Furthermore:
Theorem 20 (Informal). Grant Assumption 1. Let F be u-PPL for 3-smooth F°, with
g < n/In(n). Then, there are parameters such that Algorithm 8 is %—zC’DP, and:
2k];2

L P/ ()

n

En

EF(wr) — F* < ; 72 (“%/u) 1n<n>>

Moreover, Algorithm 8 uses at most n gradient evaluations.
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The bound in Theorem 20 nearly matches the smooth strongly conver (hence PPL) lower
bound in Theorem 8 up to O((8/u)?*=2/2), and is attained without convexity.

To prove Theorem 20, we derive a convergence guarantee for proximal SGD with
generic biased, noisy stochastic gradients in terms of the bias and variance of the oracle
(see Proposition 46). We then apply this guarantee for MeanOraclel (Algorithm 1) with
carefully chosen stepsizes, clip threshold, and 7', using Lemma 6. Proposition 46 generalizes
(Ajalloeian and Stich, 2020, Theorem 6)-which covered the unconstrained classical PL
problem—to the proximal setting. However, the proof of Proposition 46 is very different from
the proof of (Ajalloeian and Stich, 2020, Theorem 6), since prox makes it hard to bound
excess risk without convexity when the stochastic gradients are biased/noisy. Instead, our
proof builds on the proof of (Lowy et al., 2023, Theorem 3.1), using techniques from the
analysis of objective perturbation (Chaudhuri et al., 2011; Kifer et al., 2012). See Appendix H
for details.

7. CONCLUDING REMARKS AND OPEN QUESTIONS

This paper was motivated by practical problems in which data contains outliers and poten-
tially heavy tails, causing the worst-case Lipschitz parameter of the loss over all data points
to be prohibitively large. In such cases, existing bounds for DP SO that scale with the
worst-case Lipschitz parameter become vacuous. Thus, we operated under the more relaxed
assumption of stochastic gradient distributions having bounded k-th moments. The k-th
moment bound can be much smaller than the worst-case Lipschitz parameter in practice.
For (strongly) convex loss functions, we established the optimal rates (up to logarithms) in
certain parameter regimes, but not in every parameter regime. Thus, a natural problem for
future work is to provide optimal risk bounds in all regimes. We believe that a promising
approach will be to build on our algorithm and techniques in Section 5.1 in order to replace
the 795 term by 7, in our upper bounds. We also initiated the study of non-convex DP SO
without uniform Lipschitz continuity, showing that the optimal strongly convex rates can
nearly be attained without convexity, via the proximal-PL condition. We leave the treatment
of general non-convex losses for future work.
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APPENDIX

APPENDIX A. ADDITIONAL DISCUSSION OF RELATED WORK

DP SCO Without Uniform Lipschitz Continuity: The study of DP SCO without
uniformly Lipschitz continuous loss functions was initiated by (Wang et al., 2020), who
provided upper bounds for smooth convex/strongly convex loss. The work of (Kamath
et al., 2022) provided lower bounds and improved, yet still suboptimal, upper bounds for
the convex case. Both of the works (Wang et al., 2020; Kamath et al., 2022) require f to
be s-smooth. It is also worth mentioning that (Wang et al., 2020; Kamath et al., 2022)
restricted attention to losses satisfying VF(w*) = 0 for w* € W, i.e. W is a compact set
containing the unconstrained optimum w* = argmin g+ F'(w) € W. By comparison, we
consider the more general constrained optimization problem ming ey F(w), where W need
not contain the global unconstrained optimum.

Here we provide a brief discussion of the techniques used in (Wang et al., 2020; Kamath
et al., 2022). The work of (Wang et al., 2020) used a full batch (clipped, noisy) gradient
descent based algorithm, building on the heavy-tailed mean estimator of (Holland, 2019).
They bounded the excess risk of their algorithm by using a uniform convergence (Vapnik,
1999) argument, resulting in a suboptimal dependence on the dimension d. The work
of (Kamath et al., 2022) used essentially the same approach as (Wang et al., 2020), but
obtained an improved rate with a more careful analysis.'” However, as discussed, the bound

in (Kamath et al., 2022) is O rD\/g when ¢ ~ 1, which is still suboptimal.'!

More recently, DP optimization with outliers was studied in special cases of sparse
learning (Hu et al., 2021), multi-arm bandits (Tao et al., 2021), and ¢;-norm linear regres-
sion (Wang and Xu, 2022).

DP ERM and DP GLMs without Uniform Lipschitz continuity: The work of (Asi
et al., 2021a) provides bounds for constrained DP ERM with arbitrary convex loss functions
using a Noisy Clipped SGD algorithm that is similar to our Algorithm 6, except that their
algorithm is multi-pass and ours is one-pass. In a concurrent work, (Das et al., 2022)
considered DP ERM in the unconstrained setting with convex and non-convex loss functions.
Their algorithm, noisy clipped SGD, is also similar to Algorithm 6 and the algorithm of (Asi
et al., 2021a). The results in (Das et al., 2022) are not directly comparable to (Asi et al.,
2021a) since (Das et al., 2022) consider the unconstrained setting while (Asi et al., 2021a)
consider the constrained setting, but the rates in (Asi et al., 2021a) are faster. (Das et al.,
2022) also analyzes the convergence of noisy clipped SGD with smooth non-convex loss
functions.

The works of (Song et al., 2021; Arora et al., 2022) consider generalized linear models
(GLMs), a particular subclass of convex loss functions and provide empirical and population
risk bounds for the unconstrained DP optimization problem. The unconstrained setting is
not comparable to the constrained setting that we consider here: in the unconstrained case,

1OAdditionaully, (Kamath et al., 2022, Theorem 5.2) provided a bound via noisy gradient descent with
the clipping mechanism of (Kamath et al., 2020), but this bound is inferior (in the practical privacy regime
€ &~ 1) to their bound in (Kamath et al., 2022, Theorem 5.4) that used the estimator of (Holland, 2019).

HThe bound in (Kamath et al., 2022, Theorem 5.4) for k = 2 is stated in the notation of Assumption 3
and thus has an extra factor of vd, compared to the bound written here. We write their bound in terms of
our Assumption 1, replacing their yxd term by rv/d.
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a dimension-independent upper bound is achievable, whereas our lower bounds (which apply
to GLMs) imply that a dependence on the dimension d is necessary in the constrained case.

Other works on gradient clipping: The gradient clipping technique (and adaptive
variants of it) has been studied empirically in works such as (Abadi et al., 2016; Chen
et al., 2020; Andrew et al., 2021), to name a few. The work of (Chen et al., 2020) shows
that gradient clipping can prevent SGD from converging, and describes the clipping bias
with a disparity measure between the gradient distribution and a geometrically symmetric
distribution.

Optimization with biased gradient oracles: The works (Ajalloeian and Stich, 2020;
Asi et al., 2021a) analyze SGD with biased gradient oracles. Our work provides a tighter
bound for smooth, strongly convex functions and analyzes accelerated SGD and proximal
SGD with biased gradient oracles.

DP SO with Uniformly Lipschitz loss functions: In the absence of outlier data, there
are a multitude of works studying uniformly Lipschitz DP SO, mostly in the convex/strongly
convex case. We do not attempt to provide a comprehensive list of these here, but will
name the most notable ones, which provide optimal or state-of-the-art utility guarantees.
The first suboptimal bounds for DP SCO were provided in (Bassily et al., 2014). The work
of (Bassily et al., 2019) established the optimal rate for non-strongly convex DP SCO, by
bounding the uniform stability of Noisy DP SGD (without clipping). The strongly convex
case was addressed by (Feldman et al., 2020a), who also provided optimal rates in linear
times for sufficiently smooth, convex losses. Since then, other works have provided faster
and simpler (optimal) algorithms for the non-smooth DP SCO problem (Bassily et al., 2020;
Asi et al., 2021b; Kulkarni et al., 2021; Bassily et al., 2021a) and considered DP SCO with
different geometries (Asi et al., 2021b; Bassily et al., 2021b). State-of-the-art rates for DP
SO with the proximal PL condition are due to (Lowy et al., 2023).

APPENDIX B. OTHER BOUNDED MOMENT CONDITIONS BESIDES ASSUMPTION 1

In this section, we give the alternate bounded moment assumption made in (Wang et al., 2020;
Kamath et al., 2022) and a third bounded moment condition, and discuss the relationships
between these assumptions. The notation presented here will be necessary in order to
state the sharper versions of our linear-time excess risk bounds and the asymptotically
optimal excess risk bounds under the coordinate-wise assumption of (Wang et al., 2020;
Kamath et al., 2022) (which our Algorithm 4 also attains). First, we introduce a relaxation
of Assumption 1:

Assumption 2. There exists k > 2 and r*) > 0 such that sup,,c,y E [IVf(w,z)|5] < k),
for all subgradients V f(w, x;) € Oy f(w, x;). Denote ry, := (r*))1/k,
Assumption 1 implies Assumption 2 for r < 7. Next, we precisely state the coordinate-wise

moment bound assumption that is used in (Wang et al., 2020; Kamath et al., 2022) for
differentiable f:

Assumption 3. (Used by (Wang et al., 2020; Kamath et al., 2022)'? , but
not in this work) There exists k > 2 and v, > 0 such that sup,ep E(V f(w,z) —

12The work of (Kamath et al., 2022) assumes that L < fy,i/k = 1. On the other hand, (Wang et al., 2020)
assumes that F is S-smooth and VF(w*) = 0 for some w* € W, which implies L < 28D.
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VF(w),e;)|F <k, for all j € [d], where e; denotes the j-th standard basis vector in RY.
Also, L £ sup, ey |[VE(w)]| < \/gfy,i/k.

Lemma 21 allows us compare our results in Section 4 obtained under Assumption 2 to
the results in (Wang et al., 2020; Kamath et al., 2022), which require Assumption 3.

1/k

Lemma 21. Suppose Assumption 3 holds. Then, Assumption 2 holds for r < 4\/ng

Proof. We use the following inequality, which can easily be verified inductively, using Cauchy-
Schwartz and Young’s inequalities: for any vectors u,v € R%, we have

Jal® < 2571 (Jlu = oll* + o) (B.1)

Therefore,

) &

= sup E||Vf(w,z)
weWw

< ok (sup E|[V f(w, ) — VF(w)|* + Lk)

wew
d k/2
=21 sup B |4 [(Vf(w,a) = VE(w), ¢/ +L*
weWw .
7j=1

d
< QL) + 2402 sup B | 5 S|V (w,w) ~ VR (), e)F]
weW :
7j=1

where we used convexity of the function ¢(y) = y*/2 for all y > 0,k > 2 and Jensen’s
inequality in the last inequality. Now using linearity of expectation and Assumption 3 gives
us

T(k) < ok (Llc + dk/27k> < 2k+1dk/2,yk’
since L*¥ < d*/2~; by hypothesis. ]

Remark 22. Since Assumption 2 is implied by Assumption 3, the upper bounds that we
obtain under Assumption 2 also hold (up to constants) if we grant Assumption 3 instead,
with T <> \/ﬁvi/k. In particular, the upper bounds stated in Appendiz F' also imply improved
upper bounds under Assumption 3. Also, in Appendix G.4, we will use Lemma 21 to show
that our non-smooth excess risk bounds under Assumption 1 imply similar excess risk bounds
under Assumption 3.

APPENDIX C. CORRECTING THE ERRORS IN THE STRONGLY CONVEX UPPER BOUNDS
CLAIMED IN (KAMATH ET AL., 2022; WANG ET AL., 2020)

While the ICML 2022 paper (Kamath et al., 2022, Theorem 5.6) claimed an upper bound
for smooth strongly convex losses that is tight up to a factor of (5(5?)—Where kf = B¢/p
is the uniform condition number of f(-,z) over all x € X—we identify an issue with their
proof that invalidates their result. A similar issue appears in the proof of (Wang et al., 2020,
Theorems 5 and 7), which (Kamath et al., 2022) built upon. We then show how to salvage a
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correct upper bound within the framework of (Kamath et al., 2022), albeit at the cost of an
additional factor of rs.'?

The proof of (Kamath et al., 2022, Theorem 5.6) relies on (Kamath et al., 2022, Theorem

3.2). The proof of (Kamath et al., 2022, Theorem 3.2), in turn, bounds E|wr — w*|| <

W\ﬂ in the notation of (Kdmath et al., 2022), where L is the smoothness parameter,

A is the strong convexity parameter (so L > )\), and M is the diameter of W. Then, it is

2
incorrectly deduced that E[||wr — w*||?] < (W#) (final line of the proof). Notice

that E[||wr — w*||?] can be much larger than (E||wr — w*||)? in general: for example, if
|lwr — w*|| has the Pareto distribution with shape parameter a € (1,2] and scale parameter

2
1, then (Efwr — w*[)? = (327) < E(Jwr - w*[?) = oo.

a—1
As a first attempt to correct this issue, one could use Young’s inequality to instead
bound

. 2)\L 2G?
Eflur - | <2 (1-

W) E[l|wr—1 — w*||*] + O+ L2

<[(-oie)] e G (- )]

but the geometric series above diverges to +o0o as T — oo, since 2 (1 - %) > 1 <~
(A—L)2>0.

Next, we show how to modify the proof of (Kamath et al., 2022, Theorem 5.6) in order
to obtain a correct excess risk upper bound of

5 (%" ([3)”2#)3_1_( d(ﬂf/u>3>(2“)”“ o

I en

(in our notation). This correction was derived in collaboration with the authors of (Kamath
et al., 2022), who have also updated the arXiv version of their paper accordingly. By waiting
until the very of the proof of (Kamath et al., 2022, Theorem 3.2) to take expectation, we
can derive

: AL o IS F ) = VPO
_ < _ = _ .
e =0l < (1= 3 e ) s = 'l + S (©2)

for all ¢, where we use their L = 3; and A = p notation but our notation F' and VF for the
population loss and its biased noisy gradient estimate (instead of their Lp notation). By
iterating Eq. (C.2), we can get

oAl \7©
|wr —w*[| < | 1= 5] [wo—w"|
(A +L)?

+Z< A?LL) >t

Squaring both sides and using Cauchy-Schwartz, we get

IVE(wp—y) — VF(wr—)||
A+ L

13The corrected result of (Kamath et al., 2022), derived here, is also included in the latest arXiv version
of their paper. We communicated with the authors of (Kamath et al., 2022) to obtain this correct version.
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AL \* .
) T

—wtP<2(1- 2

T-1 2t
2\L
T 1-—
T < O+ L)2>

Using L-smoothness of F' and the assumption made in (Kamath et al., 2022) that
VF(w*) =0, and then taking expectation yields

I F(wr_y) — VF(wT_oH] i
A+ L '

—%TG2£, (C.3)

AL\
A

where G? > E [H%F(wT,t) - VF(wT,t)Hﬂ for all ¢t. It is necessary and sufficient to choose

T = Q(L/)) to make the first term in the right-hand side of Eq. (C.3) less than the second
term (up to logarithms). With this choice of T', we get

EF(wr) — F* = O (G*k%), (C.4)

where Ky = L/A. Next, we apply the bound on G? for the MeanOracle that is used
in (Kamath et al., 2022); this bound is stated in the version of (Kamath et al., 2022, Lemma
B.5) that appears in the updated (November 1, 2022) arXiv version of their paper. The

_ (2k—2)/k
bound (for general v;) is G2 = O <V,3/k [7;;[ +d (@) }) Plugging this bound
on G? into Eq. (C.4) yields Eq. (C.1).

APPENDIX D. MORE DIFFERENTIAL PRIVACY PRELIMINARIES

We collect some basic facts about DP algorithms that will be useful in the proofs of our
results. Our algorithms use the Gaussian mechanism to achieve zCDP:

Proposition 23. (Bun and Steinke, 2016, Proposition 1.6) Let q : X™ — R be a query
with ly-sensitivity A = supx.x [|¢(X) — ¢(X")||. Then the Gaussian mechanism, defined

by M : X" — B, M(X) i= q(X) +u for u~ N(0,0%), is p-2CDP if 0* > 42,

The (adaptive) composition of zCDP algorithms is zCDP, with privacy parameters
adding:

Lemma 24. (Bun and Steinke, 2016, Lemma 2.3) Suppose A : X™ — Y satisfies p-zCDP
and A" : X" x Y — Z satisfies p'-2zCDP (as a function of its first argument). Define the
composition of A and A, A" : X" — Z by A"(X) = A (X, A(X)). Then A" satisfies
(p+ p')-2CDP. In particular, the composition of T p-zCDP mechanisms is a Tp-zCDP
mechanism.

The definitions of DP and zCDP given above do not dictate how the algorithm A
operates. In particular, they allow A to send sensitive data to a third party curator/analyst,
who can then add noise to the data. However, in certain practical applications (e.g. federated
learning (Kairouz et al., 2019)), there is no third party that can be trusted to handle sensitive
user data. On the other hand, it is often more realistic to have a secure shuffler (a.k.a.
mixnet): in each iteration of the algorithm, the shuffler receives encrypted noisy reports
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(e.g. noisy stochastic gradients) from each user and applies a uniformly random permutation
to the n reports, thereby anonymizing them (and amplifying privacy) (?Cheu et al., 2019;
Erlingsson et al., 2020; Feldman et al., 2020b). An algorithm is shuffle private if all of these
“shuffled” reports are DP:

Definition 25. (Shuffle Differential Privacy (? Cheu et al., 2019)) A randomized algorithm is
(€,9)-shuffle DP (SDP) if the collection of reports output by the shuffler satisfies Definition 1.

APPENDIX E. DETAILS AND PROOFS FOR SECTION 3: LOWER BOUNDS

In this section, we prove the lower bounds stated in Section 3, and also provide tight lower
bounds under Assumptions 2 and 3.

Theorem 26 (Precise Statement of Theorem 7). Let k > 2, D,~;,,7®) 7% > 0, Br >0,
d > 40,n > 7202, and p < d. Then, for any p-zCDP algorithm A, there exist W, X C R?
such that |w — w'|| < 2D for all w,w' € W, a B¢-smooth, linear, convexr (in w) loss
W x X — R, and distributions D and D' on X such that:

1. Assumption 1 holds and if X' ~ D", then

k—1
EF(AX)) - F*=Q D | 22 +Fmin{ 1, | 2= E.1
(Ax) i 7(¢;m (E1)
2. Assumption 2 holds and if X' ~ D'", then
k=1
N T2 : Vd *
EF(AX")-F*=Q | D \/ﬁ—krkmln 1, (ﬁn) (E.2)

3. Assumption 3 holds and if X ~ D", then

k—1
k
EF(AX)) - F =0 (D ,Y;/z\/zﬂ;/k\/&mm 1, (ﬁ)

Proof. We will prove part 3 first.
3. We begin by proving the result for v = D = 1. In this case, it is proved in (Kamath
et al., 2022) that

k-1

Y= min ﬁ N
EF(AX)) - F*=Q(Vd 1,(\/@1)

for f(w,z) = —(w,z) with W = B$(0,1) and X = {£1}9, and a distribution satisfying
Assumption 3 with v, = 1. Then f(-,x) is linear, convex, and [y-smooth for all 5y > 0. We
prove the first (non-private) term in the lower bound. By the Gilbert-Varshamov bound
(see e.g. (Acharya et al., 2021, Lemma 6)) and the assumption d > 40, there exists a set
Y C {£1} with [V| > 2420, diap (v,') > & for all v,/ € V, v # V. For v € V, define the
product distribution Q, = (Q,,, - - Qu,), where for all j € [d],

146,
1 with probability +2 2
QV] =

1-6,.
—1 with probability —-
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for §,, € (0,1) to be chosen later. Then EQ,, := p,; = d,; and for any w € W, x ~ Q,,, we
have

E[(Vf(w,x) — VF(w),e;)|* = E[{(—z + Ex, e;)|* (E.3)
= Elz; — o, |* (E4)
< E|z;|* (E.5)
<1 (E.6)

for 9,, € (0,1). Thus, our unscaled hard instance/distribution for the non-private lower
bound term (which will be chosen from among @,, v € V) has k-th moment bounded by 1 for

any k € [2 oc]. Now, let p := \/d/n and 6, := Zj? Note that EQ, := p, = % and w, =

m o7 Also, llpw|] = p :=||p]| for all v € V. Now, denoting Fg, (w) := E,q, f(w, ),
we have for any w € W (possibly depending on X ~ Q') that
e | Fo,(w) — min Fo, ()] =max® | (20) ~ o) (6D
= max B {||ul] — (w, u)] (E.8)
= maxE ([|ull[1 — (w, wy)]) (E.9)
1 2
> - - .
> magcE |3l o = w2 (B.10)

since ||w|),|jwy| < 1. Further, denoting w := argmin,,cy, |w, — w||, we have || — w,||* <
4||w,, — w||? for all v € V (via Young’s inequality). Hence

E|F — Fo, (w')| > el o B =, 2. E.11
maxE | Fo, (w) — min Fo, (w )} > 75 maxEl|d — wy| (E.11)
Now we apply Fano’s method (see e.g. (Yu, 1997, Lemma 3)) to lower bound max, ¢y E|jw—

wy||?. For all v # v/, we have ||w, —w,/||?> > HVH 1‘/‘2“ > 1 since dgam (v, V) > § and v € {£1}4
/H2

implies | — /|| > ¢ and ||v||> = d. Also, a straightforward computation shows that for
any j € [d] and v,/ € V,

1+ Vd Vd
Vd tp
1+ D
< log <1 ‘{f) (E.13)
- Vd
3p
<P E.14
< (B.14)
for our choice of p, provided 2 = L € (0, 1), which holds if n > 4. Hence by the chain
Vd — Vn 2

rule for KL-divergence,

d
Drr(Q,|Qu) < 3pVd = 3%
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for all v,/ € V. Thus, for any w € W, Fano’s method yields

1 (1 - 3p\/8+log(2)) 1 (1 607 - 2010g(2)>

Ellw — w,|? > = -
maxElw —w.|" 2 5 (d/20) 2 d

which is (1) for d > 40 > 20log(2) and n > 7202. Combining this with Eq. (E.11) and
plugging in ||u| = \/% shows that

EFg, (A(X)) - F,, =Q <\/z>

for some v € V (for any algorithm A), where X ~ Q.
Next, we scale our hard instance. For the non-private lower bound just proved, we

scale the distribution Q, — Q, = Vk/kQ,,, which is Supported on X = {ivl/k}d
its mean by EQ, =, = fyk/ ty- Also we scale W — W =DW = B$(0, D). So our final

(linear, convex, smooth) hard instance for the non-private lower bound is f : Wx X — R,

f(@,%) = —(@, %), F(@) :=E;_g, f(@,%). Denote F(w) := Eyq, f(w, z). Note that
E[(Vf(@,%) — VF(@),e;)|* = E(~F + EZ, ;) |*

. Denote

~B[F; - 7i,
=By (@ — o, )F < e
Further, we have w* := argmin,cy F(w) = ”Z—Z” and w* := argmin__;5 F(@) = Duw*.
Therefore, for any w € W, w = Dw € W, we have
F(@) — F(5") = —(@,Jin) + (@ i) (E.15)
= (D(w* —w), 7 ) (E.16)
= D,/ [F(w) - F(w")]. (E.17)
Thus,
EF(A(X)) - F* = /" DIEF(A(X)) - F*] > Q ( )*D Z) ,

by applying the non-private lower bound for the case D = 75 = 1 (i.e. for the unscaled F')
and using monotonicity of moments. A similar scaling argument applied to the unscaled
private lower bound instance of Kamath et al. (2022) completes the proof of part 3 of the
theorem.

1. We will use nearly the same unscaled hard instances used to prove the private and
non-private terms of the lower bound in part 3, but the scahng will differ. Starting with the
non-private term, we scale the distribution @, — Ql, = QV and X — X = \T}X Also,

scale W — W = DW = B4(0, D). Let f(w,%) := —(w, :B), which satisfies all the hypotheses
of the theorem. Also,

E. =~ |sup||Vf(w,2z k] = <Tk) E,o.|lz]* < (Tk> dF2 — #k)
INQy[wpn 1@ = (15) Ewmaulell < (T
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Now @* = Dw* as before and letting F(-) := E- o f(-,x), we have

xre~
~ ~ D

F(@) - F@) = -0

for any w = Dw. Thus, applying the unscaled non-private lower bound established above

yields the desired lower bound of (?275

[F(w) = F7]

on the non-private excess risk of our scaled
instance.

Next, we turn to the scaled private lower bound. The unscaled hard distribution @,
given by

v

O - 0 with probability 1 — p
p~Yku  with probability p

(with the same linear f and same W) provides the unscaled lower bound

* = min ﬁ N
EF(AX))—-F*=Q|Vd 1,<\/fm> :

by the proof of (Kamath et al., 2022, Theorem 6.4). We scale Q', — Q/, = %Qﬁ,, X5 X =

%X, and W — W = DW. Then for any w € W,

k—1

~ \ k
E~ -~ su V 67% k:| = <rk> ]EQCN 1| k: 71/]{” k :?/(k)
v [ V1@ DN = () Banr ol = ol 1
Moreover, excess risk scales by a factor of ?\’“/g . Thus, applying the unscaled lower bound

completes the proof of part 1.

2. We use an identical construction to that used above in part 1 except that the
scaling factor 7, gets replaced by 7. It is easy to see that E [sup,epy |V f(w,2)|*] =
sup,ew E [V f(w, 2)||¥] for our construction, hence the result follows. []

Remark 27. The main differences in our proof of part 8 of Theorem 7 from the proof of
(Kamath et al., 2022, Theorem 6.4) (for vy = D = 1) are: 1) we construct a Bernoulli
product distribution (built on (Duchi, 2021, Example 7.7)) instead of a Gaussian, which
establishes a lower bound that holds for all k > 2 instead of just k = O(1); and 2) we choose
a different parameter value (larger p in the notation of the proof) in our application of Fano’s
method, which results in a tighter lower bound: the term min{l, \/d/n} in (Kamath et al.,
2022, Theorem 6.4) gets replaced with \/d/n.** Also, there exist parameter settings for which
our lower bound is indeed strictly greater than the lower bound in (Kamath et al., 2022,
Theorem 6.4): for instance, if d >n > d/p and k — oo, then our lower bound simplifies to

Q(\/%) On the other hand, the lower bound in (Kamath et al., 2022, Theorem 6.4) breaks

as k — oo (since the k-th moment of their Gaussian goes to infinity); however, even if were
extended to k — oo (e.g. by replacing their Gaussian with our Bernoulli distribution), then
the resulting lower bound Q(1 + ﬁ) would still be smaller than the one we prove above.™

MNote that (Kamath et al., 2022, Theorem 6.4) writes \/cl/7 for the first term. However, the proof (see
Equation 16 in their paper) only establishes the bound min{1, \/d/n}.

15By Lemma 21, lower bounds under Assumption 3 imply lower bounds under Assumption 2 with ”y;/k
replaced by r/ Vd. Nevertheless, we provide direct proofs under both assumptions for additional clarity.
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Theorem 28 (Precise Statement of Theorem 8). Let k > 2, pu, vk, 7k, 7% > 0, n € N, d > 40,
and p < d. Then, for any p-2zCDP algorithm A, there exist convex, compact sets W, X C R?
of diameter D, a p-smooth, p-strongly convez (in w) loss f: W x X — R, and distributions
D and D' on X such that: ~

1. Assumption 1 holds with D = %’“, and if X' ~ D', then

~2 d k
"2 4\ 2min{1, <f>
n Vpn

2. Assumption 2 holds with D ~ %, and if X' ~ D', then

N _ ¥ 1 é 2. \/& El
EF(A(X") — F*=Q n—{—rkmln 1, —\/ﬁn

/k\/g

1
3. Assumption 3 holds, D ~ %“T, and if X ~ D", then

2k—2

2/k K
d d
7271 + ’yz/kdmin 1, ( vd )

EF(A(X)) - F*=Q 2 = N

Proof. We will prove part 3 first. 3. We first consider vy = ¢ = 1 and then scale our hard
instance. For f(w,z) := |jw — z|?, (Kamath et al., 2022) construct a convex/compact
domain W x X € R? x R? and distribution D on & such that

Y= min ﬁ -
EF(AX)) - F*=Q [ d 1,(\/@1)

for any k and any p-zCDP algorithm A : X" — W if X ~ D".!0 So, it remains to a) prove
the first term (d/n) in the lower bound, and then b) show that the scaled instance satisfies
the exact hypotheses in the theorem and has excess loss that scales by a factor of ’713/ k /1.

We start with task a). Observe that for f defined above and any distribution D such that
ED € W, we have

==

1
EF(A(X)) - F* = SEIAX) - ED|? (E.18)
(see (Kamath et al., 2022, Lemma 6.2)), and
E|(Vf(w,x) = VF(w),e;)|" = E|{z — Ex,¢;)[".

Thus, it suffices to prove that E|A(X)—ED||? 2 ¢ for some D such that E[(z —Ez, e;)|* < 1.
This is a known result for products of Bernoulli distributions; nevertheless, we provide a
detailed proof below. First consider the case d = 1. Then the proof follows along the lines
of (Duchi, 2021, Example 7.7). Define the following pair of distributions on {£1}:

P 1 with probability
07 )21 with probability

N[ N[

161y fact, W and X can be chosen to be Euclidean balls of radius v/dp~'/* for p defined in the proof of
(Kamath et al., 2022, Lemma 6.3), which ensures that ED € W = X.
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and

—1 with probability 1—55

for 6 € (0,1) to be chosen later. Notice that if X is a random variable with distribution P,
(v €{0,1}), then E|X —u|* <E|X|* < 1. Also, EP, = év for v € {0,1} and [EP, —EPRy| = §
(i.e. the two distributions are §-separated with respect to the metric p(a,b) = |a — b|). Then
by Le Cam’s method (see e.g. (Duchi, 2021, Eq. 7.33) and take ®(-) = (-)?),
2
max Ex.pp|A(X)—EP,[> > o [1—||Py — Plrv]-
ve{0,1} 8

P = {1 with probability 1—35

Now, by Pinsker’s inequality and the chain rule for KL-divergence, we have
1 n n 1
175 = Pl < 5 Di (BRI = 5 Dau(RilA) = G hox (1= 55)-

Choosing 0 = \/% < % implies || Pg — Pp||3y, < nd? = 3. Hence there exists a distribution
D € {P,, P} on R such that

B o | ACX)—EDE > O {1_1] > b
XD 8 V2| T 64n
For general d > 1, we take the product distribution D := D% on X = {£1}% and choose
W = B(0,V/d) to ensure ED € W (so that Eq. (E.18) holds). Clearly, E[(D —ED,e;)|* < 1
for all j € [d]. Further, the mean squared error of any algorithm for estimating the mean of
D is
d

Ex~pn [A(X) ~ ED|[* = ZE\A —EDP 2 L,

(E.19)
by applying the d = 1 result to each coordlnate.

Next, we move to task b). For this, we re-scale each of our hard distributions (non-private
given above, and private given in the proof of (Kamath et al., 2022 Lemma 6.3) and below

1/k
in our proof of part 2 of the theorem-see Eq. (E.23)): D D D, X — 7’“ X =4,
1/k

W — 7’“TVV = W and f WXX = uf = ]?: W x X. Then f(,:f) is ,u—strongly convex
and p-smooth for all 7 € X' and

E(Vf(@,7) — VE(@),¢;)|" = u*E|(T — ET, ¢;)["

71/k
k x—Ex, e;
NEa pa—

= 1E|(z — Ex, e;)|F < v

k

forany j € [d], x ~ D, T ~ D, @€ W. Thus, the scaled hard instance is in the required class
of functions/distributions. Further, denote F(w) = Ef(w,x), w* := argmin_ _;; F'(w) =
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~ 1/k 1/k
ED = 7’“TIED. Then, for any w € W, w := 7’“Tw, we have:

F(@) - F(*) = SE [|@ - 3 - & - 3 (E.20)
£ (”’3%) E[[lw—z|? - u* - 2|?] (E.21)
2\ p?
2/k
- %[F(w) — F(w")]. (E.22)

1/k
In particular, for w:= A(X) and w := 'Y’“TA(X), we get
AR -
Fl2ax)|-F
w
1/k

- . _ 1/k
for any algorithm A : X" — W. Writing A(X) := 7’CT.A(X) and X := ’Y’“TX for X € A",
we conclude

2/k

E 4 x~pr = 7’CTIEA,XMW [F(A(X)) — F7]

2/k
~ ’Vk/

B 5o [F (AX)) = F*] = B [F(AX) - ]

for any A X" W, Therefore, an application of the unscaled lower bound
2k-2

vd "
ny/p ’

which follows by combining part 3a) above with (Kamath et al., 2022, Lemma 6.3), completes
the proof of part 3.

Eax~pn [F(AX)) — F*] =Q % +dmin<| 1, (

1. We begin by proving the first (non-private) term in the lower bound: For our unscaled hard
instance, we will take the same distribution D = PZ (for some v € {0,1}) on X = {£1}¢
and quadratic f described above in part la with W := B$(0,+/d). The choice of W ensures
ED € W so that Eq. (E.18) holds. Further,

E {sup HVf(w,xM _E [sup o xnk] < E[l3]] < (9d)*"”.
wew weW

Thus,Nifwe scale f — f=pf, W— W= M"’j@w, X5 X = M%X and D — D = H%D,

then f(-,Z) is p-strongly convex and u-smooth, and

~ k
= | o7 | -2
weW

1 k
~ o~k k~(k) > [ \V4 k < ~(k)
sup ||{w — & =pur —— E sup ] w,xr r .
aew” H ] < /*9 I v H ( )”

Moreover, if (3;%) A= A:X" - W is any algorithm and X ~ D", then by Eq. (E.19)

and Eq. (E.18), we have
Tk

1V9d

EF(A(X)) - F* = LBJA(X) - ED)? = & (

? A 2 %%
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Next, we prove the second (private) term in the lower bound. Let f be as defined above.
For our unscaled hard distribution, we follow (Barber and Duchi, 2014; Kamath et al., 2022)
and define a family of distributions {@Q,},cy on R?, where V C {#1}? will be defined later.
For any given v € V, we define the distribution @), as follows: X, ~ @, iff
{0 with probability 1 — p
X, =

(E.23)

p~Y*y  with probability p

where p := min (1, n—@). Now, we select a set V C {£1}% such that |V| > 2%20 and

dgam (v, V") > g for all v,/ € V,v # v/: such V exists by standard Gilbert-Varshamov
bound (see e.g. (Acharya et al., 2021, Lemma 6)). For any v € V, if z ~ @, and
w €W := B0, vVdp~'/), then

E [sup IIVf(w,x)II’“] _E [sup Hw—xuﬂ
weW weW

< E[l|22]*] = 2 (pllp~/Fu|*) = 28|lv||* = 2~dk/2,
Note also that our choice of W and p < 1 ensures that E[Q,] € W. Moreover, as in the

proof of (Kamath et al., 2022, Lemma 6.3), zCDP Fano’s inequality (see Kamath et al.,
2022, Theorem 1.4) implies that for any p-zCDP algorithm A,

2k—2
vd '\ "
sup Exon Al AX) —EQ,|? =Q [ dmin{ 1, | —— E.24
VGVXQV”() | N (E.24)
Thus,
f 2kk—2
d
ExograF(A(X)) — F*=Q | dmin{ 1, [ ——
Qp AF(A(X)) (nﬁ)

for some v € V, by Eq. (E.18). Now we scale our hard instance: f — fv: wf, W— W=

255/&1/\/, X — X = 2:5/&/\,’ and D - D = 2;5/317. Then f(-,7) is p-strongly convex and

p-smooth, and

~ k
E | sup Vi@ D}| = E | sup |&— 5| = ( i ) E [sup IIVf(w,x)II’“] < 7).
TeW TeWw 2uN/d wew
Moreover, if <25§/&) A=A: X" 5 Wis any p-zCDP algorithm and X ~ D", then

EF(A(X)) - F* = gEM()?) - ED|”

% Tk 2 2
-5 (527) B4 -ED|

~9 Tk
> "k Q|dmin< 1, ﬁ ,
16ud n./p

by Eq. (E.24).
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2. We use an identical construction to that used above in part 1 except that the
scaling factor 7, gets replaced by rg. It is easy to see that E [sup,epy |V f(w,z)|*] ~
supyew E [[|Vf(w, 2)||¥] for our construction, and the lower bound in part 2 follows just as
it did in part 1. This completes the proof. ]

Remark 29. Note that the lower bound proofs construct bounded (hence subexponential)
distributions and uniformly L;-Lipschitz, Br-smooth losses that easily satisfy the conditions
in all of our upper bound theorems, including those in Appendix G.4.

APPENDIX F. DETAILS AND PROOFS FOR SECTION 4: LINEAR TIME ALGORITHMS FOR
SMOOTH (STRONGLY) CONVEX LOSSES

F.1. Noisy Clipped Accelerated SGD for Smooth Convex Losses (Section 4.1).
We first present Algorithm 5, which is a generalized version of Algorithm 2 that allows for
any MeanOracle. This will be useful for our analysis. Proposition 30 provides excess risk

Algorithm 5: Generic Framework for DP Accelerated Stochastic Approximation

(AC-SA)

1: Input: Data X € A", iteration number T < n, stepsize parameters
{ne}eermys {ateerr) with ap = 1,04 € (0,1) V¢ > 2, DP MeanOracle.

2: Initialize wg? = wy € W and ¢ = 1.

3: for t € [T] do

4w = (1 — ap)w? | + apwp—1.

5. Draw new batch B; (without replacement) of n/T samples from X.
6:  VEF,(wm) :=MeanOracle({V f(w/"?, z)}ren,; % %)

7. wg = argming )y {aﬂ%Ft(w?d),w) + Lllwe—y — w||2} .

8wy = oqwy + (1 — a)wy?y.

9: end for
10: Output: wy’.

guarantees for Algorithm 5 in terms of the bias and variance of the MeanOracle.

Proposition 30. Consider Algorithm 5 run with a MeanOracle satisfying eFt(w%"d) =
VE(wi) + by + Ni, where ||b]| < B (with probability 1), EN; = 0, E||N;||? < £2 for all
t € [T —1], and {N;}_, are independent. Assume that F : W — R is convex and B-smooth,
F(wg) — F* < A, and |lwg — w*|| < D. Suppose parameters are chosen in Algorithm 5 so
that for all t € [T), n, > Ba? and ny /v = m/y1, where

1, t=1
= (1 — Oét)’}/t, t Z 2.
Then,

D? d 207(3%+ B?)  «
EF(w¥) — F* < T2 [t+tBD .
wr) -2 " ; (e —Bag)



36 A.LOWY AND M.RAZAVIYAYN

In particular, choosing o = t_%l and 1y = t(anl), vVt > 1, where n > 28 implies
4nD? 4(22 4+ B%)(T +2)
EF(w) — F* <
(wr') =T(T+1) 3n
fo, v

+ BD.

Further, setting 7 = max implies

D?  D(S+ B)
ag s B
Proof. We begin by extending (Ghadimi and Lan, 2012, Proposition 4) to biased/noisy

stochastic gradients. Fix any w1, w;?; € W. By (Ghadimi and Lan, 2012, Lemma 3), we
have

+ BD. (F.1)

Flwy?) < (1= a)F(wi?y) + a[F(z) + (VF(2), w = 2)] + gllw?g —2%  (F2)
for any z € W. Denote

o || Ny + by|?
Ti(w) = (Nt + by, w — we—1) + W
(2 t
and d; := w? — w = oy(w; — wy—1). Then using Eq. (F.2) with z = w}*?, we have

F(wy?) < (1= a))F(wy?y) + oa[F(wi) + (VE(w), w — wi)] + glldtH2
= (1 — a) F(w}?y) + ag[F(wi") + (VEF(w), we — w}"))

N — 50%2
204?

by the expression for d;. Now we apply (Ghadimi and Lan, 2012, Lemma 2) with p(u) =

+ 5l — ] e (F3)

[(VE,(wm u)], py =0, pg =n, & = w™, and § = we_; to obtain (conditional on all
randomness) for any w € W:

[ F () + (T B, w, — wf )]+ Py —
< @u[F(wp) + (VF(w] ), w — wj)
@ Ny + by = ) + L ffwis = w]? = Tl = w]®
Next, we combine the above inequality with Eq. (F.3) to get
F(wy?) < (1= a)F(wp?y) + ao[F(wi®) + (VF(w), w — wi™)]

e ﬁa?

3 ||dt||2 + o (Ny + by, w — wy), (F.4)
20

+ 2 [l = wl? = flw — w]?] +

~~

Ut
for all w € W. By Cauchy-Schwartz, we can bound
n: — Bag
207

Ur < — Idel|* + 1| Ve + belllldel| + cve (Ne + by, w — wy—1)
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where the last inequality follows from maximizing the concave quadratic function q(||d:||) :=
[m Bat} lde||? + || Ny + be]|||d¢ || with respect to ||d¢||. Plugging the bound Eq. (F.5) back

into Eq. (F.4) shows that
F(uw?) < (1 — o) F(wy?y) + ao[F(wi™) + (VF(w), w — wi™)] (F.6)

+2 [Ilwt 1= wl* = fJwg = w]*] + Te(w).

Then it can be shown (See (Ghadimi and Lan, 2012, Proposition 5)) that the assumptions
on 7; and «; imply that

wz[ (£l ) + (VE (i), w - wy” )] ijnwtl—wn%nwt—wn?]

(F.7)
T
Ti(w
+yr ) ( (F.8)
—_
for any w € W and any T > 1. Now,
T g . 1
-t 0T
by definition. Hence by convexity of F,
" la
3 [Vf (F(w;”d) + (VF(wld), w — w;nd>)] < F(w), Yw € W.
t
t=1
Also, since v /ny = v1/m for all t > 1, we have
1
VTZ {1 =l = o= 0] = 25 (o = ] = oz = ) < 315 o = v
since y; = 1. Substituting the above bounds into Eq. (F.7), we get
T
1 Ti(w
F(wy?) — F(w) < an1§||w0 —w||? + ’yTZ ig ), Yw e W. (F.9)
t
t=1
Now, setting w = w* and taking expectatlon yields
D? EY; (w*
E[F(wp’) — F*] < 7%7721 + ’YTZ fy(w ) (F.10)
t=1 t
r 2(y2 2
7T7]1 205 (X° + B?)
< z_: |: (OétE bt,w — W— 1> + ——501% (F].l)
T
202(X? + B2
< 'mi Z [ (atBD OW)] , (F.12)
—1 Tt m— ﬁat

where we used conditional 1ndependence of Ny and w* — wy_1 given wy_1, Young’s inequality,
Cauchy-Schwartz, and the definitions of B? and X2. This establishes the first claim of the
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theorem. The second and third claims are simple corollaries, which can be verified as in
(Ghadimi and Lan, 2012, Proposition 7) and the ensuing discussion. ]

Theorem 31 (Complete Version of Theorem 9). Grant Assumption 2. Let € > 0 and assume
F is convex and B-smooth. Then, there are algorithmic parameters such that Algorithm 2 is
%-zCDP. Further, if

2%/ (5k—1) (2k—2)/(5k—1)
n > T := | min <6D> <5n> , 5—Dn1/4 ,
- Tk Vd Tk

then,

k—1 4(k—1) k—1
e 1/4 Bh—1 kol e
EF(wy)—F* < 7;2/134- riD (f) + min ((’iD> ﬁ) 7<6D> " (ﬂ)
k EN TL en

Proof. Privacy: Choose 02 = 45217;2‘ First, the collection of all VFt( md) t e [T] is
%—ZCDP: since the batches of data drawn in each iteration are disjoint, it suffices (by parallel
composition (McSherry, 2009)) to show that VF,(w™?) is %—ZCDP for all t. Now, the ¢5 sensi-

tivity of each clipped gradient update is bounded by A = sup,, x . x- H% > wen, Uo(Vf(w,z))—

Zm’eB,’t Hc(vf(w7x/))” = Supw,z,x’ H%Hc(Vf(w,x)) - Hc(Vf(w, SC/))” < QCTT Thus,
VE,(wd) is %—ZCDP by Proposition 23. Second, the iterates w;? are deterministic functions

of 6Ft(w;”d), so the post-processing property of differential privacy (Dwork and Roth, 2014;

Bun and Steinke, 2016) ensures that Algorithm 2 is %—ZCDP.
Excess risk: Consider round ¢ € [T] of Algorithm 2, where Algorithm 1 is run on input

data {V f(ws,zt)}, "/T Denote the bias of Algorithm 1 by b; := EV Fy(w;) — VF(w;), where
VFE,(w) = ¥ in the notation of Algorithm 1. Also let VE(w) = fi (in the notation of
Lemma 6) and denote the noise by Ny = VFy(wy) — VF(wy) — by = VF(wy) — EVF(wy).

Then we have B := supycry [|0e] < % and X2 := SUPye7] E[||N¢||?] < do? + ﬂ S
dC?T?

o+ T(Q)T , by Lemma 6. Plugging these estimates for B and %2 into Proposition 30 and
setting C' = r (%)I/k, we get

. D? D(£+B

EF(w§) — F*gﬂTQ + (\/T )—I—BD
5D2+CD\/dT rQD r® D
T2 en vn o

S

pD? T2
NW"FD T (

(k=1)/k
7t (ﬂ) ] and we get the result
upon plugging in 7. []

(F.13)

Now, our choice of T implies that 22~ < D [
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Algorithm 6: Noisy Clipped SGD for Heavy-Tailed DP SCO

: Input: Data X € X", T < n, stepsizes {n;:}1_, averaging weights {¢;}]_,, wo € W.
: fort €{0,1,--- ,T} do

Draw new batch B; (without replacement) of n/7T" samples from X.
2

6Ft(wt) := MeanOraclel({V f(w, T)}zeB,; 71 %)

w1 = Ihy (wy — ntﬁFt(wt)}
end for
: OQutput: Wy := %T ZE:O Ctwyy1, where Zp = Z?:O ;.

N e s e

F.2. Noisy Clipped SGD for Strongly Convex Losses (Section 4.2). We begin by
presenting the pseudocode for our noisy clipped SGD in Algorithm 6.

Algorithm 7 is a generalized version of Algorithm 6 that allows for any MeanOracle and
will be useful in our analysis. In Proposition 32, we provide the convergence guarantees

Algorithm 7: Generic Noisy Clipped SGD Framework for Heavy-Tailed SCO

: Input: Data X € X", T < n, MeanOracle, stepsizes {m;}L ,
averaging weights {¢;}7,.

. Initialize wg € W.

: fort€{0,1,---,T} do

Draw new batch B; (without replacement) of n/T samples from X.
2

6Ft(wt) := MeanOracle({V f(ws, *) }reB,; #: 5 )

w1 =y (we — ntﬁFt(wt)}
end for
: Output: Wy := %T ZtT:() Ctwir1, where Zp = ZtT:() .

—_

I R A

for Algorithm 7 in terms of the bias and variance of the MeanOracle.

Proposition 32. Let F': W — R be p-strongly convex and B-smooth with condition number
K = g Let wyyq := yy[wy — ntﬁFt(wt)], where %Ft(wt) = VF(w¢) 4+ by + Ny, such that
the bias and noise (which can depend on w; and the samples drawn) satisfy ||bi]] < B
(with probability 1), EN; = 0, E|N¢||> < %2 for all t € [T — 1], and that {N;}1_, are
independent. Then, there exist stepsizes {n:}1_, and weights {(;}1 such that the average

. ~ 1 T .
iterate w = m tho w1 satisfies

~ T 72%%2  2B?
EF (@) — F* < 328D exp (_414) Tt

Proof. Define g(w;) = _%(wt+1 — wy). Then

Elfwis1 — w*||? = Efwy — mg(we) — w*|?
= Ellwe — w*|[* — 2mE{g(w), w — w*) + nE|lg(we)|*. (F.14)
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Now, conditional on all randomness, we use smoothness and strong convexity to write:
F(wis1) — F(w") = F(wig) — F(we) + Fwe) — F(w”)

< (F(we), ween — we) + g”le — wyl|* + (VF(wy), wy — w*) — g”wt —w*||?

_ _ 2
= (VF(wy), w41 — w*) + (VF(wy) — VE(wy), wee1 — w™) + ﬁ%”ﬂ(wt)Hz

= Gllw, — w0

. 2
< g0 wesr —w*) + (V) — VFun), wesn — )+ 2 gl
— Sllwe — o

Bn?

= (g(wy), w1 — we) + (g(wy), wy — w*) — (b + Ny, wep1 — w™) + 5

lg(we)]?

_B %2
S

2
= gt w0} = 0 Ny =)+ (8 = ) N P = s =

where we used the fact that (ITyy(y) — x, Iy (y) —y) < 0 for all z € W,y € R? (c.f. (Bubeck,
2015, Lemma 3.1)) to obtain the last inequality. Thus,

—2nE(g(we), wy —w*) < =2 E[F (wig1) — F7]

+ 2 | — (bt + Ny, wpr — w™) + o T llg(w) —§Hwt—w 7] -
Combining the above inequality with Eq. (F.14), we get

Ellwis1 — w*||* < (1 — pne)Eljwy — w*||* — 20 E[F (wy41) — F*] — 20 E(by + Ny, wegq — w*)

ﬁgﬁ 2
20 (152~ ) Bl (F.15)
Next, consider
|E(bs + Ni, w1 — w*)| < [E(by + Ni, wipr — we)| + [E(by + Ny, wy — w™)|
= ‘E<bt + Nt, W41 — ’wt>‘ + “E<bt, Wt — w*)]

B2 M *1(12
S |E<bt + Ntawt+1 — wt>| + 7 + ZEHwt —w ||
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by independence of Ny (which has zero mean) and w; — w*, and Young’s inequality. Next,
note that v := w; — m(VF(w) + by) is independent of Ny, so E(Ng, ITyy(v)) = 0. Thus,

[E(Nt, wir1 — we)| = [E(Ng, wiga)|

= |E(Ng, Iy [wy — ne (VF (wy) + by + Ni)J)|
= [E(Ne, Iy [v — ne Vi)
= [E(Ng, Iy [v] — Tw[v — neVe]) |
< E[[INITw [v] = Thw[v — neNeJ ]
< E[[[NVe|l[[meNe ]
< %2,

by Cauchy-Schwartz and non-expansiveness of projection. Further,

’E<bt7wt+1 - wt>| = ‘E<bt7 —77t9<wt>>’

B2 77t2M 2
< —4+ 17 F

-+ TRl g

by Young’s inequality. Therefore,
2B (b + No, werr —w') < 21 [M + LEE| g(wn)[? +mi%? + LElw, — w?

Plugging this bound back into Eq. (F.15) and choosing n; < % < i yields:
4T]tB

Eflwes —w|? < (1= 5) Ellwy - w|? = 20E[F (wesr) = F*) + =L + 2952
;B i
ran (12— g+ 2 gt
. o An B2
< (1= 51) Blw — w|? - 20E[F (wer1) — ] + =22 + 29752,
Next, we apply Lemma 33 (see below) with r; := E|lw; — w*||?, s; := EF (wyy1) — F* — 2—52,

a:=50b0:=2c= 232, and g = 5. We may assume s; > 0 for all ¢: if this inequality breaks

for some t, then simply return wy; instead of wr to obtain EF (wy) — F* < 2%2. Thus,

—uT 144%2  2B2
+ +
43 pT Y

Finally, Jensen S 1nequahty yields the proposition. []
Lemma 33. (Stich, 2019, Lemma 3) Let b >0, let a,c > 0, and {n:}+>0 be non-negative

step-sizes such that n; < é for all t >0 for some parameter g > a. Let {ri}i>0 and {st}t>0
be two non-negative sequences of real numbers which satisfy

1
_ Z’Yt]E wt+l F*] S 5 |:32/6D2 exXp (

rev1 < (1 —ang)ry — besy + c77t2

for allt > 0. Then there exist particular choices of step-sizes np < é and averaging weights
(¢ > 0 such that

b L —aT 36¢
— E 5¢C + arpy1 < 32grg exp + —
T =g 2g al
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T
where Y1 ==Y 1o Vt-
We are now prepared to prove Theorem 11.

Theorem 34 (Precise statement of Theorem 11). Grant Assumption 2. Let ¢ > 0, and
assume F' is p-strongly convex and (-smooth with k = g < n/ln(n). Then, there are

parameters such that Algorithm 6 is %—ZCDP, and

2k—2

1 (3 dr 1 *
EF(dr) — F* < = [ 2 442 (*“1(")> . (F.16)
uw\n en
Proof. Privacy: Choose 02 = 4602273;2. Since the batches of data drawn in each iteration

are disjoint, it suffices (by parallel composition (McSherry, 2009)) to show that VFy(w;) is

%—ZCDP for all t. Now, the £ sensitivity of each clipped gradient update is bounded by A =

supy, x~xt 15 Laes, Lo (Vi (w,2))= Y0 ep Te(VF(w,2))l| = supy, 4 o 510 (V f (w, 2))~
e (Vf(w,2"))|| < 29T, Hence Proposition 23 implies that the algorithm is %—ZCDP.
Excess risk: For any iteration ¢ € [T'], denote the bias of Algorithm 1 by b; := E%Ft(wt) —
VF(w;), where VF,(w;) = U in the notation of Algorithm 1. Also let VF,(w;) := & (in the
notation of Lemma 6) and denote the noise by N; = %Ft(wt) — VF(wy) — by = %Ft(wt) —
EVFi(w;). Then we have B := sup,cp [|b]| < (k—g()% and %2 := sup,e i E[J| Vi [?] <
do? + T(:T < dggigz + T(zT, by Lemma 6. Plugging these bias and variance estimates
into Proposition 32, we get

EF (@) — F* < BD? exp (—T) + <

e2n2 n CQk_Q/J, ’

dc?T? @1 ('r’(k))2
4K uT +

2n2

1/2k
Choosing C' = ry, (5 7 ) implies

(2) (k—1)/k
EF(GT)_F*S/BDQGXP(_;)—F:[(%+7’,%<dT) >

L g2n?

(k=1)/k
Finally, choosing T' = [4& In <“ﬁ§2 (n + (‘52;2) >>-‘ < kIn(n) yields the result.

Tk

APPENDIX G. DETAILS AND PROOFS FOR SECTION 5: ALGORITHM FOR NON-SMOOTH
(STRONGLY) CONVEX LOSSES

In order to precisely state (sharper forms of) Theorems 12 and 18, we will need to introduce
some notation.
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G.1. Notation. For a batch of data X € &A™, we define the k-th empirical moment of
Pn(X)® = sup swp SV
WEW {V f(w,2;)Ew f(w,z;)} TV 1
where the supremum is also over all subgradients V f(w,x;) € 0y f(w, z;) in case f is not
differentiable. For X ~ D™, we denote the k-th expected empirical moment by

ek = E[fn (X))
and let
?k’,m = (é(n];))l/k
Note that 731 = r;. Our excess risk upper bounds will depend on a weighted average of

the expected empirical moments for different batch sizes m € {1,2,4,8,--- ,n}, with more

weight being given to 7, for large m (which are smaller, by Lemma 35 below): for n = 2,
define

where n; = 27'n.
Lemma 35. Under Assumptions 1 and 2, we have: 7lk) = é{lk) > ék) > é{k) > ék) > >
r®&) . In particular, Ry, < 7.
Proof. Let | € N, n = 2! and consider
n/2

- 1
Pa(X)®) = ., Sup Z\lvf w, a)||* + Z IV £ (w, ) |1*
i=n/2+1
1 n/2
< = k
= SHPZHVf w, ;)| + sup z/;HHVf w,z;)|*

Taking expectations over the random draw of X ~ D" yields é{n ) <&t /) Thus, Rk n < Tk

by the definition of R,. []

G.2. Localized Noisy Clipped Subgradient Method (Section 5.1). We begin by
proving the technical ingredients that will be used in the proof of Theorem 12. First, we will
prove a variant of Lemma 6 that bounds the bias and variance of the subgradient estimator
in Algorithm 3.

Lemma 36. Let F)(w) = LS fw,x) + 3w — wol|? be a regularized empirical loss
on a closed convex domain W with fy-diameter D. Let 6F,\(wt) = Vﬁ,\(wt) + by + Ny =
LS He(Vf(w, i) + Aw — wo) + Ny be the biased, noisy subgradients of the regularized
empirical loss in Algorithm 3, with Ny ~ N'(0,0%14) and by = 13" T (V f(wy, 2;)) —
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% Yoy Vif(we, ;). Assume ?n(X)(k) > SUP,eyy {% Yo IV f(w, xZ)Hk} for allV f(w, z;) €
Ow f( x;). Then, for any T > 1, we have:

B = sup ||by]| € ——
te[T) o] (k — 1)Ck1

and R
»% = sup E||N|* = do>.
te[T)

Proof. Fix any t. We have

n

Il = || £ 2 1169 fwne) — L 309 s,
i=1 i=1
1 1 < N
S k= Dok =~ IV )| ] : (G.1)

i=1

by Lemma 6 applied with D as the empirical distribution on X, and z; in Lemma 6
corresponding to V f(wy, z;) in Eq. (G.1). Taking supremum over ¢ of both sides of Eq. (G.1)
and recalling the definition of 7, (X )(k) proves the bias bound. The noise variance bound is
immediate from the distribution of N;. ]

Using Lemma 36, we can obtain the following convergence guarantee for Algorithm 3:

Lemma 37 (Re-statement of Lemma 14). Fiz X € X" and let Fy(w) = LN flw,z) +
Hlw—wo||? for wo € W, where W is a closed convex domain with diameter D. Assume f(-,z)
is conver and 7, (X)) > supy ey {2 S0 [V F(w,2:)||F} for all Vf(w,x;) € O f(w, ;).
Denote 7n(X) = [F(X)®]*
of Algorithm 3 satisfies

2
anT 2 (X))
Blr—ol? < oxp (=250 ) huo—]?+ 57 (R (X)? + 22D 4 40+ 35 (ﬁ) ,

and W = argmin, ¢y FA( ). Letm < %. Then, the output

A A2
_ 4c?T
n2e? *
Proof. We use the notation of Lemma 36 and write VFy(w;) = VEy\(w;) + by + Ny =
% Yo e (Vf(w, x;)) + AMw — wg) + Ny as the biased, noisy subgradients of the regularized
empirical loss in Algorithm 3, with N; ~ N(0,02I;) and by = 23" TIo(V f(wy, 7)) —
%Z?:l V f(wg, x;). Denote yiy1 = wy — nVEy(wy), so that wiy; = Iy (yer1). For now,

where o2
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condition on the randomness of the algorithm (noise). By strong convexity, we have

A o A A A
Fy(wy) — Fx(w) < (VFx(wy), w; — W) — §Hwt — 0

1 . . A .
o7 (e = @[ + llwr = g 1 = llyeer = @[%) = 5llwe = o]*

+ (VE\(wy) — VFy(wy), wy — )
1

= gy (lwe =@lP(1 = X0) — flyeer =) + IV E(w)?

1 . . ~ .
< o7 ([lwy — @*(1 = An) — [Jwpr — B%) + g||VF/\(wt)H2 — (bt + Ni, wy — ),

where we used non-expansiveness of projection and the definition of VF \(w¢) in the last line.
Now, re-arranging this inequality and taking expectation, we get
Ef|wi1 — &%) < —20E[F(w) — Fx()] + ElJw; — ][> (1 = An) + n°E[|VFx (wy)]|?
— 277E<bt + Nt, we — ’Lf))
< Efw; — [*(1 = M) + n’El|VEx(wp) > — 20 (b, wy — ),
by optimality of @ and the assumption that the noise V; is independent of w; — w and zero

mean. Also,

E|[V () |2 < 2 (BIVE(w)ll? + [be]? + E| N 1)
<2 (2?n(X)2 +2X2D? + B? + 22> ,

where B := supyerr) lloell < (:"_(1))(% and 22 := SUPye(r) E||N¢||? = do?. by Lemma 36. We
also used Young’s and Jensen’s inequalities and the fact that EN; = 0. Further,
B A )
[Ebe, e — )| < = + JEllw —

by Young’s inequality. Combining these pieces yields
QUBQ

A ~ A
E|wsy1 — o]? < (1 — 2”) Eljw; —b||* + 4n* (rn(X)2 +A?D?* + B? + 22) + . (G.2)
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Iterating Eq. (G.2) gives us

p M\ " 12 2 (= 22 L A2, w2, 2B

Elwr a2 < (1= 51 ) wo =l + |42 (7a(X0)? + X2D? + B2 + £7) + =L
t=0
An g . 2 [~ 212 2 2 27732 2
<(1-3) lwo—af*+ |4 (r( )24+ A2D% 4 B +2)+T -

A\ " e 8/ 4B?
:<177> l|lwo — w||? + 77(7‘( )+>\2D2+B2+22>+7

T A 4B?
< exp (-”) o — ]2 + 2 (?n(xﬁ +A2D? 4 B2 + 22) +

2 A A2
T 8n /. . 2082
< oxp (<205 o - i+ 3 (o074 007+ 7)1 27

since n < % Plugging in the bounds on B and ¥ from Lemma 36 completes the proof. [

Proposition 38 (Precise statement of Proposition 16). Let f(-,z) be convez for all x and
grant Assumption 2 for k = 2. Suppose A : X™ — W is a-on-average model stable. Then
for any ¢ > 0, we have

r@ ¢ 2
E[F(A(X)) - Fx (A(X))] < 50 T
Proof. Let X, X', X' be constructed as in Definition 15. We may write E[F(A(X)) —
Fx(A(X)] =E[2>7" | F(AX?), ;) — fF(A(X),;)], by symmetry and independence of z;
and A(X?) (c.f. (Lei and Ying, 2020, Equation B.2)). Then by convexity, we have

E[F(A(X)) - Fx(A(X))] < % ZE[<«4(Xi) — A(X), VF(A(X?), 2:))]

<3 D [S1ACE) ~ A+ 9 FACKD, ]

Now, since A(X?) is independent of x;, we have:
E|Vf(AXY),2:)* = E[E[|Vf(AXT), 20) [ AX)]
< SE%E[llvf(A(Xi)yﬂ?i)\l2|«4(Xi) = w]

= sup E[||Vf(w,z;)||’]
weW
< r2),

Combining the above inequalities and recalling Definition 15 yields the result. []

To prove our excess risk bound for regularized ERM (i.e. Proposition 17), we require
the following bound on the generalization error of ERM with strongly convex loss:
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Proposition 39. Let f(-,x) be A-strongly convez, and grant Assumption 2. Let A(X) :=
argmin,, cyy Fx(w) be the ERM algorithm. Then,

2r(2)
n

Proof. We first bound the stability of ERM and then use Proposition 16 to get a bound
on the generalization error. The beginning of the proof is similar to the proof of (Lei and
Ying, 2020, Proposmon D.6): Let X, X', X* be constructed as in Definition 15. By strong

convexity of Fy: and optlmahty of A(X Z) we have

E[F(A(X)) = Fx (A(X))] <

A — A < P AX)) — B (X)),

which implies
i 2 <[5 n i
- Z JAC) = AP < 3 [Fxe(ACD) = P (AX)|. (G:3)
=1
Now, for any w € W,

n n

nY Fyi(w) =Y [f(w,a) + > f(w,a))]

i=1 i=1 j#i
= (n — 1)nFx (w) + nFy (w).

Hence

“E | Py <A<X>>] - (" - 1) EFx (A(X)) + %Eﬁx' (A(X))
=1

n
Z Fyi(A

-()

by symmetry and independence of A(X) and X'. Re-arranglng the above equality and using
symmetry yields

+ IEF(A(X)),

1
—E
n

>~ Fxi(A(X)) - Py <A<Xi>>] = E[FAX) - FrAx)]. (©4)

Combining Eq. (G.3) with Eq. (G.4) shows that ERM is a-on-average model stable for

[ ZHA )!\2] < B [FAX) - Fx(AX)] . (@5)

The rest of the proof is Where we depart from the analysis of (Lei and Ying, 2020) (which
required smoothness of f(-,z)): Bounding the right-hand side of Eq. (G.5) by Proposition 16

yields
2 (r® ¢
2o 2 (52
a_)\n<c+

for any ¢ > 0. Choosing ¢ = 53¢, we obtain
a? r2) 2r(2)
— < — =
2~ An2
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(2)
2

and a? < ‘){2 . Applying Proposition 16 again yields (for any ¢’ > 0)

_ r® (4
E[F(A(X)) = Fx(AX))] < 57 +

2 2\ A2n2
2r(2)
< )
— An
: _ A
by the choice ¢’ = 5. ]
Proposition 40 (Precise statement of Proposition 17). Let f(-,z) be convez, w;_1,y € W,

and w; = argmin ¢y Fj(w), where Fj(w) := n% >jes, flw xj) + %Hw —wi_1||? (c.f line 6
of Algorithm 4). Then,

2r(2) N\
+ Sy — w1

E[F(wi)] - Fy) <

oA
where the expectation is over both the random draws of X from D and B; from X.

~

Proof. Denote the regularized population loss by G;(w) := E[Fj(w)] = F(w)+ % |w—w;_1]?.
By Proposition 39, we have

Thus,
i 2 . .
EEHwZ —wi—1]|* + EF (w;) = EG;i(w;)
2r(2)
il
2r(2)
Ain;

< + E[F(w;)]

<

Ai
+5Hy—wi—1|’2+F(y)a (G.6)

since E[F}(1;)] = E[mingeyw Fi(w)] < mingew E[F;(w)] = mingew Gy (w) < Ay — w1 |2+
F(y). Subtracting F(y) from both sides of Eq. (G.6) completes the proof. L]

We are ready to state and prove the precise form of Theorem 12, using the notation
of Appendix G.1:
Theorem 41 (Precise statement of Theorem 12). Grant Assumption 1. Let f(-,x) be convex
and let ¢ < \/d. Then, there are algorithmic parameters such that Algorithm 4 is %—ZCDP,

and has excess risk
k—1

~ 1 dln(n) ) *
_ < I AR S
EF(U)[) F S ngmD \/ﬁ + ( on )

2+1/k)

Moreover, this excess risk is attained in O(n subgradient evaluations.

2.
Proof. We choose 01-2 = % for C; and T; to be determined exactly later. Note that for A;

and 7); defined in Algorithm 4, we have 7; < /\% for all 7 € [I].

Privacy: Since the batches {B;}!_, are disjoint, it suffices (by parallel composition (McSh-
erry, 2009)) to show that w; (produced by T; iterations of Algorithm 3 in line 7 of Algorithm 4)
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is %—ZCDP for all ¢ € [I]. With clip threshold C; and batch size n;, the f5 sensitivity of
the clipped subgradient update is bounded by A = sup,, x.x’ L > ey (Vf(w,z5)) —
e, (Vf(w, 7)) = 2 $upy 4,00 [T, (V f(w, @) = ey (V f(w,2')|| < 2. (Note that the
terms arising from regularization cancel out.) Thus, by Proposition 23, conditional on the
previous updates wi.;, the (i + 1)-st update in line 5 of Algorithm 3 satisfies ;—;—ZCDP.

Hence, Lemma 24 implies that w; (in line 7 of Algorithm 4) is %—ZCDP.

Excess risk: Recall Chebyshev’s inequality:

1
P (Y > t]E[Y’“]l/k> < =
tk
for any non-negative random variable Y, ¢t > 0, and k£ > 2. This implies
~k
P(f(-,x) is not s-Lipschitz on W) =P <sup |V f(w,z)| > s) < T—]]z
weW $

for any s > 0. Thus, for i € [I], the following event holds with probability at least 1 — tik

(over the random draw of ;):

wamxj ||UA}1 Wi— 1” <F wz 1 waz 1:-1‘3

JEB jEB
)\’i ~ 2 ~
S Esz‘ — wi—1]]” < 7k — wi |
. 26Ty,
= || — w1 || < /( ;
i
by definition of w; and (with high probability) s := ¢;7,-Lipschitz continuity of Fy(-). Thus,
for i € [}, if we choose D; > 27”““ , then w; € W; with probability at least 1 — . By a union
bound, it suffices to choose t; = (Q’f ) /¥ to ensure
logy(n) 1 1

2 SR

i 1/k
Therefore D, = M ensures that w; € W; for all i € [I] with probability at least
1- T Conditional on the event w; € W; for all i € [l], we have by Lemma 14:

2

A i1l N 8772 ~ 20 ?n(BZ)(k)

E || w;—]|% < i |2 (B £ A2D2 4 do? )+ [ Y
o < exp (<8 ) i 5 (R (B0 5 2202 )+ 55 (00 )

conditional on w;_; and the draws of X ~ D™ and B; ~ X™. Denote p := 1+ 1/k. Taking
expectation over the random sampling yields

E|jw; —w;* < exp < ZZZ l) l|wi—1 — i ||> + )\77'2 (55121.) + A\ D? +daz‘2)
1

20 &k

enl

)\2 C2k 2(/€ 1)2’
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4dC? T
where da < =it

(polynomial in n) we get

. Choosing T; = /\ o (i’:n ) < n¥ln(n) and 7 to be determined later

" S(2k)
EHwZ—le2< Y <( 22/kf ) —l—daf) ‘l‘W;kz
=~ oi k)2 zznfpé{n%k)
< minf ((rﬂ it +d0?> %W
2 2 nPet2k)
n itk R\ 4G nPen,
< i/ k
(1612“’ (( 2% ) e2n? + C2h=29ip ' (G-7)

Note that under Assumption 1, F' is L-Lipshitz, where L = sup,ecw |VF(w)| < 7% by
Jensen’s inequality. Now, following the strategy used in the proof of (Feldman et al., 2020a,
Theorem 4.4), we write

EF(w) — F(w") = E[F(w;) — F(u) +ZE F (1)),

where wg := w*. Using Eq. (G.7), the first term can be bounded as follows:
E[F(w) — F(w)] < LyvE[w —

cxd &
IR ((rkzl/kf”’“) ot i

<r|L ( ZZ/k\fl/k
n

B (k—1)/k
S L |L | 7n®? 47y (*/g>
n 13

1/k
if we choose C); = 795 (%) . Therefore,

E[F(w) — F(tiy)] < RognD \}ﬁ - <dln(n)> : (G.8)

if we choose

RopnDn? 1 1 e\ FD/k 1 dln(n) S
NS ——min | ———,— | —= —+ | —
~ L ?kn3/2k7 T2k \/& \/ﬁ EN

Next, Proposition 17 implies

INA.

22 A
R/l — w12
ey + 9 i1 — wi—1]|
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for all i € [I]. Hence

ZE :

l
r
F (- 1)] S n

2 2 217‘\(2’“)
L ( ((2“’“[ ) +da§> 4+ L
)\mi

2k—2
G
2 l ! ] 9 dCQT n2pré«(2k:)
<ripgnPl 4 — 4+ r217'np71 + D (e ((2i/k\/ﬁl/k?k> 4 ¢ Z> e
2 l , 2 dC?n¥In(n) npé{%)
St 2 (QZ/k\/ﬁl/k?k> + Ft
77 7777/p Zzznl 6277/12 OZQk 2
Choosing C; = Toi p, <E”Z
B dlIn(n
C; and we get

1/k
( )) approximately equalizes the two terms above involving

ZE

k—1
D? dln(n)\ *
wz 1)] ST nnp ! +777+777’ nl/kﬁL’l’]ZZl_lnp?’gkm (52152)>
=2 7
dln(n)\ = | D?
r2pPt +?%n1/k+R§kynnp< nn ) ] +

SN

Now, choosing

e2n? nnp’

(k=1)/k
— . - M 1 1 1 €n
M= | 1A, s M e 2 Frnl/2k’ ﬁ%’nnp/Q dIn(n)
yields
! " 2
) A _ 1 dln(n) rxDn'/? 2
E[F(ii) — F(i1)] S RoxaD | =+ [ Y2 ) | + i
ZZ; [F(w;) (i—1)] 2k, vn ( ENn ) np/? nan®
%
- 1 dln(n
< Rk | <gn()>

Combining the above pieces, we obtain the desired excess risk bound conditional on the
high-probability event that @w; € W; for all i € [I]. Finally, by the law of total expectation
we have (unconditionally)

k

E[F(w;) — F(w*)] S RognD \}ﬁ + (dln(n)> L LD

En

k=1
~ 1 dl *
S Ropn D ﬁ + (n(n))

en
Subgradient complexity: Our choice of T, = © (%m) < n¥ln (n) implies that Algorithm 4
uses 22:1 n;T; < In(n)nPt! = In(n)n?T/* subgradient evaluations

[l
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Remark 42 (Details of Remark 13). If one desires (g,9)-DP or (,0)-SDP instead of
2CDP, then the gradient complexity of Algorithm j can be improved to O(np+% In(n)) =
O(n%Jrl/k In(n)) by using Clipped Noisy Stochastic Subgradient Method instead of Algorithm 3
as the subroutine in line 7 of Algorithm 4. Choosing batch sizes m; ~ \/n; < n; in this
subroutine (and increasing o2 by a factor of O(log(1/5))) ensures (g,8)-DP by (Abadi et al.,
2016, Theorem 1) via privacy amplification by subsampling. The same excess risk bounds
hold for any minibatch size m; € [n;], as the proof of Theorem 12 shows.

G.3. The Strongly Convex Case (Section 5.2). Our algorithm is an instantiation
of the meta-algorithm described in (Feldman et al., 2020a): Initialize wg € W. For

j € [M] := [logy(logy(n))], let N; = 2772n/logy(n), C; = {Zh<j I R e Nh},
and let w; be the output of Algorithm 4 run with input data X; = (z5) sec; initialized at
wj—1. Output wys. Assume without loss of generality that N; = 2P for some p € N. Then,
with the notation of Appendix G.1, we have the following guarantees:

Theorem 43 (Precise Statement of Theorem 18). Grant Assumption 1. Let ¢ < ~/d and
E2

f(-,x) be p-strongly convex. Then, there is a polynomial-time 5 -2CDP algorithm A based

on Algorithm J with excess risk
2k—2

EF(AX) - P < 22 (1 (d 1““”) k

I n En

Proof. Privacy: Since the batches X; used in each phase of the algorithm are disjoint

and Algorithm 4 is %—ZCDP, privacy of the algorithm follows from parallel composition of
DP (McSherry, 2009).
Excess risk: Note that N; samples are used in phase j of the algorithm. For j > 0, let

DJQ- = E[|wj — w*||?] and A; = E[F(w;) — F*]. By strong convexity, we have D]2 <28

.
Also,
%
~ 1 dIn(N;
Aji1 < aRog N, D + ( ( ]))

\/Nj €Nj

k—1

~ 24, 1 dIn(N;) | *
< aRop N. J J G.9
R Y m*( N ) o

for an absolute constant a > 1, by Theorem 12. Denote E; =

~ 2
E; <4 ~R2k,Nj
Ejn Rok,N; 14

<8, (G.10)

~ dIn(N;
aRzk,Nj\/% <\/1N— + ( eN(j s)
j

Then since N; = 2Nj;1, we have
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where the second inequality holds because for any m = 29, we have:

logy (m)—1 logy (m logy (m)
(i—1)2 )
R2kM/2_ Z 2" 2k2 (i+1)m = Z 2" 7"2k2 im = 2 Z 27 Tzkz 1m§2R2k,m'
i=1

Now, Eq. (G.10) implies that Eq. (G.9) can be re-arranged as

1/27+1
At o [ 8 (2o / (G.11)
64Ej+1 - 64E] — \64E, ' ’

Further, if M > loglog ( ) then
1/2M 1/1og(Ao/Eo) 1/1og(Ao/Eo)
Bu_ (Lo < (Lo < (L <24,
64F 64F 64F 64

for an absolute constant A > 0, since Ag < E and Fy > 2MLQ implies Ag/Ey = -3 <nand
(A )1/10g(A0/E0)
0

< nA/ log(n) <

1 1
Toa(Ag/Ey) — Toa(m—2Toa(a) = log( ) for some A > 0, so that

24 Therefore,
2k—2

R2 1 2
Ay < 2464Ey = O | 2En/A 1+<n(”)> ’

o n
since Ny = n/4. ]

G.4. Asymptotic Upper Bounds Under Assumptions 2 and 3. We first recall the
notion of subexponential distribution:

Definition 44 (Subexponential Distribution). A random variable Y is subexponential if
there is an absolute constant s > 0 such that P(|Y| > t) < 2exp (—%) for all t > 0. For
subezponential Y, we define ||Y ||y, :=inf {s > 0:P(|Y| >¢) <2exp(—%) Vt>0}.

Essentially all (heavy-tailed) distributions that arise in practice are subexponential (?).

Now, we establish asymptotic upper bounds for a broad subclass of the problem class
considered in (Wang et al., 2020; Kamath et al., 2022): namely, subexponential stochastic
subgradient distributions satisfying Assumption 2 or Assumption 3. In Theorem 45 below
(which uses the notation of Appendix G.1), we give upper bounds under Assumption 2:

Theorem 45. Let f(-,x) be convex. Assume Top < 0o and Y; = ||V f(w,x;)||?* is subea-
ponential with E, > maxepy ([[Yilly,) Yw € W, Vf(w,z;) € Ouwf(w,xi). Assume that

for sufficiently large n, we have sup,, , IV f(w,z)|[?* < nirP® for some ¢ > 1 and
max (r<E27’é)’( Ep )ln (37‘[)[3) < dﬂq, where [|[Vf(w,z) — V(' z)|| < Bllw —w'|| for all

r<2k)) 4T2k
w,w € W,z € X, and subgradients V f(w,z) € Oy f(w,x). Then, lim,_ o Rokn < 4ro.
Further, there exists N € N such that for all n > N, the output of Algorithm j satisfies

k—1
1 dln(n)\ *
EF — = D| — y 7
(wy) O | ro Tn + < o )
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If f(-,x) is p-strongly convex, then the output of algorithm A (in Section 5.2) satisfies

2k—2

EF(AX)) _F =0 |2 (1 (dln(n)> '

wo\n En

While a bound on sup,, ,, ||V f(w, z)|| is needed in Theorem 45, it can grow as fast as any
polynomial in n and only needs to hold for sufficiently large n. As n — oo, this assumption
is usually satisfied. Likewise, Theorem 45 depends only logarithmically on the Lipschitz
parameter of the subgradients 3, so the result still holds up to constant factors if, say,
B <nP(r/D) as n — oo for some p > 1. Crucially, our excess risk bounds do not depend on
Ly or 3.

Asymptotic upper bounds for Assumption 3 are an immediate consequence of Lemma 21
combined with Theorem 45. Namely, under Assumption 3, the upper bounds in Theorem 45

hold with 7 replaced by \/ﬁ%}:/ k (by Lemma 21).

Proof of Theorem /5. Step One: There exists N € N such that 7722,” < 16r§k forallm > N.
We will first use a covering argument to show that 7, (X )(21“) is upper bounded by 22k+17-(2k)

with high probability. For any a > 0, we may choose an a-net with N, < (%)d balls
centered around points in W, = {wy,wa, -+ ,wy, } C W such that for any w € W there
exists i € [N,] with ||lw — w;|| < « (see e.g. (Kolmogorov and Tikhomirov, 1959) for the
existence of such W, ). For w € W, let w denote the element of W, that is closest to w, so

that ||lw — w|| < a. Now, for any X € X", we have

P (X)) = sup {i DIV (w,2:) = V(1) + V (@, xnu%}

w i=1

< 2% sup {1 S IV F(w, zi) = V@, )| + |V f (@, xi)\l%}
I

n

1
< 9%k | g2ho2k | max va(wjaxi)”2k )
M j€[Nq] =1

where we used Cauchy-Schwartz and Young’s inequality for the first inequality, and the
assumption of G-Lipschitz subgradients plus the definition of W, for the second inequality.
Further,

22k n n
P ( max » ||V f(w;, ;)| > 22’““#2’“) < N, max P (Z IV f (w;, z:)]2F > 22k+1r(2k)>
=1

n je[Na] J€[Na]

(26) ((20))2
. r
< N, exp (—nmln( B B2 )),




PRIVATE STOCHASTIC OPTIMIZATION WITH LARGE WORST-CASE LIPSCHITZ PARAMETER 55

s by a union bound and Bernstein’s inequality (see e.g. (Vershynin, 2018, Corollary 2.8.3)).
Choosing o = 22k ensures that P(22F 528 q?F > 22k+1::(2k)) = 0 and hence (by union bound)

B
(2k)  (,-(2k))2
P (7)) 2 241700) < Ny exp (‘"min (E 1 >>
305\ (7
1
>~ ﬁ’

by the assumption on n. Next, we use this concentration inequality to derive a bound on
~(2k)
en

»éizk) —F [?n(X)(Zk)] <E [?n(X)(Zk)‘?n(X)(Zk) > 92k+1).(2k) | 4 o2k+1.(2k)

nd
2k
SUDPy,z ||Vf(w, x)” + 22k+lr(2k)
nd
(14 22k+1)7,(2k)7

for sufficiently large n. Thus, ?22,6 n < 16r§k for all sufficiently large n. This establishes Step
One.

IN

Step Two: lim,, . ﬁgkm < 4rop.

For all n = 2,1,i € N, define hy(i) = 2773 EXS inLicfogy ()} Note that 0 < hy(i) <
g(i) == 2773, for all n,i, and that Y ;2 g(i) = 72, < oo (i.e. g is integrable with respect to
the counting measure). Furthermore, the limit lim, o0 by (1) = 277 limy, 00 ?‘gk 2-in exists
since Lemma 35 implies that the sequence {rzk 2 inJney is monotonic and bounded for every
1 € N. Thus, by Lebesgue’s dominated convergence theorem, we have

S oo = Jin, D Fa)

= 2 5, )

<Z2 * lim 7’%2 in

n—o0
=1

< 1622 2

= 16T2k,

where the last inequality follows from Step One. Therefore, lim,,_, Egkm < 4r9p. By The-
orem 12 and Theorem 18, this also implies the last two claims in Theorem 45. []
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APPENDIX H. DETAILS AND PROOFS FOR SECTION 6: NON-CONVEX PROXIMAL PL
LOSSES

Pseudocode for our algorithm for PPL losses is given in Algorithm 8. Algorithm 9 is a

Algorithm 8: Noisy Clipped Proximal SGD for Heavy-Tailed DP SO

: Input: Data X € X, T' < n, stepsizes {n; ;*F:_Ol.

. Initialize wg € W.

: fort €{0,1,--- ,T -1} do
Draw new batch B; (without replacement) of n/T samples from X.
6Ft0(wt) := MeanOraclel({V fO(wy, z)}res,; R %)
W41 = Prox,, s (wt — ntVFtO(wt))

end for

: Output: wr.

generalization of Algorithm 8 which allows for arbitrary MeanOracle. This will be useful for
our analysis. Proposition 46 provides a convergence guarantee for Algorithm 9 in terms of

Algorithm 9: Generic Noisy Proximal SGD Framework for Heavy-Tailed DP SO

1: Input: Data X € X", T' < n, MeanOracle (and truncation/minibatch parameters),
privacy parameter p = £2/2, stepsizes {1}
. Initialize wg € W.
: forte{0,1,---,T—1} do

Draw new batch B; (without replacement) of n/T samples from X.

2

3

4:

5. VFY(wy) := MeanOracle({VfO(wy, z)}ees,; R %)
6

7

8

W41 = ProX,, i (wt — nt%FtO(wt))
: end for
: Output: wry.

the bias and variance of the MeanOracle.

Proposition 46. Consider Algorithm 9 with biased, noisy stochastic gradients: §Ft0(wt) =
VEO(w;)+bi+ Ny, and stepsize n = % Assume that the bias and noise (which can depend on
wy and the samples drawn) satisfy ||bi|| < B (with probability 1), EN, = 0, E||N¢||?> < ¥? for
all t € [T — 1], and that {N;}_, are independent. Assume further that F is p-Prozimal-PL,
FY is B-smooth, and F(wy) — F* < A. Then,

T 2 2
EF(wr) — F* < <1— 2’;) AJFW'

Proof. Our proof extends the ideas in (Lowy et al., 2023) to generic biased and noisy
gradients without using Lipschitz continuity of f. By [-smoothness, for any r € [T' — 1], we
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have
EF(wy41) = E[Fo(wr+1) + fl(wr) + fl(wv"-i-l) - fl(wr)]

<E{ Pl + [ (TR wrsr = wr) 4 S uri = w0+ 7 ) = £ ()|}
+E(VF(w,) = VE (w,), wy1 — wy)

= BF () + E[(VF ), w1 — )+ D — | 4 £ ) — ()

+ (b + Npywrgr — wp)] = E{by + Ny, = wy)

)

< EF () +E[(VF(wn), wp41 = wr) + Bllwpss — wrll? + [ (wrsr) = ()

B% + 32
+ (b + Ny, wryq — wﬁ} + —5 (H.1)
where we used Young’s inequality to bound
B% + 2
“E(b 4 Npywr — ) < P o — (.2)

Next, we will bound the quantity
E [<VFO(wr)7wr+l - wr> + ﬁ”errl - w7"||2 + fl(errl) - fl(wr) + <b7“ + Npywpy1 — wr>] .

Denote H}")riv(y) = <VF0(w7”)7y_'w7"> +/8||y_er2 —I—fl(y) — fl(wr) + <br + N, y—wr.> and
HT( ) = <VF0(wr) Y- w”'> + BHZ/ wr”2 + f1< ) fl( ) Note that H and H}?rw are

23-strongly convex. Denote the minimizers of these two functions by v, and y?™¥

Now, conditional on w, and N, + b,, we claim that
[N + b |2
23 ’

respectively.

Hy(y2™) — H,(y.) < (H.3)

To prove Eq. (H.3), we will need the following lemma:

Lemma 47. (Lowy and Razaviyayn, 2021, Lemma B.2) Let H(y), h(y) be convex functions
on some convex closed set Y C R% and suppose that H is 23-strongly convex. Assume further
that h is Ly-Lipschitz. Define y1 = argmingcy H(y) and y» = arg mingey[H (y) + h(y)].

Then |ly1 — y2ll2 < %
We apply Theorem 47 with H(y) := H,(y), h(y) := (N, + b.,y), Lp = ||Ny + b,||,
y1 = yu, and y2 = 42" to get
[N+ br|
203 ’

g — 92| <

On the other hand,
HE™ (yP™) = Hy(y2™) + (N 4 by g8™) < HPY (ya) = Hy () + (N + br ).
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Combining these two inequalities yields
Hi(y2™) = Hy(ys) < (Np 4 b,y — y2)
< [N A+ [y — w2
< M7 (H.4)
23
as claimed. Also, note that w, 1 = yfriv. Hence

E [<VFO(wr)awr+1 —wy) + Bllwps1 — wr||2 + fl(errl) - fl(wr) + (br + Npy w1 — wr>]

— 5 | i, 17" 1)

yER4
satisfies
. riv . 0 2, 41 1 »? + B?
B iy #2(0)] < B o {(VF(w). 0= ) + 8l = wl+ 110 - )} |+ S5
(H.5)
< - LE[F(w) - F+ >+58 (H.6)

— 2I8 /6 b
where we used the assumptions that F' is u-PPL and FY is 28-smooth in the last inequality.
Plugging the above bounds back into Eq. (H.1), we obtain

BF (1) < BF () — 251Fw) - ] 4 25 B, (17)
whence p 252 1+ B
B[F(wr41) = F') S BF(wr) - (1 - 5 + 2o (1.8)
Using Eq. (H.8) recursively and summing the geometric series, we get
T
E[F(wr) — F*] < A (1 - 2‘;) + 4(22:32). (H.9)
[]

Theorem 48 (Precise statement of Theorem 20). Grant Assumption 2. Let € > 0 and
assume F(w) = FO(w) + fY(w) is u-PPL for B-smooth F°, with k = % < n/ln(n). Then,
there are parameters such that Algorithm 8 is %—zCDP, and

2k—2

EF(wp) — F* < ﬁ <\/g/iln(n)> k + #1n(n)

7 En n

22
Proof. We choose 02 = ACTIE
ESMN

Privacy: By parallel composition (since each sample is used only once) and the post-
processing property of DP (since the iterates are deterministic functions of the output
of MeanOraclel), it suffices to show that VF;(w;) is %—ZCDP for all ¢ > 0. By our

choice of 0 and Proposition 23, 6Ft(wt) is %—ZCDP, since it’s sensitivity is bounded by
SuprX’,w % ”erBt Hc[VfO(’UJ, $)] - Ex’EB’t Hc[VfO(w, l‘/)] H < % Supz,:p’,w ||HC[Vf0(w, ZL‘)]—
o[V fO(w,2")]|| < 26T
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Excess risk: For any iteration ¢ € [T], denote the bias of MeanOraclel (Algorithm 1)

by b; := EVFy(w¢) — VF(w¢), where VF;(w¢) = v in the notation of Algorithm 1. Also

let VEy(w¢) := ¥ (in the notation of Lemma 6) and denote the noise by Ny = VF;(w;) —

VF(w) — by = VF(w) — EVE(wt). Then we have B := supycpy [|be]| < (k—g)ﬁ and
(2)

%2 = supyeq B[ Ve[)?] < do? + =L <

on B? and ¥? into Proposition 46, and choosing T' = 2 ’VH In (%)1 < kln(n) where
A > F(wy) — F*, we have:

5(B2+%2) 5 <2r<2>T 2(r(k))2 2d(12T2>

2
% + %, by Lemma 6. Plugging these bounds

EF —Fr<——2 <=
(wr) = 1 = n (k — 1)202%~2 252

2,2

1/2k
for any C' > 0. Choosing C' = ry, (5 o ) makes the last two terms in the above display

dT?
equal, and we get
2k—2

rivd * n 3k In(n)
en n

as desired.

APPENDIX I. SHUFFLE DIFFERENTIALLY PRIVATE ALGORITHMS

In the next two subsections, we present two SDP algorithms for DP heavy-tailed mean
estimation. The first is an SDP version of Algorithm 1 and the second is an SDP version of
the coordinate-wise protocol of (Kamath et al., 2020, 2022). Both of our algorithms offer
the same utility guarantees as their zZCDP counterparts (up to logarithms). In particular,
this implies that the upper bounds obtained in the main body of this paper can also be
attained via SDP protocols that do not require individuals to trust any third party curator
with their sensitive data (assuming the existence of a secure shuffler).

1.1. 45 Clip Shuffle Private Mean Estimator. For heavy-tailed SO problems satisfy-
ing Assumption 2, we propose using the SDP mean estimation protocol described in Algo-
rithm 10. Algorithm 10 relies on the shuffle private vector summation protocol of (Cheu
et al., 2021), which is given in Algorithm 11. The useful properties of Algorithm 11 are
contained in Lemma 49.

Algorithm 10: /5 Clip ShuffleMeanOraclel({z;}_;;C;(¢,9))
s Input: X = {&;}5_), 2 = (w1, 2i4) €RY, C >0, (,6) € (Ry x (0,1/2)).
: for i € [s] do
2 = Hc(l‘i).
end for
V= Pyec({zi}1; 5 C; (g,0)).
: Output: v.
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Algorithm 11: Py, a shuffle private protocol for vector summation

1: Input: database of d-dimensional vectors X = (x1,--- ,Xs with maximum norm
bounded by C' > 0; privacy parameters (e, d).

2: procedure: Local Randomizer Ryec(X;)

3:  for j €[d] do

4: Shift component to enforce non-negativity: w; ; < x;; +C
5: mj < RlD(Wi,j)

6: end for

7. Output labeled messages {(j, m;)};c(q]

8: end procedure

9: procedure: Analyzer Ay (y)

10: for j € [d] do

11: Run analyzer on coordinate j’s messages z; < Aip(y;)
12: Re-center: o; < z; — L

13:  end for

14:  Output the vector of estimates o = (01, 04)

15: end procedure

Lemma 49. (Cheu et al., 2021, Theorem 3.2) Let e < 15,6 € (0,1/2), d,s € N and
C > 0. There are choices of parameters b, g,p for Pip such that for an input data set
X = (x1, -+ ,Xs) of vectors with mazimum norm ||x;|| < C, the following holds:

1) Algorithm 11 is (,6)-SDP.

2) Puec(X) is an unbiased estimate of >, x; with bounded variance

:OCw%ﬁme.

g2

2
E ‘

Pvec(X) - Z X
i=1

By the post-processing property of DP, we immediately obtain:

Lemma 50 (Privacy, Bias, and Variance of Algorithm 10). Let {z;}{_; ~ D* have mean
Ez = v and E||z||* < r® for k > 2. Denote the noiseless average of clipped samples
in Algorithm 10 by v := %Zle IIo(z;). Then, there exist algorithmic parameters such
that Algorithm 10 is (¢,6)-SDP and such that the following bias and variance bounds hold:
(k)

~ —~ ~ r
IE7 ~ | = B ~ )| <P ~ vl < =Ty (L1)
and b1 o )
1
E||y — E5|? = B|jp — Bo|]? = o (22000 | 7y (1.2)
€252 s

Proof. Privacy: The privacy claim is immediate from Lemma 49 and the post-processing
property of DP (Dwork and Roth, 2014, Proposition 2.1).
Bias: The bias bound follows as in Lemma 6, since Py, is an unbiased estimator (by Lemma 49).
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Variance: We have
E|[7 — E7|2 = E[[7 — Eo|?
=E|v - 1’)||2 +E|v - EﬁH2

dC?In*(d/s) 1
< ) e () - Ee(a)

dC?1n%(d/6) 1
< Cni(/)+ EEH'Zl —Ex?

~

2242
21,2 (2)
< dC*1In*(d/¢) i

)

g2s2 s
where we used that the samples {z;}{_; are i.i.d., the variance bound in Lemma 49, and (Bar-
ber and Duchi, 2014, Lemma 4), which states that E|[Ilc(X) — Ell¢(X)||? < E|| X — EX]|?
for any random vector X. L]

Remark 51. Comparing Lemma 50 to Lemma 6, we see that the bias and variance of the
two MeanOracles are the same up to logarithmic factors. Therefore, replacing Algorithm 1
by Algorithm 10 in our stochastic optimization algorithms yields SDP algorithms with excess
risk that matches the bounds provided in this paper (via Algorithm 1) up to logarithmic
factors.

1.2. Coordinate-wise Shuffle Private Mean Estimation Oracle. For SO problems
satisfying Assumption 3, we propose Algorithm 13 as a shuffle private mean estimation
oracle. Algorithm 13 is a shuffle private variation of Algorithm 12, which was employed
by (Kamath et al., 2020, 2022).

Algorithm 12: Coordinate-wise Private MeanOracle2({z;};_1;s;T; %,m) (Ka-
math et al., 2020, 2022)

1: Input: X = {x;}5_;, i = (241, ,2i4) € R e > 0,7 >0, m € [s] such that m
divides s.
2: for j € [d] do

3:  Partition j-th coordinates of data into m disjoint groups of size s/m.

4:  for i € [m] do

5: Clip data in i-th group: ZJZ: = {H[,Tﬂ (x(i,l)iJrLj), SRR LT (a;z%])}
6 Compute average of Zji»: /V\; =T Zzez;l z.

7. end for

8:  Compute median of group means: v; := median(’l/\]l, e ,’1)}”)

9:  Draw u ~ N(0,0%1y), with 0?2 = %.

10: end for

11: Output: v = (v1,--- ,7y) + u.

The bias/variance and privacy properties of Algorithm 12 are summarized in Lemma 52.

Lemma 52 (Privacy, Bias, and Variance of Algorithm 12, (Kamath et al., 2020, 2022)). Let
{z;}5_, ~ D% have mean Ex; = v, ||v|| < L, and E|x; j — vj|¥ < i, for some k > 2. Denote
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by U the output of the non-private algorithm that is identical to Algorithm 12 except without
the added Gaussian noise. Then, Algorithm 12 with o = T2rim?d o %—ZCDP. Further, if

- e2s2
T > 2L, then there is m = O(1) € [s] such that:

B 71/k 9\ k-1
E? - v = P - ) < E|}7 - v]) = & (V& (’f +(2) w)) — B, (13)

NG T
and _
E|N|? =E|v —Ev||> = E|v — Ev||> = O (B* + do?).. (1.4)
Algorithm 13: Coordinate-wise Shuffle Private
ShuffleMeanOracle2({z;}{ ;;s;T;¢,0;m)
1: Input: X = {2;}5_1, i = (w1, ,2:4) €RL > 0,5 € (0,1), m € [s].
2: for j € [d] do
3 g = ———,; = 2
44/2dn(1/5;) 2d
4:  Partition j-th coordinates of data into m disjoint groups of size s/m.
5. for i€ [m]do
6: Clip j-th coordinate of data in ¢-th group:
ZJZ = {H[—T,T] (x(i—l)%—i—l,j)? e 71_-[[—7,7'] (xz%,])}
T: Shift to enforce non-negativity: Z; — Z; + (1, 7).
Compute noisy average of s/m scalars in Z}: 5;- = %’Pw(Z;-; =327;¢€4,65).

: Re-center: ﬁ; — 17;: —T.
10: end for

11:  Compute median of noisy means: v; := median(ﬁj )
12: end for

13: Output: v = (51, S 7§d>-

Lo,

The Pi1p subroutine used in Algorithm 13 is an SDP protocol for summing scalars
that we borrow from (Cheu et al., 2021). It is outlined in Algorithm 14. Algorithm 14
decomposes into a local randomizer R that individuals execute on their own data, and an
analyzer component 4 that the shuffler executes. S(y) denotes the shuffled vector y: i.e.
the vector whose components are random permutations of the components of y. We describe
the privacy guarantee, bias, and variance of Algorithm 13 in Proposition 53.

Proposition 53 (Privacy, Bias, and Variance of Algorithm 13). Let {z;};_; ~ D* have mean
Ez; = v, |v| < L, and E||z;j — v;||¥ < 7y for some k > 2. Let ¢ < 81n(2d/6), 6 € (0,1/2),
and choose T > 2L. Then, there exist choices of parameters (g,b,p,m) such that Algorithm 8
is (€,0)-SDP, and has bias and variance bounded as follows:

1/k k—1
IE —v|| = O (ﬂ (7\% + <i> 7k>> (L5)

o ~ [ 72d1n2(d/$§ 1 2\ 22
E\|N12=E||V—Ev||2=0<525§“+d et (2) T

T

and



PRIVATE STOCHASTIC OPTIMIZATION WITH LARGE WORST-CASE LIPSCHITZ PARAMETER 63

Algorithm 14: P;p, a shuffle private protocol for summing scalars (Cheu et al.,
2021)

1: Input: Scalars Z = (z1,- - z,) € [0, 7]%; design parameters g,b € N;p € (0, ).

2: procedure: Local Randomizer Rip(z;)

3: forie€[s] do

zi < |zig/T].

Sample rounding value n; ~ Ber(z;g/7 — 2;).

Set z; < z; +m1.

Sample privacy noise value 7y ~ Bin(b, p).

Report y; = (Yi1, * » Yig+b) € {0, 1}91° containing 2 + 12 copies of 1 and

g +b— (% + n2) copies of 0.

9: end for

10: end procedure

11: procedure: Shuffler S(y)

12:  Shuffler receives y := (y1,- - ,ys), draws a uniformly random permutation 7 of
[g +b] x [s], and sends S(y) := (Yr(1,1), " s Yn(s,g+b)) tO analyzer.

13: end procedure

14: procedure: Analyzer A;p(S(y))

15 Output: Z[(3 7, Sy i) — pbs].

Remark 54. Comparing Proposition 53 with Lemma 52, we see that the bias and variance
of the two MeanOracles Algorithm 13 and Algorithm 12 are the same up to logarithmic
factors. Therefore, using Algorithm 13 as MeanOracle for stochastic optimization results
in the same excess risk bounds as one would get by using Algorithm 12, up to logarithmic
factors.

The proof of Proposition 53 will require Lemma 56, which is due to (Cheu et al., 2021).
First, we need the following notation:

Definition 55 (J-Approximate Max Divergence). For random variables X and Y, define
P(X -0
I [ (X e€f) ]

DO (X|Y) =

SCsupp(X):P(X€S)>d

An important fact is that a randomized algorithm A is (¢, §)-DP if and only if DJ_(A(X)||A(X")) <
e for all adjacent data sets X ~ X’ (Dwork and Roth, 2014).

Lemma 56. (Cheu et al., 2021, Lemma 3.1) Let s € Nje < 15. Let g > 74/s, b >
18092 In(2/6) 90g2 In(2/6)
=7 = A

2, and p = = Then for any adjacent scalar databases Z,Z' € [0,7]"
differing on user u (z, # z,), we have:
0) D3 (S o Rip(2)|IS 0 Ry p(2')) < & (2 + i),
b) Unbiasedness: E[Pip(Z)] =Y 7, z.
¢) Variance bound: E[(P1p(Z) — > i_,2)*] =0 <;—§ ln(1/6)>.

To prove the utility guarantees in Proposition 53, we begin by providing (Lemma 57) high
probability bounds on the bias and noise induced by the non-private version of Algorithm 13,
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in which P p in line 8 is replaced by the sum of z € ZJ’ Lemma 57 is a refinement of (Kamath
et al., 2022, Theorem 4.1), with correct scaling for arbitrary -, > 0 and exact constants:

Lemma 57. Let ¢ € (0,1) and X ~ D be a random d-dimensional vector with mean v
such that ||v|| < L and E[(X — v,e;)|* <~ for some k > 2 for all j € [d]. Consider the
non-private version of Algorithm 13 run with m = [20log(4d/¢)| and T > 2L, where Pip
in line 8 is replaced by the sum of z € Zj’ Denote the output of this algorithm by v. Then
with probability at least 1 — (, we have

19— v < 10V (ﬁ U 4 o (Q)k) .

Proof. Denote X = (x1,---,%q), v = (v1,--- ,va), and z; := |_. y(z;) for j € [d]. By
Lemma 58 (stated and proved below),

92 k—1
Bz — 1] < 10% () | (L7)
T
% if t € [-7,7]
Now an application of (Minsker, 2022, Lemma 3) with p(t) ;=< 7t  ift > 7 shows
-7t ift<—71

that E|z; — Ez;|* < ;. Hence by Lemma 59 (stated and proved below),

m 1/k m m 1/k
P <104/ — =P||— —Ez:| <104/ —
< < \/S% > SE:z IS \/8%

zEZJ’:
> 0.99, Vi € [m], j € [d]. (L.8)
Next, using the “median trick” (via Chernoff/Hoeffding bound, see e.g. (Andoni, 2015)), we

get
X m 1k - <
P < v <104/ % > < 2e7M/0 < < (L.9)

where the last inequality follows from our choice of m. Now, by union bound, we have for
any a > 0 that

{ .
¢ — Ez;

— EZ]'

d

P([|o — vl| = Vda) <Y P(75 — v5] > a) (1.10)
j=1
d

<Y [P(195 — Ez| > a/2) + P(|Bz; — 1] > a/2)]. (1.11)

<.
Il
—

Plugging in a = 2 [1071/]?\/ + 107k (%) 1} implies

(Hu-ul! >/d (10 1/’f\/>+ 10 (2)H>) <d <2Cd+o> = g (1.12)

by Eq. (I.7) and Eq. (1.9). []
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Below we give the lemmas that we used in the proof of Lemma 57. The following is a
refinement of (Kamath et al., 2022, Lemma B.1) with the proper scaling in ~y:

Lemma 58. Let x ~ D be a random variable with mean v and E|lz — v|F < 4 for some
k>2. Let z = _, y(x) for 7 > 2|v|. Then,

92 k-1
lv —Ez| < 107y (> .
T

Proof. We begin by recalling the following form of Chebyshev’s inequality:

_ Lk
<E|x V| <k

Plle—v| 2 o) < =7 7 <

(1.13)
for any ¢ > 0, via Markov’s inequality. By symmetry, we may assume without loss of
generality that v < 0. Note that
v—Ez =F [tloc—r + 2losr + 2lyei—rr) — (—Tlocer + Tlesr + 2lyei—rr)]  (114)
=E[(x+7)lpcr+ (x —7)Lp>q]. (L.15)

So,
lv —Ez| < |E(x 4 7)loc—r| + [E(z — 7) Losr], (I.16)

® ®

by the triangle inequality. Now,

@ =[Elz —v — (-7 = v)Lloc—|
<Ellz —v|[lgcer]+| -7 —V|Elge_r

< (E\m - yyk)l/k Pl < —m)EDE 4| =7 — Pz < —7), (1.17)

by Holder’s inequality. Also, since —5 < v <0, we have

2k
P($<—7)§P<$<I/—%>SP(|$—V|>Z>§%T, (1.18)
T

2
via Eq. (I.13). Plugging Eq. (I.18) into Eq. (I.17) and using the bounded moment assumption,
we get

2k (k=1)/k 2k
® <" (”ik ) + (7 + ) (1.19)
92 k—1 92 k—1
<% () + 4 () (1.20)
T T
2 k—1
= By <T> . (1.21)

Likewise, a symmetric argument shows that (b) < 5y (%)kil. Hence the lemma follows. [ ]
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Below is a is a more precise and general version of (Kamath et al., 2022, Lemma A.2)
(scaling with ~g):

Lemma 59. Let D be a distribution over R with mean v and E|D — v|F <~ for some
k>2. Letxy1,--- ,xy be i.i.d. samples from D. Then, with probability at least 0.99,

1 n 10 1/k
IRV R
i=1
Proof. First, by Jensen’s inequality, we have
2/k
E[(z — )] <E [\x - y|'f] <42k (1.22)

Hence,
n 2 n
E <i sz — 1/) = %E [Z(:ﬂz — 1/)2] (1.23)

/- (1.24)
where we used the assumption that {z;}!' ; are i.i.d. and Eq. (I1.22). Thus, by Chebyshev’s

inequality,
1/k
10 1
L 10 >< L

[l

Now, we provide the proof of Proposition 53:

Proof of Proposition 53. Privacy: Let X and X’ be adjacent data sets in X*. Assume
without loss of generality that z1 # 2} and 2; = z] for [ > 1. By the post-processing property
of DP and the fact that each sample is only processed once (due to disjoint batches) during
the algorithm, it suffices to fix ¢ € [m] and show that the composition of all d invocations of
Pip (line 8) for j € [d] is (g,0)-DP. Assume without loss of generality that Z; := Z} and
Zj = (Zjl)’ contain the truncated 21,; := Il o7)(21,5) and 2 ; := g 271(2] ;), respectively.
Then, by the first part of Lemma 56, there are choices of b and p such that
. 2 |z — 2
DE(S o Rip(Z) 1S 0 Rip(2))) < ( " '21') <2,
g T
for all j by the triangle inequality, provided g > max{2,27+/s}. Hence each invocation of
Pip is (2¢5,0;)-DP. Thus, by the advanced composition theorem (Dwork and Roth, 2014,
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Theorem 3.20), Algorithm 13 is (¢/,)-SDP, where

d d
&= (255) (2 — 1) +2,|2) "2 In(1/6;) (1.25)
j=1 j=1
< 8de? + % (1.26)
g2 €
< 4 = 1.2
= (/o) 2 (1:27)
<e, (1.28)
by our choices of ¢;,0; and the assumption that ¢ < 81In(1/d1) = 81n(2d/9).
Bias: Let v = (4, -+ ,74) denote the output of the non-private version of Algorithm 13

where P;p in line 8 is replaced by the (noiseless) sum of z € Z; Then, Lemma 57 tells us

that -
A m 92/k 2 -
| = v|* < 200d (Svk/ + <T) )

with probability at least 1 — ¢, if m = [201log(4d/()]. Thus,
b = ||EV — v||* = ||E? — v||* < E[o - v|®

m 2\ %2 .
< 2004 (Sfy,z/k 1 (2) > (1= Q)+ 25m (191 + 141°) ¢

m 92 2k—2
< 200d (Sry,i/’“ + 42 (T> > + 472d¢,

since 7 > L > ||v|| by assumption. Then choosing

1 1op o (2 2%k—2
(S’Yk + Y (T)

(=
and noting that ¢ is polynomial in all parameters (so that m = (5(1)) implies

_ 1 92 2k—2
W2 <E|p—v|2=0 (d (sz/k + 2 <T) )) : (1.29)

Variance: We have

E|N|? <2 |E|7 — 2|+ E|p — Eo|?| . (1.30)
@ ®

We bound (a) as follows. For any j € [d],i € [m], denote 19;: =

Y eziZ (cf. line 8 of
J

S
Algorithm 13), the mean of the (noiseless) s/m clipped j-th coordinates of data in group i.

Denote 5; as in Algorithm 13, which is the same as 19; except that the summation over Z; is
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replaced by PlD(Z;). Also, denote 7; = median(ﬁ}, e, 0 and vy = median(ﬁ}, s, v,
Then for any j € [d], we have
|0; — 75|* = |median(Dj, - - - , #}") — median(7j, - -, 77")[?
2
)
2
m
= Z s Z z — PlD ZZ
i=1 zeZ'
2
m -
< | =D |PwZ)-> =
i=1 2eZi
2

IN

A -
T |Pi(Z) = )
i=1

ZEZ;
Now using Lemma 56 (part c¢), we get
2

4
N ~ m i
E[|p; — 5[] < B |[Pin(Z)) — >z

2€Z}
4.2
S /)
o m'r?dIn*(d/9)
~ 522 '
Thus, summing over j € [d], we get
m*r2d1n?(d /o)

Ello - o] (L.31)

s2e?
Next, we bound (b):
® =E|j7 - Eo|*
< 2 [BJlo = v]? + v — Eo )
< 2 [Bflp - v]}* + 7]

offiera())

by the bias bound Eq. (I.29). Therefore,

" 2 2 2k—2
E|N|1? = O ( T (1 2ot (2) )) -
s S
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