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ABSTRACT

This article critically examines the problems and gaps that arise in national legislation and law enforcement practice in the
fight against cybercrime. Scientifically grounded ways and means of their overcoming are theoretically analyzed. In this regard,
proposals and recommendations were developed for the development of private criminology methodologies for the development of
the theory of forensic science.

The article was prepared with the views of theorists and practitioners, as well as technical research which were based on
scientific and practical research in the field of countering cybercrime.

The study analyzes a number of proprietary forensic methods that serve to improve the effectiveness of investigative actions
in the fight against cybercrime. National legislation, investigative and judicial practice, international prominent practices were
studied, and their achievements and drawbacks were substantiated on the basis of the author's conclusions. Based on this, the most
favorable directions for combating these crimes in Uzbekistan were selected.

The article provides a systematic, legal, scientific and methodological analysis of problems in this area and the author's
conclusions on this matter. At the same time, the role and importance of advanced foreign experience and international standards in
improving national legislation and ensuring the implementation of the tasks set in the State Program are emphasized. In addition,
the concepts of "electronic evidence" and "digital evidence" were scientifically analyzed. Their content and technical features are
scientifically and theoretically substantiated.
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Introduction

The 21" century is a time of great
discoveries and inventions! Today, the process of
digitization is fully being carried out in all spheres
of society around the world. In particular, it will not
be a mistake if we say as what the development of
the digital economy, navigation,
telecommunications, electronic currency, the
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transition to digital forms of payment [1] is the
fourth revolution in human history.

The introduction of digital technologies has
led to the emergence of new information of forensic
significance on the one hand, and the expansion of
activities related to the recording, storage,
processing and research of digital information on
the other hand [2]. In particular, in practice, all
research in forensic technology is carried out
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through digital technologies. This situation allows
digital technologies to become more widely used in
forensic science and to develop the scientific and
technical base of research [3].

Issues related to the development of private
forensic methods are also reflected in the judicial
sphere of our country. In particular, in accordance
with the Decree No. PD-5635 of the President of
the Republic of Uzbekistan on January 17, 2019,
increasing the effectiveness of work to ensure
information security of the country has risen to the
level of public policy. According to it, the tasks are
set to create a specialized laboratory "digital
forensics”, improve the service "UZCERT" for
rapid response to information security incidents in
the national cyberspace, prevention of cybercrime,
as well as improve the system of training
professionals in this field [4].

At the same time, according to the state
program approved by the Decree No. PF-5953 of
the President of the Republic of Uzbekistan on
March 2, 2020, one of the main tasks is to develop
a national strategy for cyber security for 2020-2023
and the draft law of the Republic of Uzbekistan "On
Cyber Security” [5].

As a result of reforms in the fight against
cybercrime,  computer-technical ~ examination
laboratories were established in the Forensic
Expertise Centre of the Ministry of Internal Affairs
of the Republic of Uzbekistan and the Republican
Forensic Examination Centre named after Kh.
Suleymanova under the Ministry of Justice of the
Republic of Uzbekistan [6]. In addition, the State
Inspectorate for Information and
Telecommunications of the Republic of Uzbekistan
and the State Unitary Enterprise for Cyber Security
are authorized to exercise state control over
compliance with the requirements of legislation,
regulations and state standards in the field [7].

Another condition for improving the private
forensic methodology in the fight against
cybercrime in Uzbekistan is the decision of the
President of the Republic of Uzbekistan, dated
October 5, 2020, on approval of the Strategy
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"Digital Uzbekistan - 2030" [8] by Decree No. PD-
6079.

International experience shows that the
development of the digital economy implies the
introduction of new approaches to the regulation of
social relations associated with the circulation of
computer information [9]. In world practice, the
digitalization of the economy has been confirmed
by the increasing need to protect public and private
computer information from criminal encroachment
[10]. In other words, the majority of cybercrimes
committed are in the countries which digital
economies are developed. This, in turn, requires the
strengthening of cyber security measures in the
country.

Supplying cybersecurity in the country
means that it is the activity aimed at protecting
systems, networks and applications from cyber-
attacks. The purpose of such cyber-attacks is
usually to gain access, to modify or delete
confidential information, extort money from users,
or disrupt normal business processes [11].

These cases oblige investigators to protect
public and private law objects from cyber-attacks.
In this regard, improving the forensic support of
investigative activities will allow for the timely
detection and prevention of crimes.

Because cybercrime is transnational in
nature, the investigation and disclosure of it
requires urgency and international cooperation. In
most cases, investigative actions and search
operations deviate from the jurisdiction of one
state. Sometimes, disputes between states are heard
by international courts. In doing so, the criteria for
collecting, verifying, storing and evaluating digital
evidence are addressed in accordance with
international standards. Therefore, the place and
role of advanced foreign practices in the storage
and evaluation of digital evidence is of
fundamental importance.

Developed countries have a number of best
practices for working with digital evidence in
investigative and judicial practice. For example, in
the United States NIST - National Institute of
Standardsand Technology (2006) [12], NIJ -
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National Institute of Justice (2001) [13], in the UK
ASPO - Association of Chief Police Officers
(2011) [14], INTERPOL - (2019) [15], DFRWS
(2008), 1SO-27037 standards are internationally
recognized rules. The reliability and scientific
validity of these practices ensure that cases are
considered objectively.

In the law enforcement practice of our
country, the issue of harmonization of these
standards with national legislation is still delaying.
These circumstances jeopardize Uzbekistan's
participation in international courts (admissibility
of evidence, winning the case, etc.).

Today, the collection, verification, storage
and evaluation of digital evidence related to a
criminal case in the pre-trial and trial stages is
carried out using digital technologies. In this sense,
researches accomplishing in a specific form of
objective reality called ‘“virtual space” are
gradually  displacing  materialist  dialectical
methods of knowing criminal activity [16].

The lack of scientifically based rules for
working with digital evidence in investigative
activities, the inconsistency of existing rules with
international standards indicates the need for a
number of studies in law enforcement practice.
Accordingly, the issue of improving the
methodological support of investigative activities
raises conceptual views and approaches to the
development of private forensic methods in the
field.

The emergence of theories about private
forensic methodologies, on the one hand, serves to
expand science, on the other hand, leads to the
specialization of fields. As a result, the mechanisms
of the case proof process will be improved. The
effectiveness of crime detection and prevention
activities will increase.

The first appearance of private forensic
methods in the field can be associated with the
introduction of "Digital Forensic”. The term
"digital forensic" was originally named as
"electronic forensic" or "computer forensic." In
recent years, the use of the term "criminology" in
the name of the field in the use of specialized
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knowledge has increased. In particular, the theory
includes a number of concepts such as "medical
criminology”, "linguistic criminology", “economic
criminology" [17], "computer criminology",
"electronic criminology" [18].

The term "digital criminology" is a relative
translation of the word “digital forensic” in
English. In practice, the literal translation of this
compound does not make sense. Therefore, it can
be assumed that the term is used conditionally.
These cases are explained by the specificity of
approaches in legal systems.

In our opinion, criminology as a science
does not exist in the United States and most
European countries. In these countries, forensic
science (psychology, expertise, evidence theory,
etc.) is organized as an independent course on
crime detection and prevention, that is to say, the
fields are narrowly specialized.

In the national legal system, forensics
combines all the areas of knowledge needed to
detect and prevent crime. Of course, each
methodology has its own advantages and
disadvantages in this regard.

The use of the term “criminology"” in the
name of the field is considered by some scholars to
be correct, while others do not agree. In particular,
according to E.R. Rossinsky, the science of
criminology is unique! Science has its own subject,
system, functions, object and laws. There is no
need to change the name to develop it. However, in
some sources, “digital criminology” 1is also
recognized as a network of forensic science [20].

When it comes to private forensic methods,
its technical features cannot be ignored. In this
regard, A.A. Zaitsev and A.V. Smolin's view that
changes in information technology have led to a
qualitative expansion of various technical devices
[21] is vital. These cases, in turn, contribute to the
popularity of cybercrime [22].

V.V. VekhoV's research on the development
of a private forensic methods is of particular
importance. He argues that in order to accelerate
the development of criminology on the basis of
information technology, it is necessary to develop
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an automated methodology for the investigation of
certain types of crimes, as well as
recommendations, methods and techniques for
their use in preliminary investigations. Later, the
scientist proposes to study the private forensic
methods "Computer information, criminological
research of means of their reprocessing and
protection” in the following three areas:

1. Criminological research of computer
information;

2. Criminological research of computer
devices, information systems and information and
telecommunications networks;

3. Use of computer information, their
reprocessing and protection for criminological
purposes.

According to V. Vekhov, this methodology
is considered as a system of technical rules,
methods, techniques and recommendations
developed on the basis of scientific rules for the
collection, study and use of computer information,
its reprocessing and protection in order to detect,
investigate and prevent crimes [24].

In his research, V. Vekhov puts forward the
concept of "computer information”. He argues that
the use of electronic traces - electronic carriers and
computer  information  of  criminological
significance in their memory - as evidence in the
conduct of electronic criminal proceedings is a
feature of a mass nature [25].

E.R. Rossinsky confesses that Vekhov's
theory on private methodology was developed in a
narrow way. According to him, this theory is one
part of the "Theory of information and computer
support of criminal activity." He also believes that
the term "electronic criminology" was misused by
V. Vekhov [26].

In our opinion, V. Vekhov used the term
"electronic criminology" in order to technically
substantiate his theory. In essence, any digital
device is powered by electricity. Technically, this
is true. However, in terms of sources (electric
current, magnetic field), the call "electronic
information” is relative. In fact, the source does not
directly process the information, but creates the
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conditions for it. Therefore, it is not acceptable to
take it as a common feature.

E.R. Rossinsky shows that his theory has a
broad fundamental character. This theory covers
general theoretical problems, and by solving them,
the technical, tactical and methodological
departments of criminology are improved, and a
continuous, interactive interaction with forensic
science, criminal procedural law and other
procedural disciplines is ensured. He connects the
subject "Theory of information and computer
support of criminal activity” with the laws of
occurrence, movement, collection, inspection and
use of computer information in the detection and
investigation of crimes, as well as in criminal, civil
(including  arbitration) and  administrative
proceedings [ 27].

In our opinion, there are certain
shortcomings in E.R. Rossinsky’s theory on private
methodology. In particular, the issues of the storage
and evaluation of digital evidence have been
neglected in the theoretical rule. In fact, the main
purpose of finding, obtaining, recording, storing,
researching and using evidence in a criminal case
is also to establish the principles of legality,
reasonableness and fairness in the process of proof.
In other words, if the evidence is not evaluated on
the basis of these principles, their collection,
storage, and verification (research) lose their
significance.

In the foreign literature, the computer
device is recognized only as a type of digital
technology.  Therefore, the concepts of
"information-computer" and "computer
information” put forward by E.R. Rossinsky and
V.Vekhov can be considered inappropriate. The
reason is that today new types of digital
technologies (netbooks, laptops, mobile devices,
iPads, tablets, etc. [28]) are expanding. Each of
them has the ability to create, store and process
information.

If we agree with the ideas put forward by
E.R. Rossinsky and V.Vekhov, then we should also
put into practice the concepts of "computer
information”, "laptop information”, "network
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information”, "tablet information”, "mobile
information” and so on. Theoretically, these
concepts are not wrong. However, in terms of
scientific and practical effectiveness, it is expedient
to identify a feature that is common to all types of
information technology. After all, the theory
determines the direction of the correct organization
of practice.

Technically, any digital device has a
processor. The processor receives and processes
information through the numbers "0" and "1".
Depending on the nature of the information, the
processor transmits digital (electronic) information
directly to the user or through specific copiers [29]
(assembler). Thus, a common feature is the
technical origin, processing, storage and use of
digital information.

E.P. Ishenko puts forward the point which
"one of the most promising areas for forensic
scientists today is the study of electronic traces left
by mobile phones, credit cards, magnetic travel
documents, computers, flash drives and other
media and the development of methods for their use
in investigative activities." In our opinion, it can be
assumed that the methodology proposed by E.P.
Ishenko is in a very narrow range. This method
does not specify the stages of collection, storage
and evaluation of digital technologies and their
traces. Therefore, it is impossible to fully agree
with this opinion.

The methodology may vary, but the rules
and methods should be simple and effective for the
participants in the process in the first place. In other
words, the legitimacy, safety, reliability
(scientifically based), objective and fairness of the
chosen method are the main requirements for the
criteria for evaluating the evidence. At the same
time, the results of the evidence evaluated during
the investigation must be confirmed in court. That
is, the results of the examination and evaluation of
digital evidence by a judge, prosecutor, attorney,
and expert must give the same value. Otherwise,
the charge shall be settled in favour of the suspect
or accused in accordance with the applicable
procedure.
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As noted above, in order to increase the
effectiveness of reforms in the field of cyber
security in the country, it is necessary, first of all,
to improve the mechanisms of detection and
prevention of crime. Research in this area serves to
arm investigative activities with science-based
methodologies.

Theoretically, the development of private
forensic methods in the field is one of the least
studied areas in Uzbekistan. In this regard,
although some aspects of the field have been
studied by criminological scientists of our country,
but monographic research has hardly been
conducted. These circumstances also lead to
various procedural and tactical errors in law
enforcement practice.

According to the results of scientific
research, investigation and analysis of court
materials, in order to fully ensure the cyber security
environment in the country, timely detection and
prevention of crimes, the practice of "
criminological support of cybercrime™ (hereinafter
referred to as the methodology) is considered
expedient.

The subject of this methodology includes
the mechanism of pre-trial proceedings and the
emergence of digital information relevant to the
case during the trial, the laws of their collection,
verification, storage and evaluation, software,
tactical and methodological support.

The methodology consists of the following
areas:

1. Scientific and theoretical bases of
criminological support of cybercrime activities.
This section studies the theoretical rules, laws
related to the subject, object, system, tasks and
functions, principles, methods, problems and
prospects of development.

2. Criminological research of digital
information, devices, systems and networks. This
section analyses the digital evidence relevant to the
case in civil, criminal, administrative, economic,
arbitration courts, their traces or the occurrence of
other information related to the case, the laws of
their  collection, verification, storage and
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evaluation. This methodology applies to all areas.
This is because the rules for collecting, verifying,
storing and evaluating digital evidence apply
equally in all areas. In this regard, uniform
procedures and standards for the use of digital
evidence in foreign practice have been established
[30].

3. Tactical and methodological support in
the fight against cybercrime. This section examines
the organization of the investigation of cybercrime,
the conduct and planning of investigative versions,
the tactical rules of the investigation, as well as the
algorithm of the investigation of each typical
investigation situation, the rules of control and
evaluation of operational results.

In short, the criminological support of
cybercrime activities serves to fill gaps in
investigative activities. This situation ensures the
safety of participants in criminal proceedings,
maximum protection of their rights and freedoms
protected by law.
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