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A new frontier of 
cyber vigilantism?  

Reviewing the Black Twitter 
community in South Africa  

South African

Black Twitter is known to bring to light pressing issues around the world, channel Black narratives, 
expose misconduct and mobilise social justice movements. With popular hashtags that shape 
contemporary political and social discourses, the site has encouraged racial debates, cancel culture 
and doxing activities. Using content analysis, the data examined includes Twitter/X posts and trends, 
hashtag movements, commentary articles and existing literature on cyber vigilantism. This article 
addresses a complex interplay of social and technological factors shaping this phenomenon and 
emphasises the need for greater awareness to mitigate the risks associated with cyber vigilantism. 
The article submits that cyber vigilantism awareness and prevention strategies will benefit the social 
and economic wellbeing of a hyper-connected society.
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Introduction 

Twitter/X has been used extensively to share 

narratives, exchange tweets, receive the latest 

updates and promote business brands.2 

However, it has also recently been used as 

a forum for exchanging narratives of African 

discourses, earning the title ‘Black Twitter’. The 

phenomenon of Black Twitter has its roots in the 
United States of America (USA),3 but has since 
become the largest thriving Twitter/X base in 
South Africa, where it has become prominent 
among diverse ethnic groups and official 
languages such as English, IsiZulu, IsiXhosa 
and Northern Sotho.4 As such, Bruce describes 
Black Twitter as a social networking site where 
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•	 Internet users/netizens refers to people that 

use the internet for many purposes, such 

as communication, business transactions, 

entertainment and news, etc.12 Achmad 

describes public citizens as people that have 

the freedom to express opinions in public, 

and netizens13 as people who are free to 

express opinions on the internet and online 

communities.14 Wong describes users/

netizens as public citizens who are actively 

involved in the online community, particularly 

on social networking sites.15 In addition, users/

netizens are renowned for their technical and 

investigative abilities as online detectives who 

attempt to solve real life cases.

•	Hashtags are words or phrases preceded 

by the pound sign or hash symbol (#). They 

are used primarily on social media platforms 

to categorise content, making it easier for 

users to find posts related to specific topics. 

Tweets are posted on Twitter/X when users 

reply to text messages.16 According to Bosch, 

hashtag hacktivism refers to a large volume of 

tweets that create a public networking sphere 

in narrative form. Therefore, hashtag is a 

symbol of Twitter/X, with tweets created within 

the hashtag.17 

•	Cyber vigilantism is a practice in which social 

media networking sites are used to punish 

people who are thought to have violated 

societal norms.18 Vigilantism is the practice 

of punishing an individual for a perceived 

offence or crime without the need for legal 

justification.19 Both concepts utilise some 

form of punishment, delivered when an 

individual is perceived to have transgressed 

a norm. Although victims of vigilantism are 

often publicly tortured, killed and burned 

to death,20 victims of cyber vigilantism 

experience various amounts of online doxing, 

bullying, or shaming activities.21 Moreover, 

victims of cyber vigilantism are often reported 

to commit suicide due to cyber bullying, while 

culturally connected people discuss matters 
related to Black communities.5 The site is also 
seen as a form of state surveillance, where 
Black people seek to ‘critique pedagogy and 
challenge hegemonic power’.6 

Most significantly, Black Twitter is known to 
bring to light issues that are not covered by 
the media.7 Campbell confirmed that the site 
seeks to avoid the racial biases of mainstream 
news that rely on the police for information, 
rather opting to expose the direct experiences 
frequently captured on film by Black users.8 
Some authors, however, have raised significant 
concerns about how the site is being utilised to 
conduct cyber vigilante activities. For instance, a 
study conducted by Allen and Van Zyl revealed 
that various cases of doxing, hounding, and 
crowdsourcing have been conducted on the 
site.9 Nonetheless, this article was motivated 
by the paucity of research on the influence 
of cyber vigilantism on Black Twitter in South 
Africa. Therefore, the article seeks to answer 
the following question: Has the networking site 
evoked some dimensions of vigilante justice? 
In addition, the article hopes to contribute to 
knowledge and raise awareness by informing 
organisations, legislative authorities and users 
about the cyber vigilante activities on Twitter/X. 
Most significantly, it is hoped that improving 
knowledge and awareness of these activities will 
in some part increase the social and economic 
well-being of Twitter/X users.

Clarification of concepts

•	Twitter/X is a free social networking platform 
where users may submit brief messages 
called tweets. Short texts, images, videos, 
and links can be included in these tweets.10 
The purpose of Twitter/X is for users to 
connect and share their thoughts, opinions, 
and experiences with a big audience. 
Additionally, the site is used by a variety of 
users such as marketers, reporters, public 
relations (PR) teams and the general public.11
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others receive death threats.22 It is important 

to note that not all activities occurring on 

the Twitter/X platform fall within the scope of 

cyber vigilantism.  

•	Doxing is the practice of maliciously 

publicising the personal information of an 

individual, particularly their contact number 

or residential address.23 According to Melck, 

the intention is to ruin their reputation or 

even cause physical harm. The doxing is 

perceived as a means of enacting justice 

and making sure that wrongdoers suffer the 

consequences of their actions.24 

Materials and methodology 

Utilising content analysis, the article examines 

both primary and secondary data by analysing 

existing literature and Twitter/X posts on the 

phenomenon of cyber vigilantism.25 Content 

analysis is employed when the researcher 

seeks to organise and find meanings attached 

to collected data and draw significant 

conclusions.26 In addition, social movement 

hashtags such as #AmINext, #StopGBV, 

#MenAreTrash, #OperationDudula, and 

#PutSouthAfricanFirst, all of which are perceived 

to have influenced cyber vigilante activities, 

were also examined. A significant number of 

tweets are included in the article to ensure the 

accuracy and credibility of the research,27 but 

have been anonymised, using pseudonyms.28 

The article was presented with the following 

research limitations: 1) only Twitter/X posts with 

South African content were examined; 2) the 

search was limited to tweets from 2018 to 2024 

when posts, trends and hashtag movements 

were reviewed; 3) not every activity occurring 

on the site was classified as cyber vigilantism; 

and, 4) given the volume of tweets and retweets 

taking place daily on the Twitter/X platform, 

some tweets may have been overlooked. The 

article recommends that future research should 

focus more on the impact of cancel culture on 
public figures and celebrities in South Africa.

Discussion

According to Wong, the increased accessibility 
of the internet and the freedom to share 
content has generally given rise to cyber 
vigilante activities.29 Some authors explain 
cyber vigilantism as a means of exposing 
misconduct and identifying alleged culprits 
online.30 According to Al Zaman, the following 
perspectives contribute to the development of 
cyber vigilantism: when internet users perceive 
law enforcement to be ineffective; when they 
feel that their lives are in danger because of 
an immediate threat such as the deterioration 
of traditional values; and when they regard 
themselves as the law, and police and punish 
others according to their own moral principles.31 
The following section discusses some of the 
common cyber vigilante practices on the 
Twitter/X platform. 

Cancel culture 

Cancel culture in South Africa is rooted in 
Black traditional values and the issue of 
accountability.32 It has been argued that 
marginalised groups initially utilised the idea of 
cancel culture as a way to express complaints 
against politicians who became prominent by 
engaging in criminal activities.33 Others perceive 
cancel culture as a practice utilised to ostracise 
an individual and hold them to account for 
alleged wrongdoing.34 In addition, it is also 
seen as a voice for marginalised groups to hold 
others accountable if they feel that the judicial 
system has failed them.35 

Some authors outlined how cancel culture 
is conducted on a targeted individual or 
organisation: it usually begins with widespread 
online outrage in response to a provocative 
statement or alleged misconduct; over 
time the responses become more frequent, 
with mass tweets of shaming, ostracism or 



INSTITUTE FOR SECURITY STUDIES 2– 4

boycotting; and, lastly, support is withdrawn 

(expressing repudiation), and the target 

is ‘cancelled’.36, 37 It usually involves hate 

speech and other forms of harassment, such 

as doxing, to amplify the harassment and 

intimidation.38 The cancel culture phenomenon, 

however, is not limited to online spaces. It can 

also include a range of offline vigilante justice 

actions in the form of hostility, intimidation, 

stalking and harassment.39 According to 

Thomas, the consequences of being cancelled 

can lead to reputational damage, loss of 

income and psychological trauma.40 

Indeed, various celebrities in South Africa have 

been affected by the cancel culture in both their 

professional and social environments.41 The 

late actor Patrick Shai is one such example.42 

According to media reports, Shai had previously 

posted a video where he used vulgar language, 

defaming the star Casper Nyovest,43 and it was 

reported that the actor later committed suicide 

due to hurtful comments on Twitter/X.44 Former 

Miss South Africa 2024 contestant Chidimma 

Adetshina (now Miss Universe Nigeria) became 

the target of cyber bullying on Twitter/X when 

significant concerns were raised about her 

citizenship and the eligibility to compete in a 

South African pageant.45 For example, one 

user @Ndantse_V tweeted: ‘That Miss SA 

hun doesn’t rate our country… She’s not even 

using our Flag on her bio.’46 This tweet had 

over 86 000 likes and 1 200 comments, many 

of them negative. @Nota_D tweeted ‘cancel 

her’, while another user, @TwarbSA22 added: 

‘she deserves the hate’. With memes47 being 

a favoured method of expression on Twitter/X, 

another user posted an image of a person being 

hit with a rock on the back of the head and 

tweeted: ‘She must Voetsek, She’s Nigerian.’ 

Ng argues that some online cancel remarks, 

whether explicit or suggestive, are often 

motivated by hate crimes. Gray also reflects 

on the phenomenon of hate crime and warns 

that some comments have the potential to 
incite prejudice and discriminatory remarks. It 
is evident from the tweets above that cancel 
culture indicates a mob rule and a vigilante style 
of policing suited to the digital age.48 

Online shaming and cyber bullying 

Online shaming is synonymous to public 
shaming, which was historically used to deter 
people from committing crimes.49 The practice 
of public shaming, however, was outlawed 
because it was perceived to be cruel and 
inhumane.50 According to Schrader, online 
shaming activities such as bullying, revenge 
porn, sexting scandals, webcam hijackings and 
screenshots from chats that have gone viral 
have become increasingly common.51 A report 
by Pew Research describes cyber bullying 
as, among others, offensive name-calling, 
spreading false rumours, physical threats, 
and receiving or sharing explicit images of an 
individual online without their consent.52 Laidlaw 
further notes that the internet has given online 
users a platform to invade the privacy of others 
in the name of freedom of expression.53 

According to Naik, online shaming, cyber 
bullying as well as revenge porn have become 
of increasing concern in South Africa.54 For 
example, Zanele Sibufa, a member of the Free 
State provincial legislature, became a victim 
of revenge porn when her sexually explicit 
videos were leaked on Twitter/X on 8 November 
2022.55 According to Hearn and Hall, revenge 
pornography is the ‘online, and at times offline, 
non-consensual distribution, or sharing, of 
explicit images by ex-partners, partners, others, 
or hackers seeking revenge or entertainment’. 
In this case, the offender was described as a 
‘sextortionist’ – someone who preys on and 
intimidates a vulnerable victim and threatens 
to circulate the victim’s private pictures if their 
demands are not met.56 

Singer Lady Zamar also experienced significant 
cyber bullying and public criticism on Twitter/X 
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after she laid sexual assault charges against her 

ex-boyfriend, musician Sjava.57 This is evident 

from the tweets below where both men and 

women accused her of falsely accusing Sjava. 

@TinahMdu tweeted: ‘How does Lady Zamar 

end up chasing after a man that raped her, we 

are not kids here... She needs to be checked 

for bipolar.’ @Fizz tweeted: ‘The painful thing 

about this false accusation is we won’t believe 

even when it really happened for real.’ 

The singer tweeted in her defence: 

Do you want me to kill myself? Do you 

want me to die, be murdered, go to 

jail to make you guys happy? Do you 

guys want me to stop making music or 

publicly cry so you can see how I feel 

about what happened to me?

A tweet by @Funky_Wen expressed the opinion 

that some matters should be reported to the 

police rather than attempting to seek assistance 

on social media: 

The problem is most women think social 

media is a police station were you can 

report a case and an investigation well 

take place which in actual fact social 

media is like a court with no lawyer to 

help you here they well criticis, grill and 

break you emotional. 

Munro asserts that ‘the internet has created 

a call-out culture in which sexism and 

misogyny can be challenged’.58 However, 

studies indicate that women tend to receive 

a hostile response online when they speak 

out, particularly on issues relating to gender 

equality.59 Moreover, a report by Amnesty 

International highlighted that many women are 

subjected to various abuses online, triggered 

by sex and gender discrimination,60 and may 

even become victims of an online ‘mob trial’ 

and harassment in real life.61   

Doxing 

Doxing involves sharing the personal 
details of alleged wrongdoers such as their 
names, home addresses, phone numbers 
and pictures.62 These vigilante actions 
have the potential to damage a person’s 
professional life and reputation, since these 
are impacted by their presence and visibility 
on the internet. Exposing and sharing the 
wrongdoer’s identifiable information online 
is also to condemn and discredit that 
individual.63 According to Muir et al, doxing 
may also evolve into aggression, stalking and 
vandalising the individual’s property.64 Hussain 
confirms that information is acquired through 
IP addresses, social media profiles, phishing, 
data purchases from data brokers, as well as 
interception of internet traffic.65  

McCann emphasises that doxing often targets 
people who anonymously post prejudiced 
comments online, or those who are caught 
on camera promoting bigoted beliefs.66 
According to Karimi, Squicciarini and Wilson, 
doxing may lead to bigotry, hate groups, 
human trafficking, intimidation through 
swatting (making hoax calls), and spreading 
false information about celebrities – and 
pursuing these activities offline.67 

For example, news media reported that 
musician Kelly Khumalo received death threats 
after the death of football star Senzo Meyiwa.68 
According to media reports Meyiwa was shot 
and killed in Kelly Khumalo’s residence in 
2014, in what was supposedly a robbery.69 
Subsequently, there have been contentious 
debates on Twitter/X that Khumalo was 
responsible for the murder,70 as well as reports 
that she was surrounded by bodyguards while 
in court, where she claimed to be concerned for 
her safety.71 Melck describes doxing as a form 
of cyber bullying and points out that once an 
individual’s personal details are shared online, it 
is difficult to have them removed. 
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Hashtag movements 

Black Twitter has also played an extensive part 
in efforts to bring about social change.72 Narty 
has commented that tweets supporting social 
justice movements tend to promote protest 
actions that put pressure on the government 
to address various grievances.73 People tend 
to take the law into their own hands to address 
perceived injustices and to convey their 
dissatisfaction to government and the media.74 
In a case study analysis of digital activism, 
Bosch and Mutsvairo probed the ability of these 
movements to foster online-based protest 
actions and promote political discourses.75, 76   
However, according to Morapeli and Kazembe, 
some of the social movements on Twitter/X have 
the potential to influence a xenophobic agenda, 
framing ‘other’ ethnic groups as economic and 
security risks.77 Some of these social hashtag 
movements are outlined below.  

#AmINext, #StopGBV

Black Twitter has raised awareness of gender-
based violence (GBV), notably around the 
tragic death of Uyinene Mrwetyana on 24 
August 2019.78 Her death became a symbol of 
renewed efforts by government to prioritise the 
safety and wellbeing of women and children 
in the country.79 Hashtag movements such as 
#AmINext, #StopGBV were mobilised across 
the country and on social media platforms to 
bring national awareness to the issue of GBV.80 
These movements were supported by a thread 
of tweets by #MenAreTrash, where women 
sought public support by sharing their lived 
experiences about their sexual victimisation 
and mistreatment by men. #MenAreTrash 
became popular, with some tweets reporting on 
missing persons and others calling for justice for 
victims of GBV. However, some Twitter/X users 
called out #MenAreTrash as being vengeful 
and harmful to relationships. For instance, 
@IamMotswane tweeted: I am man, and I am 
Trash. While this statement had approximately 

420 likes, it also elicited contrasting views. For 

example, @Melancoly tweeted: 

Speak for yourself man. If you keep 

indotrinating mens minds into believing 

that they are trash, they might start 

believing it and actually live up to that 

label. You think you are coming up with 

a revolutionary idea merely for likes. But 

you are actually causing more harm. 

Another user tweeted: 

ah be trash alone. It’s important to make 

a distinction between abusers and lovers. 

You cannot say a man is trash merely 

by virtue of being a man. You cannot 

encourage a negative stereotype. Instead 

we should be able to draw a distinction 

between trash and non-trash.

Reneses found that the comments on the 

#MenAreTrash movement demonstrated 

how Black Twitter is used as a platform for 

challenging gender stereotypes as well as 

enforcing the hegemony of masculinity.81 It also 

demonstrates how the system of patriarchy 

still dominates South African society and 

contributes to the GBV crisis.82

#OperationDudula and #PutSouthAfricansFirst

Operation Dudula represents a vigilante group 

that stands for ‘Afrophobia’ or ‘xenophobia’.83 

Dudula is an isiZulu word meaning ‘force out’ 

or ‘knock down’.84, 85 Indications are that the 

movement was launched by Nhlanhla ‘Lux’ 

Dlamini in Soweto within a few months of 

the July 2021 KwaZulu-Natal civil unrest.86 

According to Myeni, the main aim of Operation 

Dudula is to drive migrants out of South 

Africa.87 The group blames foreign nationals 

for the rise of unemployment and crime in 

the country, and calls on the South African 

government to account for the country’s open 

borders, lenient immigration regulations and the 

rise in immigration.88 
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According to Fihlani, other online movements, 
including the Alexandra Dudula movement 
and #PutSouthAfricanFirst, were spawned 
by #Operation Dudula.89 It was also indicated 
that the group’s scope of interest includes 
the shutdown of foreign businesses and 
insisting that South African businesses only 
employ South Africans.90 At the time of writing 
#Operation Dudula had 27 700 followers and 
1 239 posts, with tweets urging foreigners to 
leave the country. 

They really should pack and leave all of 
them with their Asian counterpart as well, 
if all fails and they insist then we must go 
to phases up until we make this country 
ungovernable they forgotten about 2008.

@M_Mboseni tweeted: 

#PutSouthAfricaFirst thanks to everyone. 
These bustards never came to my shop. 
I have organize moering committee for 
them. As soon as i see them again the 
community will deal with them decisively. 
Thank you for making my community 
involve. Do it to others.

#I_hate_MAKWEREKWERE91 tweeted: 

When you see them again, please do not 
just moer them also find out who sent 
them or what do they want? 

Although the comment received roughly 
176 likes, one user criticised it for inciting 
more violence:

It is a disgrace that you promote violance. 
Good things fail because of uncivilized 
people like you who behave like Robert 
Mugabe. There is nothing that you can 
fix using violence, nothing absolutely 
nothing. Just get this in your head.

According to Hawkins, hashtags are the 
initiators of online mobilisations, which would 
be significantly slower offline without Black 
Twitter.92 As such, online movements have the 

ability to spark offline protests or vigilantism 

by ensuring that people form the identity of 

a particular movement.93 A study conducted 

by Hove confirms that movements such as 

#putSouthAfricafirst and #proudSAProduct 

tend to increase malicious vigilante attacks 

on foreigners and produce more xenophobic 

hatred, both online and offline.94 

Conclusion 

In response to the study’s question, this 

article contends that Black Twitter seems to 

be fostering the growth of cyber vigilantism. 

Although the Twitter/X platform can be an 

effective mechanism for raising awareness 

of pressing issues in the country, it can also 

become a dangerous site for inciting vigilante 

or vengeful actions. While the site seems to 

have encouraged both peaceful and violent 

movements in the country, and a number 

of social movements successfully brought 

about some form of social change, others 

merely instigated social disorder. It is clear 

that social media has the power to influence 

people’s narratives and channel them into 

violent behaviour. 

The platform has also proven harmful to some 

celebrities who have become victims of cancel 

culture. This demonstrates unequivocally that 

Black Twitter has been utilised to expose and 

retaliate against people for their transgressions. 

The concern is that victims are not usually given 

a chance to defend themselves. It is evident 

that many users are eager to judge and execute 

punishment without sufficient evidence, thus 

endangering the lives of others. 

While cancelling an individual can be an 

effective form of action, it can also lead to 

social disorder. The individual being cancelled 

may go through considerable torture, shame 

and humiliation, not only online but in their 

social environments. It is evident from literature 

that cancel culture is harsher and much more 
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prominent in an unforgiving society that preys 
on people’s online weaknesses, credulity and 
ignorance. Therefore, it is important to be 
aware of who uses the Twitter/X platform: 
1) those who are unemployed, in debt, worried 
about the lack of job opportunities and 
therefore feel uncertain about the future; 
2) those who have jobs but are dissatisfied 
with their current work conditions and salaries; 
3) those who have experienced discrimination 
based on their race or gender, either in the 
workplace or social environments; 4) those 
who are dissatisfied with the criminal justice 
system due to its inability to solve crime;  
5) those who may be involved in crime, 
including murderers, rapists, terrorists, cyber 
criminals and paedophiles; 6) those from the 
business sector who are seeking to market 
or promote their brands; and, 7) those who 
are vengeful by nature and enjoy the thrill 
of seeing others being dragged down and 
punished. Given such an array of users, 
the prevalence of criminal activity, vindictive 
statements and/or violent behaviour on the 
platform is unsurprising. The article makes the 
following recommendations to prevent cyber 
vigilante activities. 

Recommendations 

It is crucial that the Twitter/X site is monitored 
on a regular basis to understand and 
investigate the dynamics of online discourses, 
and whether users are maintaining respect 
for freedom of expression as stated in the 
South African Constitution.95 Twitter/X policies 
should frequently be amended to monitor and 
criminalise any new misconduct on the site. 
Gray proposes that hate speech and racist, 
sexist and derogatory comments should 
be dealt with decisively. But even though 
defamation law offers protection against naming 
and shaming, the anonymity offered by the 
internet means that individuals are still not 
sufficiently protected. Koops highlighted that the 

availability of the internet allows cyber criminals 
to target their victims from various locations with 
little impunity.96 Hence, it is important that users 
become aware of the digital vulnerabilities on 
social media.97 

A report by Amnesty International has raised 
significant concerns about how Twitter/X fails 
to ‘adequately protect the rights of women 
by investigating and responding to reports on 
violence in a transparent manner.’98 The article 
further recommends alerting users about the 
implications associated with cyber vigilantism 
through cyber security hubs, to provide 
prevention strategies and create awareness by 
regularly posting on the site.99 Significantly, it 
proposes that more cyber security specialists 
should be employed and provided with the 
necessary skills to regularly monitor the platform 
and prevent cyber vigilantism. 

The fact that fraudsters can create false profiles 
and hack accounts to conceal their identities 
should also be a matter of concern. Therefore, 
users should remain up to date with news 
media and their own social accounts, and 
speedily alert others when their accounts have 
been compromised, to avoid being associated 
with any aberrant behaviour. Twitter/X should 
also ensure that tweets (including pictures, 
videos and texts) that reflect sexual misconduct, 
racism and xenophobia are regularly deleted 
and removed from the platform.  
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