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In the criminal justice system, effective records management is essential for justice delivery and

the protection of human rights. This study investigates the security and backup measures used to
safeguard electronic dockets in the South African Police Service (SAPS), focusing on selected stations
in Limpopo Province. The SAPS adopted the e-docket system to address persistent problems with
manual docket management, including loss, tampering, and delays. Using an exploratory survey
design and quantitative approach, data was collected through a structured questionnaire presented
to purposively selected police officers. The findings reveal that access to the e-docket system is
primarily secured through passwords, making it vulnerable to unauthorised access. Moreover, most
Stations rely on manual backup systems without off-site storage, leaving electronic records exposed
in the event of system failure or disaster. These weaknesses threaten the reliability and integrity of
case records, with serious implications for justice administration.

Introduction legal records is central to the delivery of justice

Digital records are a reality for most public and the protection of citizens’ rights. Therefore,
sector institutions.? The proper administration of | the security and protection of records in the
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custody of the South African Police Service
(SAPS) cannot be overemphasised, as records
can either make or break justice service delivery
and may be necessary for the protection of
other fundamental human rights. Dockets

are recognised as critical components of the
criminal justice system and are essential to its
effective operation.®

A docket is an official document in which a
record of a reported crime and the related
investigation is kept.* Police dockets serve as
comprehensive case files that document all
pertinent details, including the incident, victim
and witness testimonies, law enforcement
actions, and the progress of the case through
the justice process.® A standard police
docket is divided into three parts: Section A
includes witness statements, expert analyses,
and documentary proof; Section B holds
internal communications such as reports

and memoranda; and Section C contains

the investigation diary.6 Although there are
other police records, such as occurrence
books and cell registers, dockets are the
most comprehensive and vital case records,
necessary for court processes and judicial
decision-making.’

Manual docket systems have long been
associated with inefficiencies. They have often
been reported missing or delayed, preventing
courts from proceeding with prosecutions.®
These administrative failures delay or deny
justice and undermine the image of SAPS and
the credibility of the broader criminal justice
system. Reliable and authentic records are
essential to the delivery of justice to both
victims and the accused, and should be
protected from both damage and unauthorised
access. While measures such as access
controls and physical security are commonly
used for managing records, SAPS, like many
organisations, has struggled to implement
them consistently.® For years, it has been
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plagued by docket mismanagement, resulting
in miscarriages of justice.°

To address these problems, SAPS introduced
the Integrated Case Docket Management
System (ICDMS), also known as the e-docket
system.™" This system provides an integrated
method of monitoring police dockets and
aims to correct the inefficiencies of the manual
system. Its purpose is to support SAPS in
fulfilling its constitutional mandate of enforcing
the law and bringing offenders to justice, as
outlined in Sections 205 to 208 of Chapter 11
of the Constitution of the Republic of South
Africa, 1996."

Despite the potential benefits of electronic
records systems, the literature identifies

risks such as privacy breaches, identity

theft, and data loss, which can negatively
affect productivity and justice delivery.'® The
e-docket system is not immune to such
threats. It remains vulnerable to risks, including
loadshedding and cybersecurity breaches. ™
Once security is breached, records may be
altered or deleted, undermining their reliability.
When such events destroy records altogether,
the result is an information disaster. It may lead
to failed prosecutions and, in some cases, civil
claims against SAPS for violating the personal
information of victims. ™

In today’s high risk environment, a strong
security, backup and recovery strategy is
essential. Organisations that succeed in the
long term typically invest in proactive disaster
recovery plans.'® Many forward-looking
institutions have adopted cloud computing,
which allows data to be stored across multiple
locations. Although it entails some cost,
cloud storage enables unlimited capacity and
improved access.'” Governments worldwide
are increasingly integrating cloud computing
into their daily operations to reduce costs and
make more efficient use of resources.® For
example, many public institutions in Kenya



have transitioned to cloud-based platforms
for records management, leveraging them
as efficient and economical technological
solutions.'® Similarly, Ugandan commercial
banks have embraced cloud-computing
systems, enabling virtual management

and enhancement of their data storage
capabilities.?®° These developments have
improved service speed and reliability. With
regard to the SAPS, cloud storage should,
among others, allow prosecutors to retrieve
dockets remotely, without needing police
officers to deliver them in person.

A well-functioning records management system
ensures that records are safe, accurate and
easy to access, which in turn safeguards justice
for citizens, as well as ensuring accountability
and transparency.?!' However, without strong
system security and institutional capacity, the
intended benefits of e-government systems
may be compromised.?? Electronic systems
are highly susceptible to malfunctions and
hacking, and they need frequent software
upgrades.? Records management that is
implemented improperly culminates in poor
service delivery, because government records
are an important element of a well-functioning
administration and a way for citizens to hold
governments to account.? If the implemented
computer systems do not facilitate access to
reliable and authentic records, they will likely
be a liability rather than an asset.?® Depending
on how an electronic records management
system is implemented, it can either support or
compromise the delivery of justice.?®

Good records management is an indispensable
resource for fighting crime.?” However, despite
their importance, the security and backup
measures of the SAPS e-docket system have
not yet been systematically studied. In this
study, the researchers explored the measures
that have been put in place to ensure the
integrity of electronic records on the e-docket

system in six police stations in Limpopo
Province. The specific objectives were to:

e |dentify security measures implemented to
regulate access to electronic records on
the e-docket system.

e Determine the nature of the backup
and recovery plan for records on the
e-docket system.

e Propose a framework that may be adopted
for the improvement of security measures in
SAPS police stations in Limpopo Province.

The e-docket as an electronic record
management system

The e-docket is an electronic system
introduced by the SAPS for storing criminal
dockets. An electronic records system refers
to all components of an electronic information
system, namely electronic media and all
connected items, such as source documents,
output information, software applications,
programmes and metadata.?® It permits the
monitoring of all the operations or transactions
through which the record has passed, and

its metadata, from the moment of its creation
and capture within the system.?® Electronic
systems introduce transparency and efficiency
in managing records by bringing different
functions into a single system, and provide
the means to track and monitor records.®® The
implementation of ICT systems has broadened
the field of records management and made

it possible to manage records electronically
and remotely. Electronic records management
involves managing both records originally
created in digital form, and those converted
from paper formats.®’

Electronic records systems are typically
categorised into Electronic Records
Management Systems (ERMS), Electronic
Document Management Systems (EDMS), and
Electronic Records and Document Management
Systems (ERDMS), which combine both
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functionalities. The e-docket system used by
the SAPS is best understood as an ERDMS,
although in practice it is a hybrid electronic
records management system, as it is still being
phased in and therefore also makes use of a
manual records management system.®? Dockets
are created manually and are later scanned

to convert into an electronic format on the
e-docket system, either during the progression
of the case or, in some instances, after the
completion of a case. In some such cases,
dockets have been lost or compromised in the
conversion process.

The e-docket system generates e-dockets,
which are predominantly used by detectives,3*
but serves the police and the entire justice
system and facilitates the sharing of information
about criminal cases among officers and
detectives, from the beginning of a case to
the end.® The e-docket system is intended

to reduce maladministration, corruption and
documentation loss while improving service
quality, information access, accuracy and
collaboration among officers.*® The adoption
of the e-docket system is also intended to
make files auditable and traceable, and almost
impossible to delete within the system.®”

Security and access control

Electronic records management systems require
strong security. The three pillars of securing
protected information are administrative
safeguards, physical safeguards and technical
safeguards, with safeguarding techniques
ranging from the location of computers to

the use of firewall software to protect digital
records.*® Appropriate access controls must
be maintained for as long as the organisation
needs the records.® Efficient management of
e-records is critical to ensure the protection

of vital records,“® and a well-organised
records management system should trace
the movement of current records throughout
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the organisation to identify any intentional or
accidental unauthorised actions.*’

Even with such security measures in place,
records on digital platforms are susceptible to
more diverse and flexible risks than those in
paper form.* The issue of access control to
records on the e-docket system has become
even more critical after it was revealed that

a significant number of criminal records

were negatively affected by e-docket system
malfunctions.*® The insecurity of records is
largely a result of mismanagement, “where
records may be accessible, but the information
recorded is incomplete, concealed, altered,
amended, and/or added”.*

System backup and recovery

All'institutions are at risk of experiencing a
disaster, be it natural or man-made. Hence,
security measures need to include backup

and other copies of stored information, as their
integrity is of importance in circumstances
where they have been used as replacements for
live data.*® System backup refers to information
that is stored elsewhere to be utilised in

times of system failure or data loss,*® while a
disaster recovery plan refers to the measures
put in place ahead of time on how to restore
operations in the case of disaster.*’

The purpose of a backup and disaster recovery
procedure is to reconstruct authentic and
reliable records, making it essential that backup
data includes associated metadata and audit
trails of all records so that the authenticity

of recovered records is not compromised.®
However, many public sector institutions are
found wanting when it comes to system backup
and recovery plans. The absence of a disaster
preparedness plan is one of the impediments
to proper records management in many

public sector institutions, thus exposing an
organisation to memory loss should a disaster
strike.*® Without a disaster recovery plan, a vital



records schedule and a retention schedule, an
“organisation is sitting on an ‘information ticking
time bomb’ that could have dire consequences,
such as loss of vital memory, should the bomb
not be diffused”.®°

Additionally, “the threats of unstable media, of
ever-changing software and hardware and of
data security place an organisation’s electronic
memory at risk”.5" Backup copies of current
records, kept off-site, ensure against disaster.
Backup and disaster recovery plans and
strategies allow a governmental body such as
the SAPS to rebuild its electronic information
and to continue operations in the event of
significant network failure or other disasters.%?
A data backup and recovery plan in line with
best practices entails a definition of the specific
data to be backed up, the type(s) of backup

to be used, the frequency and time of data
backup, responsibility for data backup, the
storage site(s) for the backups, and the storage
media to be used.%®

A system backup and recovery plan is crucial
if the e-docket system is to have its intended
benefits in the SAPS and the criminal justice
system. The impact of the lack of backup

on the management of court records was
highlighted when, during load-shedding,
backup electricity supply was not available,
making it difficult to access electronic
records, and thus causing delays to the
justice delivery process.

Methodology

The study adopted an exploratory survey
research design to investigate the security and
backup measures put in place to ensure the
integrity of electronic records on the e-docket
system for effective administration of justice.
The collection of data for this study took

place in 2020. Due to resource constraints,
the study focused on two of the 13 clusters

in Limpopo Province, namely Mankweng and

Lebowakgomo, as they were easily accessible
to the researchers. Permission to conduct this
study was obtained from the SAPS national
office before a closed-ended questionnaire
was distributed to police officers in a face-to-
face manner. Purposive sampling was used to
select 100 police officers with knowledge of
the e-docket system and who work with the
e-docket system on a daily basis. To minimise
bias, the questionnaire was pre-screened for
possible leading questions, and to ensure
anonymity, personal data of the participants
was not collected. Of the 100 questionnaires
that were distributed, 65 were returned, thus
yielding a 65% response rate. This response
rate is considered good enough to draw

valid conclusions and recommendations.®
Quantitative data analysis was done through
descriptive statistics using the IBM Statistical
Package for the Social Sciences (SPSS V26
for Windows).

Limitations and generalisability

The findings of this study, which employed

an exploratory survey design, cannot be
generalised to other police stations in other
provinces. The intention of this exploratory
research study was to gain insight into whether
the implementation of the e-docket system
enhanced or compromised the administration
of justice in selected police stations in
Limpopo Province. Consequently, because of
the focus on a select few police stations, the
conclusions of this study cannot be applied
to all police situations; however, they add a
valuable insight to the understanding of the
relationship between records management
and justice administration.

The objectives addressed by this paper are part
of a wider study that surveyed the efficiency

of electronic records management in Limpopo
Province police stations for the effective
administration of justice.
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Results and discussion
E-docket system security

The respondents were asked to indicate how
frequently the e-docket system was breached
in the police stations in Limpopo Province

with which they were familiar. An ‘Always’
response indicated a very high e-docket system
vulnerability, whereas ‘Never’ indicated strong
resistance to security breaches by the e-docket
system. The results are depicted in Chart 1.

Chart 1: Perceived frequency of e-docket
system breach (N=65)

26
13 14
i
Always Often Seldom Never Non-
responses

Electronic system security is intended

to safeguard an organisation’s records
management infrastructure and records from
modifications, misinterpretations, or loss.%®
Security is cited as one of the challenges of
managing electronic records because such
systems are at risk of experiencing disasters.
In Botswana, for instance, inadequate security
measures were among the challenges facing
electronic record management.’” The e-docket
system in SAPS is not an exception.

As depicted in Chart 1, this study suggests
that the e-docket system in the stations under
review may be vulnerable to security breaches.
This was evidenced by nine respondents
(14%) who indicated that the e-docket system
always suffers a security breach, thirteen
(20%) who indicated that it occurs often, and
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fourteen (21%) out of 65 survey respondents
who indicated that a security breach seldom
occurred. Twenty-six respondents (40%) — a
considerable number — said that the e-docket
system was never breached. All responses
considered, this implies a low technological
readiness for secure electronic records
management in the SAPS.

E-docket system access control

Access control is another important element of
security in electronic records systems. Chart 2
displays the results when asking respondents
about the access control measures employed
for the e-docket system.

Chart 2: E-docket system access
control measures

59

i 0
Passwords PINs No controls Biometric
scans

Some of the security-related threats facing
records management include improper access
to information, which can lead to unauthorised
changes or modifications of records, a lack

of control over the traceability of records, and
unauthorised destruction of records.®® In the
case of the justice system, this may have far-
reaching implications for the delivery of justice,
as altered dockets can no longer be deemed
authentic and admissible in court.

As depicted in Chart 2, the results show that
the most predominant security measure used
to regulate access to the e-docket system

in these stations was passwords, which



received the support of 59 respondents (91%).
Five respondents (7%) said Personal Identity
Numbers (PINS) were used to regulate access
to the e-docket system. The results clearly
show that access to the e-docket system in
these police stations was mainly regulated
through passwords.

The downside of using passwords as the sole
access control measure is that a password may
be weak, or even copied by other colleagues
with malicious intentions. Human-related threats
are cited among the most common security
risks with regard to access control of electronic
information.%® The most frequent types of
information security breaches attributable to
human actions in organisations include weak
password choices, system configuration errors,
access by individuals without authorisation, and
insufficient knowledge.®

When access control is breached, the
consequences can be serious. Compromises
in the management of electronic records can
result in suspects walking out of court free,

or not being brought to court at all because
dockets do not arrive on time or are not
available. This makes it impossible for a judge
or magistrate to pass judgment.®' To further
underline the severity of security breaches
and technological disruptions on records
management, another study found that cyber
threats often led to incidents of system failure,
which then resulted in wider disruption of
service delivery.®?

Information security ensures that an
organisation’s ICT systems, data, and
infrastructure are protected from risks such
as unauthorised access and manipulation,
loss or destruction of data.®® However, if
organisations do not ensure that electronic
records are managed properly through
intelligent systems that provide constant
intellectual and physical control, access
control can never be achieved.

Backup and recovery plan

Respondents were asked to use a Yes or

No answer to indicate whether there was a
backup and recovery plan for the e-docket
system in their police station. Chart 3 depicts
the responses.

Chart 3: Availability of records management

backup plan
Yes No Non-

responses

It is difficult to determine whether SAPS

has a backup and recovery plan, as the
respondents were almost equally divided on
the question whether SAPS has a backup
and recovery plan. As shown in Chart 3, 31
respondents (48%) supported the statement
with a “Yes’, while 30 (46%) responded with
a ‘No’. This implies that the respondents may
not know or understand what backup and
recovery are about.

Respondents who answered ‘Yes’ were asked
an open-ended follow-up question about what
that consisted of. Six respondents indicated
that there was a manual system as a backup
plan in case the e-docket system failed.
However, this is inadequate in the case of a
disaster, unless copies of current records are
kept off-site. Many organisations migrate to
electronic records management due to the
many limitations of manual systems. If these
stations rely on on-site manual backup, they
may well be susceptible to security risks of
disaster and loss of electronic records.
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A backup and recovery plan enables an
organisation to develop strategies to minimise
risks and restore its operations following a
disaster.®> A backup and recovery plan refers
to a document that outlines what needs to

be done by whom to protect electronic and
paper-based records in any organisation. For
electronic records, this includes an off-site
backup of all stored information with a copy of
the recovery plan.® A similar approach may be
used for physical records. Backup data must
be stored at a remote location that is different
from the original creation and usage location.®”
The purpose of a backup and disaster recovery
procedure is to reconstruct authentic and
reliable records. It is thus essential that backup
data includes associated metadata and audit
trails of all records so that the authenticity of
recovered records is not compromised.®®

Proposed security framework

The study established that current security
measures in these police stations may be open
to being bypassed or breached, such that
e-dockets are vulnerable to loss or change,
whether accidental or malicious. It is imperative
for electronic records to be protected against
the numerous threats to their integrity and

their very existence, prompting the need for
improved system security and monitoring.
Efficient management of e-records is critical to
ensure the protection of vital records,®® hence
the proposed framework for improving security
measures for electronic records on the e-docket
system in these police stations, as depicted in
Chart 4.

A comprehensive security approach for records
would not only consider technical controls but
also administrative and physical safeguards,
including training requirements. This framework
is adopted from Ives (2014), who outlines these
security pillars as ranging from techniques
regarding the location of computers to the use
of firewall software to protect digital records.”
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Chart 4: Security control elements

Technical Physical

Security control
controls

elements

controls

Administrative
controls

Source: adopted from Kruse, Smith, Vanderlinden and
Nealand, 2017

At an administrative level, security controls entail
disaster management planning and putting
backup systems in place.” Administrative
controls would include policies, procedures

and any other guidelines in written form. Clear
security and disaster recovery policies and
guidelines provide a basis for staff training

on security control measures for records.
Furthermore, owing to increased risks of
disaster and electronic records loss, it is
necessary to enforce a regular and clear backup
and recovery plan in the police service.

Technical controls are also needed to guard
the security of records. This aspect includes
the use of role-based and personal-based
authentication, such as passwords, firewalls,
(RFI) tags, and usernames.”® This can be

a useful measure when coupled with other
security control elements. Furthermore,
technical security measures include hardware
and software elements such as audit controls,
provided for the security of information
resources.” However, the SAPS needs to
expand its security approach beyond technical
safeguards in order to improve the efficiency of
its electronic records management for effective
justice delivery.



Physical controls would include all physical
measures taken by an organisation to secure
its records for the sake of administrative
justice. Smoke and heat detectors and

fire extinguishers are some of the physical
measures records centres may take to detect
and suppress potential records disasters.” To
secure records against unauthorised access,
manned security points, closed-circuit television
cameras and burglar proofing every window
can be instituted.”® To increase the survivability
of digital records in the event of natural or
human-made disasters, power failures or other
types of disruptions, organisations may adopt a
distributed digital preservation strategy, where
copies of digital files are distributed in server
computers across geographically isolated
areas.”” Similarly, backup data must be stored
at a remote location that is different from the
original creation and usage location.

Finally, training is essential for the effective and
efficient use of the e-docket system, as some
security elements require specialised skill sets
related to backup and recovery for the effective
management of records.” This would clear

the confusion on whether the current e-docket
system has a backup and recovery plan. What
needs to be considered is whether the backup
of the e-docket system would allow it to be
restored to full functionality in case of a disaster.
Without training in and about the system,
SAPS personnel may believe that the system
cannot back up and recover data in the event
of a disaster. Regular and compulsory training
is essential to establish and maintain a level

of awareness, commitment and enthusiasm
among records handling staff.”® Not all police
officers need to know how to restore a crashed
system. However, having specific records
management personnel trained to assist with
backup recovery is essential. Training may be in
the form of in-house workshops, mock-up drills
and seminars. Therefore, staff training needs

to be included in preparation for disasters and

management of access control to records. For
any disaster management plan to succeed,
staff need to be made aware of their mandate,
should disaster strike.°

Conclusion

The implementation of electronic records
management programmes, such as the
e-docket system in the SAPS, is undoubtedly

a major step forward in rendering proper
administration of justice to citizens. However,
without adequate security, access controls and
backup of records on the e-docket system,
unauthorised access to records or loss may
result. The potential risks and consequences of
data loss or unauthorised access include delays
in court proceedings, criminals walking free due
to a lack of evidence, and victims of crime not
receiving justice. The legal implications are that
the SAPS may have civil claims lodged against
it for such data breaches and privacy violations.
Therefore, the quality of the management
system adopted for recordkeeping has a direct
effect on the ability or inability of the SAPS to
administer justice to citizens.

The study revealed that access to the
e-docket system in these stations in Limpopo
Province was predominantly secured through
passwords, which have been proven to be an
inadequate security mechanism if a weaker
password is used. Similarly, the use of a
manual system as a backup and recovery
measure for electronic records is not a good
security measure in the event of a disaster,
unless stations use off-site storage to keep
their records. The flow of the docket from the
police stations to the courtroom is vulnerable to
risks that may violate the rights of persons and
compromise the provision of justice.

The researchers conclude by recommending
further study on how the current system has
evolved from paper-based records, paying
particular attention to the potential benefits of
transitioning to the direct capture of dockets
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on computers. Such a shift could save time

and resources by reducing the need for manual
processes and scanning. They also recommend
further research on the use of Artificial
Intelligence (Al) for effective docket management
in the SAPS. The inroads made since the
advent of Al suggest that it can enhance data
security by detecting unusual patterns and
potential threats in real time, enabling proactive
responses. Al may also employ encryption
techniques to protect confidential records

from unauthorised access. Still, without proper
security protections, the information may be
accessed by others, threatening the privacy of
the owners of that information.
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