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Abstract: This comprehensive review explores the current state of artificial intelligence (Al) techniques
for detecting suspicious activities in video footage, with a focus on physical assault. The rapid growth of
surveillance systems has necessitated automated methods for identifying potential security threats in
real-time. The study examines various intelligent techniques, including convolutional neural networks
(CNNs), long short-term memory (LSTM) networks, and transformer-based models, used for feature
extraction and classification in violence detection algorithms. It analyzes the effectiveness of different
approaches, such as skeleton-based methods and audio-based detection, and discusses the challenges
faced in developing robust systems. The review also provides an overview of commonly used datasets for
training and evaluating suspicious activity detection models. By synthesizing recent advancements in the
field, this paper aims to offer insights into the most promising approaches for enhancing the accuracy and
efficiency of Al-based suspicious activity detection systems, while also addressing ethical concerns related
to surveillance and privacy.
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Introduction

The rapid growth of surveillance systems in urban areas has led to an overwhelming influx of video data,
making traditional manual monitoring methods ineffective and unfeasible. This surge in data volume has
necessitated the creation of automated systems capable of identifying suspicious activities in real-time.
High-risk locations such as public transit, financial institutions, educational facilities, and roadways face
various security and safety risks, including theft, accidents, vandalism, and terrorism. Intelligent
techniques for suspicious activity detection involve using advanced algorithms and computational models
to examine video feeds, recognize patterns, and identify unusual behaviors that might indicate potential
security threats. These systems aim to augment human capabilities by continuously monitoring multiple
video streams, swiftly processing visual information, and notifying security personnel. The use of
intelligent techniques in detecting suspicious activity offers several advantages. Firstly, it enables round-
the-clock surveillance without the limitations of human exhaustion or attention span. Secondly, these

SGS Engineering & Sciences, VOL. 1 NO .1 (2025): LGPR
https://spast.org/index.php/techrep/index



https://spast.org/index.php/techrep/index

systems can adapt and learn new patterns of suspicious behavior over time, improving their accuracy and
reducing false alarms. However, challenges exist, including the need for robust algorithms to distinguish
between normal and suspicious activities in diverse settings, the requirement for substantial
computational resources to process high-quality video feeds in real-time, and ethical concerns related to
surveillance and privacy. This research aims to explore the current state of anomalous activity detection
using intelligent techniques, assess the effectiveness of various methods, and propose innovative
approaches to enhance the accuracy and efficiency of these systems.

Suspicious activity significantly impacts various aspects of life, affecting direct victims, their
families, society at large, and daily routines. The persistent state of insecurity also influences citizens'
mental health [1] and the economy (shopping, travel, tourism, etc.) [2]. For instance, the world's greatest
cause of mortality for people between the ages of 15 and 44 is physical assault [3]. Some studies reveal
concerning statistics. According to Hillis et al. (2016) [4], a study published in the American Academy of
Pediatrics, at least 50% or more of children in Asia, Africa, and North America experienced violence in
2015. Furthermore, over half of the world's children—roughly 1 billion people between the ages of 2 and
17—have witnessed such violence. In just one year, more than 22 million people in Europe were physically
assaulted, and more than one in four were harassed, according to research from the European Union
Agency for Fundamental Rights (FRA) [5]. These factors underscore the critical need to address the issue
of suspicious activity in societies worldwide

Recent research has explored mid-range approaches to combat violence by examining the
relationship between crime rates, street population density, and urban landscapes. Using statistical
techniques focused on spatial analysis, researchers have examined social media and cell phone data to
measure urban population density and investigate its relationship with crime rates [6]. However, these
methods struggle to differentiate between indoor and outdoor populations. Additionally, studies
employing convolutional neural networks (CNNs) have shown that crime rates tend to be lower in green
spaces [7]. In a related investigation, deep learning techniques were applied to Baidu Street View images
(China's equivalent to Google Street View) to assess street population, urban landscape features, and their
correlation with crime occurrences [8]. Another study analyzed Google Street View images for vehicle
presence and pavement characteristics, using machine learning to correlate these factors with crime rates

[9].

These mid-term approaches, which analyze crime rates in relation to street traffic, population,
and urban landscape types, offer concrete insights into areas more susceptible to physical assaults and
inform the design of safer urban environments. However, this offline methodology doesn't provide
immediate assistance to assault victims. The primary focus of this assessment is on quick techniques and
short-term, real-time remedies for averting attacks. Traditionally, security cameras and photos have been
used to gather evidence following a crime, helping to identify offenders and supporting police
investigations, insurance claims, and legal actions [10]. Real-time methods for identifying violent
occurrences have recently been developed by a number of research. The majority of these techniques
make use of security cameras that have been programmed with algorithms based on Al [11, 12, 13]. The
widespread use of surveillance systems and image capture methods [14, 15], the rise of big data platforms
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[16, 17], and the development of Al algorithms intended to analyze video and image footage [18] have all
contributed to the field's explosive growth [20]. Globally, the deployment of security cameras has grown
due to various factors, including surveillance and safety concerns [14, 15]. It is important to note that the
use of images and video has numerous applications that could potentially improve citizens' quality of life.
Nevertheless, existing research has highlighted the possible threats to individual privacy associated with
widespread recording [19]. Modern big data platforms allow for the collection and examination of
substantial amounts of information from our surroundings [16, 20]. These systems enable real-time
capture, storage, and analysis of diverse data types, including visual media [17].

Artificial intelligence (Al) - driven algorithms for image and video analysis have proliferated in
recent years, exhibiting improved accuracy and adaptability [18]. It is worth considering whether Al is
necessary for detecting aggressive behavior. The fact is that continuous human monitoring of visual data
is either financially burdensome (due to personnel costs, facilities, etc.) or results in inadequate
surveillance, with few individuals overseeing numerous scenarios, potentially resulting in fatalities [21].
Developing efficient violence detection systems requires the use of based on artificial intelligence image
and video analysis approaches. When it comes to recognizing aggressive actions in video recordings,
computer vision—specifically, action recognition—is crucial [22]. Computer vision, a subfield of artificial
intelligence, allows robots to comprehend visual information and make defensible judgments. Action
recognition is a subfield of this field that focuses on identifying certain motions and actions in video clips
[23]. In Al-based violence detection, models are trained to identify trends and actions linked to violent
incidents [3]. Algorithms trained on labelled video datasets containing both violence and non-violent acts
are the foundation of this procedure. The computers are able to recognize violent conduct in fresh, unseen
video material by learning certain patterns and characteristics [24]. These algorithms may identify violent
acts in formerly unseen video material because they are taught to identify patterns and traits associated
with violent conduct [24].

Societal concerns about suspicious activity have widespread consequences. Numerous studies
have explored this issue, proposing various solutions with differing levels of directness. The most crucial
and immediate solution for identifying individuals experiencing physical harm is the real-time detection
of violence, serving as the ultimate protective measure. The increasing use of surveillance footage, the
rise of massive data platforms, and developments in algorithms using artificial intelligence for analyzing
videos and images are the main drivers of this capacity. In order to provide a thorough and current review
of Al-based identification of suspicious actions in pictures, with a focus on physical assault, this work
expands upon an organized mapping investigation [24]. This paper's thorough and up-to-date analysis of
every step involved in based on artificial intelligence video violence identification is one of its main
contributions. Key traits are categorized and ranked according to how frequently they appear in pertinent
research publications. By examining the algorithms utilized in video suspicious activity identification, the
combination of them, and the results obtained from the most popular datasets in recent literature, this
work also distinguishes itself.

This research aims to address the challenge of detecting suspicious activities, particularly physical
assault, in video footage using artificial intelligence techniques. Previous studies have explored various
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approaches, including convolutional neural networks (CNNs), long short-term memory (LSTM) networks,
and transformer-based models for feature extraction and classification. However, gaps exist in the
comprehensive analysis of different algorithms' effectiveness and their combinations. Some methods may
have been omitted due to computational limitations or dataset constraints. This research contributes to
society by enhancing real-time surveillance capabilities, potentially reducing crime rates and improving
public safety.

Related work

This portion analyzes the content of earlier assessments, highlighting their advantages and
disadvantages to aid in conducting a thorough and pertinent review of the current field. Yao and Hu [25]
emphasized the challenges of identifying suspicious activity, pointing to its rarity and ambiguity as major
barriers to acquiring records from the actual world. Their study did not, however, cite any relevant
publications or offer information on the selection procedure, including the databases that were used,
search parameters, duration, or applied filters. The difference between deep learning (DL) techniques and
conventional methods for identifying hostility was the main topic of debate. The evaluation divided
cutting-edge research into two primary groups: traditional frameworks and deep learning-based
techniques. The classifiers and methods for extracting features were the two subcategories into which
the conventional framework part was subdivided. It included studies using important feature extraction
techniques, such as feature descriptors, motion-based, appearance-based, and trajectory-based
approaches. It also looked at the use of classifiers like k-nearest neighbors (KNN) and support vector
machines (SVM), pointing out both their benefits and drawbacks. The articles were arranged in a table in
the paper according to the feature extraction methods used and the scene type (busy or non-crowded).
It did not, however, go into depth about the machine learning techniques or video classification that were
applied in each research.

A visual scheme and summary table that provided a thorough understanding of suspicious activity
detection by delineating important phases and ideas were published by Siddique et al. [23]. The study
included a clear research approach, including search terms, databases, time periods, and filtering criteria,
even though it was not a systematic review. There is a requirement for a more thorough categorization,
since the article divided aggressiveness detection systems into 19 groups, some of which only had one
reference. Aspects including object identification, extraction of features, scene congestion and accuracy
were all covered in detail in the summary table. Nevertheless, it lacked a comparative examination of
algorithm performance and omitted information on classifier types and datasets. Additionally, the dataset
table only included clip counts and publication years, and the feature extraction table did not classify
feature types. Kaur and Singh [26] published a conference paper summarizing the most recent evaluations
on aggression detection since 2016.

The examined research were categorized into two main groups: deep learning approaches and
classical methods, whose were further subdivided into the extraction of features and classification
techniques. Recent developments and potential methods in the field were highlighted in the study,
especially those utilizing long short-term memory (LSTM) models and convolutional neural networks
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(CNNs). Key issues in attack detection were discussed, such as object occlusion, illumination fluctuations,
and potential misunderstanding with other activities. The study concluded that as no one solution could
successfully handle all of the problems at once, each of these obstacles should be addressed separately.
In a conference paper, Kaur and Singh [26] summarized the most recent assessments of aggressiveness
detection conducted since 2016. The examined papers were divided into two main categories: deep
learning approaches and classical methods, which were further subdivided into classification and
extraction of features techniques. The paper emphasized the potential of recent and promising
techniques in the field, such as convolutional neural networks (CNNs) and long short-term memory (LSTM)
studies. The discussion addressed various challenges in assault detection, including the potential for
confusion with other actions, changes in illumination, and overlapping objects. In conclusion, the paper
suggested addressing these challenges on a case-by-case basis, as there was no universal solution to tackle
them collectively.

There was no specific section on study technique or related work in Shubber et al. [3]. The study

highlighted the higher accuracy of deep learning techniques by classifying the examined material into two
categories: standard and deep learning approaches. Along with outlining four classification strategies and
providing pertinent citations, it also included tables that summarized feature extraction techniques
utilized in various research, describing both feature extraction procedures and classifiers. The authors
highlighted that advancements in deep learning were facilitated by high processing power and abundant
data availability. The datasets used in the examined research were described in one part, together with
information on the number of clips of video, frame numbers, and content types—such as real-life footage,
movies, and hockey games. It did not, however, indicate if crowded scenarios were included in these
datasets. Tables also showed the accuracy percentages for each dataset from different investigations.
A thorough systematic review of suspicious activity detection from 2015 to 2021 was carried out by
Omarov et al. [27]. Research methodology, basic principles, categorization of detection strategies, video
characteristics and descriptors, datasets, assessment criteria, and obstacles in suspicious activity
detection comprised the five main components of the review. The systematic review procedure, including
research objectives, article selection standards, and filtering techniques, was covered in full in the study
methodology section. Along with establishing key concepts, the report also explained how physical
aggressiveness detection algorithms are trained and tested. This study's portion on physical
aggressiveness evaluation factors stood out since it connected these measures to pertinent research,
offering insightful information. In conclusion, not all facets of suspicious activity detection are covered by
the reviews that have been published in the last three years. To provide a more thorough knowledge of
Al-driven suspicious activity identification in video analysis, an updated assessment is necessary.

The process begins with using a video as input, which requires compiling a dataset containing both
suspicious and normal scenes. Keyframe extraction, the following stage, is experimental and not found in
every design is show in the Figure 1. By choosing frames that are most likely to include violent behavior,
this method lowers the amount of video data that must be analyzed and, as a result, the processing
demands. Depending on the particular attributes being retrieved, the data is then changed in the next
step to conform to the demands of the suspicious activity recognition algorithm, the following stage
concentrates on extracting features and algorithm learning, which might differ depending on various
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algorithmic combinations. The classification of a scenario into violent or non-violent is finally done using
a classifier [24].
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Figure 1: Basic steps of video surveillance for suspicious activity detection

The research articles under examination have been categorized according to the classification
techniques employed for detecting suspicious activities. This study's categorization of various suspicious
activity detection algorithms is primarily based on the type of algorithm used (including traditional
feature-based methods, convolutional neural networks (CNN), long short-term memory networks (LSTM),
and transformer models). Additionally, the study explored the datasets utilized for suspicious activity
detection.

CNN + LSTM: This category includes articles that use a combination of long short-term memory (LSTM)
and convolutional neural networks (CNNs), regardless of pre-training status. CNNs extract spatial features,
which are then input into the LSTM to extract temporal features. The LSTM receives input from features
extracted by both the CNN and LSTM in two distinct phases [28, 29].

CNN: Studies that solely use convolutional neural networks (CNNs) to identify suspicious activity in videos
fall under this category. In order to classify video frames, CNNs examine spatial characteristics.
Nevertheless, certain research using CNN-3D and CNN-4D have trouble successfully capturing both spatial
and temporal patterns, as will be covered in subsequent sections [30]. Additionally popular is the use of
CNNs that have already been trained to identify suspicious activity. To create baseline weights, these
models are first trained on large picture datasets like ImageNet. Then, using transfer learning to increase
accuracy and efficiency, they are refined to extract pertinent characteristics and identify violent patterns
in video sequences [31].

Traditional feature extraction: This group consists of studies that have employed manual techniques for
extracting features, either solely for feature extraction or for both extraction and training. These methods
rely on mathematical approaches rather than machine learning or deep learning techniques [32,33]. Some
studies in which computers examine bone structures by recognizing people's body postures in movies to
identify violent acts are under the "skeleton-based" (deep learning or manually) category. These
approaches explicitly concentrate on body movement and posture pattern to identify the presence of

SGS Engineering & Sciences, VOL. 1 NO .1 (2025): LGPR
https://spast.org/index.php/techrep/index



https://spast.org/index.php/techrep/index

suspicious activity, in contrast to other approaches that prioritize spatial feature extraction (e.g., CNNs)
or changes in motion, texture, or illumination (e.g., manual techniques) [34, 35].

Transformer: This category includes research that uses transformer-based architectures to identify violent
content in video [36, 37].

LSTM: Research that uses LSTM networks to record the temporal patterns connected to violent events in
films falls under this category [38].

Methods on CNN + LSTM

A very quick and effective real-time violent detection system was created by Talha et al. [28] and
tested on the creators' own devices. An LSTM processes the spatial information that are extracted by a
CNN in the system. For categorization, the CNN also has two completely linked layers. Although
performance numbers were not made public, Madhavan [29] presented a technique designed to address
categorization challenges brought on by changing weather and illumination circumstances. This method
could also aid in resolving issues related to video classification's restricted pixel allocation.

In their study, Ullah et al. [39] employed Mask R-CNN, an extension of Faster R-CNN, for feature
frame selection. This object detection-based model was used to identify vehicles and people, with the
added capability of recognizing and labeling object segments within images. For feature extraction, the
researchers used two CNNs: DarkNet and another CNN that uses optical flow as a residual input. After
that, a multilayer long short-term memory (M-LSTM) network was fed the retrieved characteristics.

Vijeikis et al. [40] created a computationally efficient and lightweight model by combining a CNN
and LSTM, although it exhibited slightly lower accuracy. Halder and Chatterjee [41] achieved exceptional
results in identifying violent activities using a bidirectional LSTM based on a lightweight convolutional
neural network. In order to extract spatial characteristics from the INRA person dataset, Traoré and
Akhloufi [42] used a pre-trained VGG-16 model. These features were then processed by a bidirectional
gated recurrent unit (BiGRU), a kind of recurrent neural network (RNN). Three completely linked layers
were used for the classification, with softmax activation being used in the last layer. Similarly, Ref. [43]
used an LSTM to collect temporal characteristics and VGG-16 for spatial feature extraction.

Without using frame subtraction, Asad et al. [44] created a suspicious activity detection model by
examining two consecutive video frames captured at intervals t and t + 1. Each frame's high-level and low-
level characteristics were extracted by the model using two pre-trained CNNs. Wide dense remaining
blocks (WDRBs) were used to combine feature maps from the two frames in order to improve feature
representation. An LSTM network was then used to analyze these combined characteristics in order to
identify temporal correlations. An actual time graph was created to alert people to continuing violent
activities, and a scene was labelled as violent when its detected degree of suspicious activity exceeded a
certain threshold. The pre-trained CNN MobileNetV2 was used by Contardo et al. [45] to extract spatial
characteristics from video frames. Two distinct LSTM models a temporal Bi-LSTM and a temporal
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ConvLSTM were then used to analyze these extracted characteristics in order to assess and contrast how
well they detected suspicious activity. In order to evaluate the effectiveness of each method, Gupta and
Ali [46] used a pre-trained VGG-16 network for extraction of features, processing its output independently
by an LSTM and a Bi-LSTM.

Islam et al. [47] incorporated numerous parameters to characterize the datasets, including class
count, videos per class, frame rate, video length, average frame count per video, resolution, and location
count. Their focus was on detecting sexual and physical assault, utilizing pre-trained VGG-16 and VGG-19
networks with LSTMFrom each packet, frames were chosen at random by Jahlan and Elrefaei [48], who
then chose a particular area inside the frame to transform the pictures into square forms. They calculated
the differences between successive frames instead of putting individual frames straight into the CNN. To
combine spatial components, they used a convolutional LSTM and a lightweight CNN called automated
mobile neural architecture search (MNAS). After testing three classifiers and normalizing the training
features prior to classification, SVM was found to be the most successful.

Mumtaz et al. [49] used an LSTM to receive the output of a previously trained VGG-19 CNN for
feature extraction. This process management approach was combined with a new deep learning-based
structure for suspicious activity detection, and control charts were added for the analysis of surveillance
video data. An LSTM processed the spatial information extracted by Sharma et al. [50] using Xception, a
pre-trained CNN. Singh et al. [51] divided the most advanced methods into three categories: deep
learning, machine learning, and motion-based. They used two CNNs to extract low-level features and local
motion, which were then sent to an LSTM to capture global temporal patterns. Body motions, object
edges or lines that are and appearance-invariant traits like changes in lighting, weather, and other
environmental factors were all included in the retrieved features.

Srivastava [52] proposed two distinct algorithms: a suspicious activity detection algorithm and a
facial recognition system that could be beneficial in violent situations. The latter focused on identifying
suspicious activity using drone cameras. An LSTM received the output of a CNN block that had been pre-
trained on ImageNet for the purpose of extracting spatial features. Three combinations of chosen models
and seven distinct algorithms were used in total. Traoré and Akhloufi used two EfficientNet CNNs, one
trained with RGB input and the other with optical flow, both of which were pre-trained on ImageNet. After
an LSTM processed the characteristics that were collected from these CNNs, a classifier that included a
fully connected layer (FCL) with an activation function that was sigmoid was used.

A CNN and a separable convolutional LSTM (SepConvLSTM) were integrated into a dual-input
framework by Islam et al. [53]. While one input examined frame differences between subsequent frames
(iand i+ 1), the other processed RGB video with background suppression. The categorization algorithms
and the kinds of data that were sent to the fully linked layers varied across the three iterations of this
design that were put into practice. Although optical flow pictures do not capture full scene details,
Mugunga et al. [21] used them to capture spatio-temporal aspects and save processing expenses. After
that, the collected features were input into a Bi-ConvLSTM, which outperformed unidirectional
ConvLSTMs by learning both short- and long-term relationships.
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Convolution Neural Networks (CNN)

Mahmoodi et al. [54] introduced an image segmentation technique (SSMI) to minimize
computational expenses by limiting the number of frames processed by CNN. A single 3D-CNN
architecture was utilized to extract spatio-temporal features, with fully connected layers for classification.
To boost effectiveness, Ahmed et al. [55] deployed CNN-v4, which emphasized frame selection. Ji et al.
[56] presented the Human Violence Dataset, comprising 1930 video clips featuring firearms violence and
physical aggression. The two-stream CNN model classified violence levels (L1, L2, L3) by independently
processing spatial and temporal data, employing a confusion matrix. Ehsan et al. [57] developed Vi-Net, a
CNN that employed fully connected layers with softmax activation for classification. Jayasimhan et al. [58]
suggested a 3D-CNN followed by a 2D-CNN to capture temporal and spatial information without transfer
learning. Kim et al. [59] enhanced people monitoring and created a 3D-CNN for fall and violence detection.
Monteiro and Durdes [60] implemented a two-path ResNet model that combined motion and appearance
features with global average pooling, using the AVA dataset.

A classifier based on C3D was presented by Talha et al. [61], who also divided the body of research
into four categories: multimodal learning, supervised and unsupervised learning, knowledge distillation,
and deep learning. Using GradCAM to improve interpretability, Appavu [62] implemented a keyframe
selection strategy that included spatial, temporal, & spatio-temporal branches. Using a pre-trained CNN
for the extraction of features, Adithya et al. [63] found that a five-layer 3D-CNN produced the best results.
In order to minimize false positives, Bi et al. [64] used ResNet18 for feature extraction and Deeplab-V3plus
for image segmentation.

Jain and Vishwakarma [65] introduced dynamic images to highlight salient motion by extracting
features using ResNetV2. Liang et al. [66] implemented a SlowFast network with ResNet for feature
extraction, using YOLOV5 for frame extraction and DeepSort for tracking, mapping violent events onto
real-world coordinates. Mumtaz et al. [67] proposed Deep Multi-Net (DMN) for efficient suspicious
activity detection by integrating pre-trained AlexNet and GoogleNet.

Que et al. [68] improved the accuracy of identifying start and end frames in long-duration videos
for suspicious activity detection. Santos et al. [69] employed the X3D neural network, pre-trained with
Kinetics-400. Sernani et al. [70] used the AIRTLab dataset to evaluate robustness and highlight the benefits
of transfer learning. Shang et al. [71] introduced MAF-Net, a multimodal model integrating RGB, stream,
and auditory features for suspicious activity recognition.

Magdy et al. [30] used optical flow methodologies to compare CNN-3D and CNN-4D, with the
latter capturing complex spatio-temporal relationships. Hua et al. [72] implemented a residual attention
module to enhance human pose estimation. Liu et al. [73] employed a multi-feature deep convolution
network to maintain temporal consistency in human pose estimation across video frames.

Traditional Feature Extraction based Approaches
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In their study, Wintarti et al. [32] selected 20 frames from each video at random for feature
selection, utilizing PCA to reduce dimensionality and DWT for frequency analysis. They then employed an
SVM to categorize the extracted features. Mohtavipour et al. [74] divided related research into deep
learning and handcrafted approaches, implementing a CNN with three inputs: spatial (grayscale video),
temporal (optical flow), and spatio-temporal (motion energy images). Lohithashva [33] developed an SVM
classifier trained on features extracted using local orientation patterns (LOOP). For manual feature
extraction, Jaiswal [75] used a fuzzy histogram of optical flow orientations in conjunction with local binary
patterns (LBP). AdaBoost was then used to train these extracted features, and Ensemble RobustBoost
aggregation was used for classification. Hu et al. [76] applied TOP-ALCM to extract co-occurrence patterns
by segmenting video frames into X-T, Y-T, and X-Y planes. The extracted features were then classified
using either an SVM or a CNN.

Zhou [34] examined skeleton-based methods that used 3D-CNNs like HRNetW32 to extract spatio-
temporal features. These features were converted into patch vectors with position embeddings, which
were subsequently input into the TokenPose Model and a transformer layer for classification. Saliency
diagrams were used to illustrate the keypoint selection process. Hung et al. [35] grouped related works
into four categories: They investigated multimodal learning strategies, supervised learning, unsupervised
learning, and deep learning. An SVM was developed for classification after deep learning techniques were
used to extract skeleton-related data including count, acceleration, and distance.

Naik and Gopalakrishna [77] categorized related research into three groups: optical-flow, space-
time interest points, and CNN-based methods. They used DeepPose to determine body positions and
trained an LSTM to capture temporal relationships. Narynov et al. [78] classified skeleton-based methods
as either top-down or bottom-up. They used a pre-trained CNN (PoseNet) to extract and track skeletons,
differentiating between striking and kicking actions. Srivastava et al. [79] implemented suspicious activity
detection on drone-captured frames by using a CNN to derive keypoints and an SVM to classify suspicious
activity into six features. Su et al. [80] introduced a skeleton-based approach that utilized geometric X, Y,
and Z maps, with Z representing time. This method trained SPIL (Skeleton Point Interaction Learning) for
classification by tracking head movements

Transformer-Based Approaches

Akti et al. [36] employed the Vision Transformer (ViT) algorithm, a neural network architecture
combining self-attention with transformer-based vision models. This method divided images into
segments, extracting features while preserving positional data. These areas were then analyzed for
temporal relationships before classification. The researchers also introduced a dataset comprising images
and recordings sourced from the internet.

Ehsan et al. [37] focused on extracting feature frames using YOLO to identify individuals in videos
and remove background elements. They utilized STAT, a GAN-based algorithm, to transform temporal
motion features into spatial image frames, and employed the Farneback method for optical flow
calculations. The discriminator converted motion variation characteristics into visual representations and
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assessed the veracity of the pictures produced by STAT's generator. While the discriminator attempted to
distinguish between actual and artificial images during training, the generator aimed to create extremely
realistic images. After training, the STAT generator was unable to reconstruct violent actions, enabling
behavior classification based on discrepancies. However, it successfully translated normal motion features
into normal images.

Kumar et al. [81] introduced an optimized transformer model for action recognition, inspired by
recent advancements in video vision transformers. The model refined temporal relationships using
tubelet embedding and captured spatial features from input frames. The processed frames underwent
multiple transformer layers. Through efficient preprocessing, the study showed that transformer models
can be effectively trained on smaller datasets, despite typically requiring large datasets. The authors also
presented a new dataset for violence detection.

LSTM-Based Approaches

Ullah et al. [38] developed an algorithm for detecting suspicious activity in industrial settings. This
method incorporated object detection for fragmentation. To address gradient vanishing, two recurrent
neural networks were implemented: LSTM and GRU. The suggested suspicious activity detection system's
cloud distribution architecture was described in full in the article.

Suspicious Activity Datasets

Given how seldom physical aggressiveness is in comparison to routine activities like sports or
transportation, it might be difficult to detect suspicious activity on video footage. Even while more violent
incidents are now available due to security cameras, they are still very rare. Developing datasets for model
training that comprise both physical attacks and comparable non-violent occurrences is essential to
resolving this problem. The physical antagonistic datasets used in certain investigations are described in
this section, arranged according to how frequently they are utilized. The most commonly used dataset is
the Hockey Fights dataset [82], which contains National Hockey League (NHL) game footage. Following
this is the Action Movies dataset [82], featuring scenes from action films. The Violent Flow dataset [83],
also known as the violent crowd dataset, consists of authentic YouTube videos depicting crowd violence.
The Real World Fight-2000 (RWF-2000) dataset [11] showcases real-world conflicts captured in
surveillance footage. The Real Life Violence Situations (RLVS) dataset [84] comprises violent scenarios
extracted from YouTube. UCF-Crime Selected (UCFS) [85] includes untrimmed surveillance videos from 13
categories, such as assault, robbery, and gunshot.

The BEHAVE dataset [86] features extended video recordings categorized as either violent or non-
violent. The Surveillance Camera dataset [87] contains genuine interior and outdoor footage from security
cameras. The XD-Violence Selected (XD-V) dataset [88] encompasses various media types, including
movies, CCTV, and hand-held cameras, covering a range of incidents like abuse, car accidents, explosions,
rioting, and shootings. The AIRTLab dataset [70] consists of 180 clips recorded from two viewpoints under
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natural lighting conditions. The Industrial Surveillance dataset [38] includes Google and YouTube
recordings of violent activities in workplace settings such as stores and offices.

The Human Violence dataset [56] aggregates violent behaviors from YouTube film trailers and
classifies them into four categories: blood, weapon possession, physical contact, and fighting. Drone
surveillance footage taken from different angles and altitudes is included in the Target dataset [52]. The
dataset in [77] comprises self-recorded videos documenting two violent actions (punching and kicking)
performed by 20 individuals in different contexts. Srivastava et al.'s dataset [79] consists of drone images
captured at heights of 2-18 meters, featuring actors aged 17 to 30. The HD dataset [79] is made up of
high-definition video segments containing timestamps indicating violent incidents.

The Conflict Event dataset [89] classifies videos into 51 action groups. Adithya et al.'s dataset [63]
focuses on drone-captured violence. Kumar et al. [81] have combined RLVS clips, YouTube videos, and
GitHub content in their dataset, which includes non-violent actions like walking, exercising, and waving.
VSD2015 [90] expands on the LIRIS-ACCEDE dataset, featuring action movie snippets. AVA-Kinetics [91]
contains 80 human action categories, with 13 related to violence. MediaEval VSD-2014 [92] incorporates
action movie sequences with gunfire, explosions, car chases, blood, and fights. Mahalle et al.'s dataset
[93] transforms YouTube violence videos into audio, covering 31 aggression types such as gunshots and
yelling. The Social Media Fight Images dataset [36] sources images and video frames from Google and
social platforms. Naryanov et al.'s dataset [78] emphasizes real-world aggressive behavior from online
and social network recordings. Rachna et al.'s dataset [94] comprises YouTube, stock footage, and self-
recorded violent videos. The Violent Clip Dataset [71] includes 37 Hollywood films and 30 YouTube
excerpts. Hung et al.'s dataset [35] features staged scenarios involving interactions between elderly
individuals with mobility issues. These datasets are outlined in Table 1. The availability of diverse datasets
from various sources aids in the study of suspicious activity detection, enabling the creation of models
tailored to specific requirements.

Table 1. Overview of Dataset Characteristics in Selected Articles

Dataset Reference Year No. of Clips | Frame rate Resolution
BEHAVE [86] 2010 4 25 640 x 480
Action Movies [82] 2011 200 30 512 x 720
UCF-Crime
Selected (UCFS) [85] 2018 1300 25 i
AIRTLab [70] 2020 350 30 1920 x 1080
Fluman [56] 2021 1930 30 1280 x 720
Violence
Violent Clip
Dataset (VCD) [71] 2022 7279 30 -
Target [79] 2022 150 60 1080p
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Conclusion

This research focuses on using artificial intelligence (Al) to detect physical assault in video footage,
contributing significantly to the field through a comprehensive analysis of various algorithms and their
combinations. The study emphasizes the importance of integrating spatial and temporal feature
extraction methods, as well as the effectiveness of skeleton-based and audio-based approaches. It
highlights the necessity of diverse and representative datasets for training robust models, addressing a
common limitation in Al development. The research's multi-modal approach, combining computer vision,
audio analysis, and skeleton-based methods, allows for a more comprehensive understanding of
suspicious events. This holistic approach is essential for addressing the complexities of real-world
scenarios and potentially leads to higher detection accuracy and fewer false positives. Key findings
underscore the importance of integrating different Al techniques and data modalities, demonstrating the
potential to substantially impact public safety and crime prevention efforts by enhancing real-time
surveillance capabilities. The study also identifies important areas for future work, including addressing
computational limitations for real-time implementation, expanding dataset diversity, and exploring novel
combinations of Al techniques. By recognizing the need for representative data encompassing various
types of physical assault across different environments and demographics, the research addresses
potential biases and improves model generalizability. This focus on data quality and diversity is crucial for
creating models that can effectively adapt to real-world situations. In conclusion, this research makes a
valuable contribution to Al-based suspicious activity detection in video footage, laying a strong foundation
for advancing public safety and crime prevention through comprehensive analysis, emphasis on dataset
diversity, and identification of key areas for future research.
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