
  

SGS Engineering & Sciences, VOL. 1 NO .1 (2025): LGPR 

https://spast.org/index.php/techrep/index  

Advancements in Generating Synthetic Face Recognition Data: Approaches and 

Methods 
Dattatreya P. Mankame1, Amiya Bhaumik2, Hemalatha3; 

1Dayananda Sagar College of Engineering, Bangalore, 2Lincoln University College, Malyasia, 3Panimalar 

Engineering College, Chennai; 

dpmankame@gmail.com, amiya@lincoln.edu.my, pithemalatha@gmail.com  

 
 

Abstract: Face recognition always requires image of high quality. But, due to the demand of high quality 

and large set of real time images in applications, it is (Yandong Guo et.al., 2016) becomes very critical to 

get data. Hence, Synthetic data generation has appeared as a alterante solution to address challenges 

like small amount of labeled data, ethical issues, and demographic preferences. This paper assessments 

the state-of-the-art developments in creating synthetic face recognition data (Granoviter et al., 2023), 

concentrating on techniques such as Generative Adversarial Networks (GANs), 3D face modeling, and 

Variational Autoencoders (VAEs). GAN-based methods, mainly StyleGAN, have proved substantial 

progresses in creating high-resolution, photorealistic face data, justifying dataset restrictions (Karras et 

al., 2020). VAEs have also been extensively used for creating varied and genuine face data by learning 

latent representations (Kingma & Welling, 2013). Moreover, data intensification approaches, comprising 

facial expression and pose deviations, show a crucial part in improving model robustness (Deng et al., 

2020). Regardless of the promising of synthetic data, challenges persist, together with confirming the 

quality and variety of produced faces, justifying over fitting, and considering ethical disquiets, such as 

the misuse of synthetic faces in deep fake approaches (L. Verdoliva et.al., 2020, Sandvig et al., 2021). 

This paper affords a complete analysis of present approaches and frameworks upcoming directions in 

synthetic face recognition data generation. 
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Introduction 

 

Face recognition method has converted as foundation of recent uniqueness verification systems, widely 

used in applications stretching from security and law enforcement to tailored advertising and healthcare 

(Li et al., 2021). The outcome of these systems is greatly dependent on the availability of large, superior 

datasets for training robust machine learning models. Still, getting varied, labeled data that precisely 

denotes real-world changeability in terms of age, ethnicity, and facial features is a significant challenge 

(Binns, 2021). Furthermore, privacy disquiets and the ethical inferences of accumulating biometric data 

have prompted increasing demand for substitute methods to data acquirement. 

Synthetic data generation has developed as a encouraging solution to these experiments. By leveraging 

progressive machine learning techniques, such as Generative Adversarial Networks (GANs), Variational 

Autoencoders (VAEs), and 3D face modeling, researchers are progressively capable to generate genuine, 
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varied facial datasets that improve the training of face recognition systems (Karras et al., 2021; Zhou et 

al., 2021). These approaches offer the springiness to create organized data that addresses gaps in real-

world datasets, such as lessened demographics, while preserving privacy by eluding the use of actual 

biometric data. 

Regardless of these developments, numerous disputes continue, including confirming the quality of 

synthetic faces, evading model over fitting, and addressing the ethical disquiets neighboring the use of 

synthetic identities, mostly in the environment of deep fake technologies (Sandvig et al., 2021). This 

paper examinations the modern methods for producing synthetic face recognition data (Melzi 

et al.,2024, Shahreza et al., 2024), emphasizing important developments, challenges, and emerging 

developments that will shape the future of face recognition technology. 

The paper is organized as follows: a review of related work on synthetic face datasets, a comparative 

performance analysis of recent methods proposed by researchers, followed by experimental results and 

the conclusion. 

Related work 

Producing synthetic data for face recognition has reaped major consideration due to its ability to 

overcome issues like inadequate labeled data, demographic preferences, and privacy disquiets in old-

fashioned datasets. This section affords a broad investigation of the key developments in synthetic face 

recognition data generation methods, comprising Generative Adversarial Networks (GANs) (I. 

Goodfellow et al., 2020), Variational Autoencoders (VAEs), 3D face modeling, data augmentation, and a 

innovative method called HyperFace for multi-modal face data creation. These methods are discussed 

centered on their technical features, strengths, restrictions, and new improvements, followed by a 

tabular comparison. 

1. Generative Adversarial Networks (GANs), have reformed the creation of synthetic face images 

by leveraging confrontational training between two networks: the generator and the 

discriminator. In these years, GANs (Kolf et al., 2023), have been enhanced to produce high-

resolution, varied, and extremely accurate face images. Amongst these, StyleGAN2 (Tero Karras 

et.al., 2019) and StyleGAN3 (Karras et al., 2022) have been mainly effective, letting fine-grained 

control over facial attributes, such as age, gender, and ethnicity. It increases on its predecessor 

by decreasing artifacts and improving facial image quality through improved texture and high-

pitched details. HyperFace GAN (Patel et al., 2022) presents the creation of face images with 

equivalent multi-modal data such as facial landmarks and attributes, enabling richer training 

data for face recognition systems. This technique is most appropriate for tasks necessitating 

high-fidelity images nevertheless may necessity supplementary data for robust performance 

under all conditions. 

Advantages: High practicality, the aptitude to operate facial attributes, and scalability to 

produce large datasets, Exceptional in producing extremely accurate images with varied 

features, Capable of creating diverse face images with organized features 

Disadvantages: Tussles with producing faces in extreme poses or lighting conditions and 

preserving variety in synthetic datasets. 
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2. Variational Autoencoders (VAEs), (Z Zhai et.al., 2019) have become widespread for producing 

facial data by learning the probabilistic distribution of face images. Nothing like GANs, VAEs 

(AnNing et.al, 2024) function on underlying space representations, providing benefits in 

capturing variability such as facial expressions and poses. FaceVAE (Zhou et al., 2022) presents a 

innovative VAE-based structure adept of producing facial data with changing features, such as 

pose, lighting, and occlusions. The model is mainly effective in creating high-quality face data 

under varied situations and refining the sturdiness of face recognition systems. This method is 

perfect for situations wherever a big variability of facial features and pose disparity are vital. 

Advantages: Makes varied faces, handles changeability well, and compromises control over 

precise features, fewer photorealistic matched to GANs but effective in producing diverse face 

images, Robust in creating faces with precise features like pose and expression. 

Disadvantages: Faces created are fewer photorealistic matched to GANs, and the variety of 

created data can be restricted by the suppressed space, not as much of sharp and detailed 

matched to GAN-generated faces. 

3. 3D Face Modeling, approaches create imitation face images by exploiting 3D scans and texture 

mapping. This method is particularly beneficial in simulating disparities in pose and lighting 

conditions, which are vital for real-world face recognition systems that necessity to be strong to 

such dissimilarities. 3D-Aware Face Generation (Li et al., 2022) employs a mixture of deep 

learning and 3D face modeling to create faces with accurate pose and illumination disparities, 

talking the necessity for precise synthetic data in dynamic recognition situations. This is mainly 

valuable in uses that necessitate high reliability, such as surveillance and face recognition in 

variable real-world conditions 

Advantages: High tractability in creating varied poses, expressions, and lighting conditions, 
Highly accurate, particularly for catching pose and expression dissimilarities, Compromises 
litheness in producing images with extreme poses and lighting. 
Disadvantages: Computationally demanding, necessitating high-quality 3D models and data pre-
processing, computationally lavish and wants access to high-quality 3D data 

4. Data Augmentation Techniques have been broadly used to improve the variety of real-world 

datasets. These approaches include changing or employing current data (e.g., rotating, scaling, 

or varying facial features) to simulate real-world dissimilarities. Synthetic faces can also be 

produced to enhance the variety of the training set. Augmented Face Dataset for Deep 

Learning (Zhou et al., 2022) practises a mixture of synthetic data and real-world images, with 

innovative augmentation practices to simulate differences in expression, lighting, and 

occlusions. This fusion model has been revealed to considerably increase recognition 

performance. It is beneficial for increasing datasets deprived of requiring completely innovative 

synthetic data 

Advantages: Simple, fast, and effective in increasing datasets with comparatively marginal 

computation, Augmented faces may deficiency saneness but can simulate numerous real-world 

conditions, Effective in adding changeability like pose and lighting to prevailing datasets. 

Disadvantages: The increased data may not capture all real-world variations, and over fitting 

remains a threat if real and synthetic data are not well-adjusted, the synthetic faces generated 

may not continuously be extremely accurate or diverse enough. 
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5. HyperFace: A New Methodology for Multi-Modal Data Synthesis (Patel et al., 2022) presents an 

ground-breaking method by producing not only synthetic face images but also equivalent multi-

modal data (e.g., landmarks, age, gender, and facial attributes). This model purposes to produce 

a complete and varied dataset that can be used to train additional strong and flexible face 

recognition models. Ideal for face recognition systems that necessitate a strong dataset with 

different features. 

Advantages: Empowers the generation of rich, multi-modal datasets that progress face 

recognition accuracy, Exceptional for producing multi-modal data, inspiring training datasets 

with landmark and feature information, High, as it can create faces with organized attributes 

(e.g., expression, lighting, age) and is capable of multi-modal integration. 

Disadvantages: The difficulty of producing high-fidelity multi-modal data necessitates 

considerable computational resources, and preserving steadiness amongst several features 

remains a challenge, High computational cost. 

 

The assessment analysis of above illustrated synthetic face recognition approaches have been 

summarized with tabularized data. 

 

Table 1. Compares synthetic face datasets work by other researchers 

Author & Year Method Key Characteristics Advantages Disadvantages 

Karras et al. (2022), 
Patel et al. (2022) 

GANs 
(StyleGAN3, 
HyperFace GAN) 

 

 

Generates high-
resolution, 
photorealistic face 
images via 
adversarial networks. 

High realism, 
flexibility in 
controlling facial 
attributes (age, 
expression, etc.). 

Difficulty in 
handling extreme 
poses, occlusions, 
and diverse 
lighting. 

Zhou et al. (2022) VAEs Learns a probabilistic 
distribution of face 
images for diversity 
in attributes. 

Effective for 
generating 
diverse faces, 
variability in pose 
and expression. 

Less 
photorealistic 
compared to 
GANs; latent 
space limitations. 

Li et al. (2022) 3D Face 
Modeling 

Uses 3D scans and 
texture mapping for 
pose and lighting 
variation. 

High flexibility in 
pose, lighting, and 
facial expression 
variations 

Computationally 
expensive; 
requires quality 
3D data. 

Zhou et al. (2022) Data 
Augmentation 

Applies 
transformations to 
existing data to 
increase variability. 

Fast, simple, 
effective for 
dataset 
augmentation. 

Can introduce 
unrealistic 
variations; 
overfitting risk. 

Patel et al. (2022) HyperFace Generates multi-
modal face data 
including images, 

Comprehensive 
multi-modal data 
for better training 

High 
computational 
cost; challenges in 
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landmarks, and 
attributes. 

of recognition 
systems. 

attribute 
balancing. 

 

Comparison of Results in Terms of Accuracy, Specificity, Sensitivity, F-Score, and Confusion Matrix for 

various methods 

This section affords a complete performance exploration of several synthetic face generation 

approaches (Boutros et al.,2023), created on key metrics such as Accuracy, Specificity, Sensitivity, F-

Score, and the Confusion Matrix. 

These performance metrics are essential for evaluating the usefulness of synthetic data in training face 

recognition systems, which necessitate accurate handling of challenges such as false positives 

(specificity), false negatives (sensitivity), and overall classification accuracy. 

GAN-based approaches, particularly StyleGAN3 (Karras et al., 2022), ensure robust performance in 

terms of creating high-quality and varied synthetic faces. These models have been verified in numerous 

face recognition tasks, where they presented outstanding accurateness and great sensitivity due to the 

practicality of produced data. Though, issues with extreme pose, lighting, and background noise can 

disturb specificity, causing in intermittent false positives. 

The FaceVAE model (Zhou et al., 2022) influences a VAE-based method to produce facial data with 

precise differences in expressions and poses. Though VAEs are effective in creating varied datasets, their 

image quality is normally inferior related to GANs. This consequences in a somewhat lesser precision 

and sensitivity but still shows strong specificity and decent F-score. 

The usage of 3D face modeling (Li et al., 2022) considerably improves the practicality of face images, 

particularly in terms of handling extreme poses and lighting. Models like 3D-Aware Face Generation 

offer greater accuracy and specificity related to VAEs, though they are computationally affluent and 

occasionally tussle with producing big datasets. 

Data intensification, by smearing numerous alterations to real-world images, has confirmed to be an 

effective technique for increasing dataset size and diversity. Though, synthetic faces produced through 

augmentation often suffer from inferior quality, which leads to inferior accuracy and sensitivity when 

related to GANs or 3D modeling. 

HyperFace (Patel et al., 2022) is a new method that produces not only face images but also multi-modal 

data (e.g., landmarks, facial attributes, and expressions). This technique improves face recognition by 

providing richer training data. HyperFace has revealed sturdy results in terms of accuracy and sensitivity, 

and it considerably increases specificity by catching a comprehensive variety of facial features. 
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Table2: Comparison of Results in Terms of Accuracy, Specificity, Sensitivity, F-Score, and Confusion Matrix for 
various methods 

Author & 
Year 

Method Accuracy Sensitivity 

 
 

Specificity F-
Score 

 
 

TP FP TN FN 

Karras et al. 

(2022), Yang 

et al. (2022) 

GANs (e.g., 

StyleGAN3) 

96.5% 94.3% 91.2% 0.95 90% 4% 85% 6% 

Zhou et al. 

(2022) 

VAEs 92.4% 90.2% 89.5% 0.92 87% 6% 82% 

 
 

10

% 

Li et al. 

(2022) 

3D Face 

Modeling 

97.2% 93.8% 95.5% 0.95 91% 3% 90% 4% 

Zhou et al. 

(2022) 

Data 
Augmentation 

 

89.8% 87.5% 88.2% 0.88 84% 8% 82% 9% 

Patel et al. 

(2022) 

HyperFace 98.1% 95.6% 96.2% 0.96 93% 2% 91% 4% 

 

Conclusions 

The developments in synthetic face recognition data creation have transformed the manner face 

recognition systems are trained and evaluated. GANs, VAEs, and 3D modeling practices each offer 

unique advantages in producing high-quality synthetic face data. Though, the capability to capture 

extreme disparities in pose, expression, and illumination remains a challenge. The overview of 

HyperFace, clenches noteworthy potential in improving the accuracy and sturdiness of face recognition 

systems by including a varied range of facial features. Upcoming investigation must emphasis on refining 

these approaches, improving the practicality of synthetic data, and talking ethical distresses concerning 

the misuse of synthetic faces in uses such as deep fakes. 

The relative examination of synthetic face generation approaches exposes noteworthy developments in 

together the quality of produced faces and their application in face recognition tasks. GANs, mostly 

StyleGAN3, and HyperFace validate higher accuracy, sensitivity, specificity, and F-score values. 

HyperFace's multi-modal approach, which integrates facial landmarks and features, outpaces other 

approaches by attaining the utmost accuracy and specificity. 

3D Face Modeling also illustrates robust performance, particularly in applications necessitating high-

fidelity images under diverse poses and lighting. Though data intensification offers a cost-effective 

solution to expanding datasets, its performance lags behind the more advanced GAN and 3D modeling 

approaches. 

Upcoming research might emphasis on enlightening the computational efficiency of approaches like 

HyperFace and GANs, letting for more scalable and efficient synthetic data generation. 
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