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Abstract: The Internet of Things (IoT) has grown rapidly and wireless sensor networks (WSNs) 

have played a key role in the collection and transmission of data from most environments.  

However, the energy consumption of WSNs nodes, particularly, seriously degrades the 

scalability and longevity of IoT systems.  In order to solve this problem, an innovative routing 

mechanism that provides a balance between effective data delivery and energy conservation are 

required. Cooperative communication, a cross-layer method employing the collective resource of 

multiple nodes, seems to be an effective way of improving energy efficiency for WSN-based 

IoT. This literature review investigates the performance of various methods and identifies 

research needs while reviewing the existing research in energy-efficient cooperative routing 

protocols in WSN with IoT integration. 
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Introduction  

A collection of wireless sensor nodes that synchronize their activities to pass information to and 
from the base station is a wireless sensor network (WSN). Each node is powered by a limited-
energy battery [1]. Besides, the sensing as well as transmitting range of nodes is restricted and 
their processing power is insufficient. The duration that the node runs depends on how much 
energy has been stored within its battery. The energy stored is utilized for sensing, processing, 
and communication, among other node functions. The tiny batteries in sensor nodes are usually 
not rechargeable or replaceable. Although energy harvesting can be done in a variety of ways, 
energy management is still necessary. Thus, employing energy-efficient protocols for WSNs to 
manage the restricted battery capacity is the most challenging [2]. 
WSNs are essential to IoT. IoT-based WSNs' sensors continuously scan their environment and 
instantly notify the base station (BS) of any events they find. An IoT-based WSN also has a 
gateway for uploading the collected data to the IoT Cloud. The BS may act as the gateway in 
certain systems. Users can access the data they have uploaded to IoT Cloud remotely at any 
time. Water quality monitoring [3], air quality monitoring [4–6], smart agriculture [7, 8], health 
and environments [9,10], smart irrigation [11], smart cities and smart buildings [12–15], smart 
wearables [16,17], and more are some of the uses of IoT-based WSNs applications. 
Figure 1 illustrates the two different categories of communication protocols that we distinguish 
in this article: One instance of noncooperative communication is the transmission of a direct 
link from a source node S to the CH. It is known as direct transmission and is indicated by the 
letter d. Cooperative communications, is the process by which a source node S can transmit 
data to the CH with the help of a relay node R. 
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Figure:1 Cooperative and Non cooperative communication 

Cooperative routing is fundamentally different from conventional, non-cooperative routing 
techniques by taking advantage of cooperative communication smart route selection at the 
network layer [18]. Rather than using a single node to forward data directly to the destination, 
cooperative routing uses several nodes working together to forward the data [20]. This 
cooperative method can alleviate channel fading effects, enhance reliability, and dramatically 
decrease energy usage [21]. The decrease in energy usage is due to the capability to spread the 
transmission load across several nodes, enabling shorter transmission ranges and reduced 
power levels [22]. In addition, cooperative diversity methods can improve signal-to-noise ratio, 
thus resulting in enhanced data delivery rates and minimized retransmissions [19]. Yet, 
cooperative communication introduction requires effective node selection, relay path 
optimization, and synchronization in order to prevent additional overhead and possible 
performance loss [23]. 
Energy efficiency presents some unique issues when WSNs are integrated into the Internet of 
Things [24], [25]. An IoT system's power consumption increases with the number of devices, 
and sensor node devices' limited resources further shorten the network's lifespan [26].  
Robust real-time forwarding necessitates additional complexity since energy-efficient protocols 
demand punctual delivery of critical information [27].  In addition, the diversity of IoT devices as 
well as the unpredictability of data traffic patterns complicate it further to create an energy-
efficient routing system that can be rolled out worldwide [28].  Security issues complicate it 
further since energy-consuming encryption and authentication processes might offset gains 
from energy-efficient routing [3]. 
 

Related work 

A number of cooperative routing strategies to optimize data transfer and energy expenditure 
have been described in the literature [18, 22, 29, 30].  In some protocols utilizing cluster-based 
techniques for organizing nodes into clusters, the cluster leaders are chosen to direct data 
aggregation and transfer [31].  Such a hierarchical scheme reduces the number of overall 
transfers and regulates nodes' energy expenditures [32]. Other protocols employ sleep/wake-
up methods to further reduce energy usage by switching off idle nodes [32], [33]. 
This minimizes waste energy of idling listening and maximizes network lifetime [26]. 
Additionally, several optimization approaches, including genetic algorithms [18], particle swarm 
optimization [34], and ant colony optimization [35], have been applied for enhancing the node 
selection effectiveness as well as route planning in cooperative routing protocols [36]. 
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Saima Jamil et al. [5] presented a Cooperative Power and Energy-efficient routing protocol 
(COPE).  COPE utilizes cooperative communication to enhance the energy efficiency, packet 
delivery ratio, and throughput of WSNs.  The authors compared the effectiveness of COPE with 
PEGASIS and LEACH, both non-cooperative protocols. In each metric that was proposed, COPE 
outperformed these non-cooperative methods, based on simulation results.  The research 
didn't consider, though, the protocol's node failure and security attack resilience and the details 
of COPE's cooperative communication method. 
Unlike COPE, Anshika Sharma et al. proposed MHSEER, a Meta-heuristic protocol where 
security is given more importance compared to energy conservation [3].  The two-phase 
MHSEER method adopts a heuristic algorithm for secure data routing in phase one and 
Counter-Encryption Mode (CEM) for data encryption in phase two. MHSEER demonstrated an 
impressive throughput improvement and a reduction in packet drop ratio, latency, energy 
usage, and defective paths when compared to Sectrust-RPL, HBEER, SEHR, and SEAMHR. 
Although CEM improves security, its computational cost may have an effect on energy 
efficiency, especially in environments with limited resources. 
Sampoorna Bhimshetty et al. introduced a reinforcement learning (RL)-based energy-efficient 
routing protocol [37]. Their method considers the energy profiles of the nodes and employ a 
Deep Q-Network (DQN) to determine the best transmission channel.  A reward function that 
considers data transfer efficiency and energy outflow is employed for training.  The model 
performed better than LEACH and Fuzzy C-Means (FCM) in active node number, energy saving, 
network longevity, and data transmission efficiency. However, the accuracy of the energy 
model and the reward function design may be crucial to the protocol's effectiveness, and the 
DQN's training may involve a lot of work.  
Moizuddin Mohammed et al [24]. Presented, Deep Convolutional Neural Network and 
Metaheuristic Algorithms. a cluster head selection protocol for WSN-IoT that is tuned for 
energy efficiency. In order to choose the best cluster heads (CHs), the protocol makes use of a 
tree hierarchical Deep Convolutional Neural Network (DCNN), taking into account variables 
such as cluster density, traffic rate, energy, collision, latency, throughput, and distance from the 
capacity node. Additionally, to achieve best-path selection, the hybrid optimization method of 
the Marine Predators Algorithm (MPA) and Woodpecker Mating Algorithm (WMA) maximizes 
trust, connectivity, and Quality of Service (QoS) parameters. In comparison to other options, 
the simulation results showed a much reduced delay, a greater delivery ratio, and a smaller 
packet loss. Implementation in low-resource systems is hampered by the DCNN and hybrid 
optimization algorithm's simplicity.  
R Patil et al. proposed the work Energy Efficient Cooperative Communication Protocol for 
Heterogeneous  EECPH [9], which targets heterogeneous WSNs by introducing different levels 
of energy nodes; EEDC [38], which uses a region-based hierarchical clustering routing 
framework; and Co-EEORS [6], which is specifically made for underwater WSNs, focus on 
specific aspects of cooperative communication and energy efficiency. These protocols 
demonstrate the variety of energy-efficient cooperative routing methods available, but they 
also highlight the need for tailored solutions for specific WSN characteristics and application 
requirements. 
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Comparative Analysis 

The variations in simulation environments, evaluation criteria, and network topologies 
employed in the various researches make it challenging to directly compare the various 
protocols. However, a few broad conclusions can be drawn. Clustering-based protocols typically 
use less energy than non-cooperative ones [20], [18]. Performance is further enhanced by the 
application of optimization algorithms, albeit this comes at the cost of increased computing 
complexity [36], [34]. Although protocols based on machine learning and deep learning show 
promise in maximizing routing choices and adjusting to shifting network conditions [37], [24], 
their efficacy is heavily dependent on the complexity of the model and the quality of the 
training data. Energy efficiency and security must be traded off because integrating security 
mechanisms is necessary but often expensive [3], [39]. 

Table1: Comparison of Various Routing Protocols 

Protocols 
Formation of 

cluster 
Allocation of slot 

Method of 
Communication 

Consumption 
of Energy 

Usage 

LEACH Yes Self-allotment One hop Medium General 

MHSEER yes Self- allotment One hop Low General 

RLEERP Yes Self- allotment One hop Low General 

DCNMA Yes Self- allotment One hop Low General 

ES-MAC  Yes Allotment by CH One hop Medium General 

EE-MAC  Yes Allotment by CH One hop Medium General 

LEC-MAC  Yes Allocation by CH One hop Medium General 

COPE Yes Self-allotment Multi Hop Medium General 

EECPH Yes Self-allotment Multi Hop Medium General 

 

Research Gaps and Future Directions 

Even with significant advancements, there are still a number of unanswered questions in the area 

of energy-efficient cooperative routing for WSN-based IoT:  

Cross-layer optimization: Most existing protocols operate on a single network stack tier. Future 

research should look into cross-layer optimization techniques to distribute resources across 

layers in a way that maximizes performance and energy efficiency [4].  

Dynamic network conditions: The majority of protocols assume static network topologies. To 

handle dynamic network situations, such as node movement, failure, and changing 

environmental elements, robust protocols are needed [40]. 

Heterogeneity: As IoT devices become more diverse, protocols that can handle varying node 

capabilities and communications protocols must be developed [25].  

Energy efficiency and security trade-offs: Security and energy efficiency are subject to trade-

offs. Environments with limited resources require light security measures that minimize energy 

overhead [41].  

Real-time applications: Low-latency, energy-efficient protocols with good dependability are 

needed for real-time applications [4].  

Performance analysis and mathematical modelling: To accurately predict how well different 

protocols will perform in different network environments, strict mathematical models are 
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needed. To facilitate fair comparisons, standardized performance analysis metrics should be 

developed [24]. 
 

Conclusions 
To fully utilize WSN-based IoT, energy-efficient cooperative routing techniques are essential. 
Although there has been a lot of development in this area, there are still a lot of problems to be 
solved. Filling in the identified research gaps and creating scalable, reliable, and energy-efficient 
solutions that can support a range of IoT applications in harsh and varied settings should be the 
main goals of future research. To do this, a multidisciplinary strategy that combines knowledge 
of machine learning, security, optimization algorithms, and communication networks is crucial.  
The various methods, together with their advantages and disadvantages, have been outlined in 
this review, which has also laid the groundwork for further advancement and study in this 
crucial area. The findings underscore the need for a comprehensive approach that considers 
not only energy economy but also dependability, security, and adaptability to evolving network 
conditions. In order to construct really durable and effective WSN-based IoT networks, future 
research must focus on developing protocols that can naturally integrate the competing needs. 
 

References 

1. Rawat, P.; Chauhan, S. Clustering protocols in wireless sensor network: A survey, 
classification, issues, and future directions. Comput. Sci. Rev. 2021, 40, 100396. [CrossRef]  
2. Heinzelman, W.R.; Chandrakasan, A.; Balakrishnan, H. Energy-efficient communication 
protocol for wireless microsensor networks. In Proceedings of the 33rd Annual Hawaii 
International Conference on System Sciences, Maui, HI, USA, 7 January 2000; p. 10. 
3. Zin, M.C.; Gopal, L.; Aung, Y.L. WSN-based reconfigurable water quality monitoring system in 
IoT environment. In Proceedings of the 2017 14th International Conference on Electrical 
Engineering/Electronics, Computer, Telecommunications and Information Technology (ECTI-
CON), Phuket, Thailand, 27–30 June 2017; pp. 741–744. 
4. Santanu, M.; Nguyen, H.A.D.; Ha, Q.P. IoT-enabled wireless sensor networks for air pollution 
monitoring with extended fractional-order Kalman filtering. Sensors 2021, 21, 5313. 
5. Lo Sciuto, G. Air pollution effects on the intensity of received signal in 3G/4G mobile 
terminal. Int. J. Energy Environ. Eng. 2019, 10, 221–229. [CrossRef] 
6. Giacomo, C.; Sciuto, G.L.; Monforte, P.; Napoli, C. Cascade feed forward neural network-
based model for air pollutants evaluation of single monitoring stations in urban areas. Int. J. 
Electron. Telecommun. 2015, 61, 327–332. [CrossRef] 
7. Khalid, H.; Din, I.U.; Almogren, A.; Islam, N. An energy efficient and secure IoT-based WSN 
framework: An application to smart agriculture. Sensors 2020, 20, 2081. 
8. Sushanth, G.; Sujatha, S. IOT based smart agriculture system. In Proceedings of the 2018 
International Conference onWireless Communications, Signal Processing and Networking 
(WiSPNET), Chennai, India, 22–24 March 2018; pp. 1–4. 
9. Maryam, S.; Sadeghi-Niaraki, A.; Choi, S.; Islam, S.M.R. Performance analysis of IoT-based 
health and environment WSN deployment. Sensors 2020, 20, 5923. 

https://spast.org/index.php/techrep/index


  

SGS Engineering & Sciences, VOL. 1 NO .1 (2025): LGPR 

https://spast.org/index.php/techrep/index  

10. Alamelu, J.V.; Mythili, A. Design of IoT based generic health care system. In Proceedings of 
the 2017 International Conference on Microelectronic Devices, Circuits and Systems (ICMDCS), 
Vellore, India, 10–12 August 2017; pp. 1–4. 
11. Sabrine, K.; el Houssaini, D.; Kammoun, I.; Kanoun, O. Precision irrigation: An IoT-enabled 
wireless sensor network for smart irrigation systems. In Women in Precision Agriculture; 
Springer: Cham, Switzerland, 2021; pp. 107–129. 
12. Rani, S.R.; Maheswar, G.R. Kanagachidambaresan; Integration of WSN and IoT for smart 
cities; Jayarajan, P., Ed.; Springer: Cham, Switzerland, 2020. 
13. Khedr, A.M.; Osamy,W.; Ahmed, S.; Abdel-Aziz, S. Privacy preserving data mining approach 
for IoT based WSN in smart city. Int. J. Adv. Comput. Sci. Appl. 2019, 10, 555–563. [CrossRef]. 
14. Shao, X. Improved energy-efficient routing architecture for traffic management system 
using a hybrid meta-heuristic algorithm in Internet of vehicles. J. High Speed Netw. Prepr. 2022, 
1–10. [CrossRef] 
15. Marek, K.; Bijok, T.; Sciuto, G.L. Design and Modeling of Intelligent Building Office and 
Thermal Comfort Based on Probabilistic Neural Network. SN Comput. Sci. 2022, 3, 485. 
16. Pedro, C.; Martinez, J.; Rodriguez-Molina, J.; Cuerva, A. Integration of wearable devices in a 
wireless sensor network for an E-health application. IEEE Wirel. Commun. 2013, 20, 38–49. 
17. Alduais, N.A.M.; Abdullah, I.; Jamil, A. An efficient data collection algorithm for 
wearable/mobile tracking system in IoT/WSN. In Proceedings of the 2018 Electrical Power, 
Electronics, Communications, Controls and Informatics Seminar (EECCIS), Batu, Indonesia, 9–11 
October 2018; pp. 250–254. 
18. Jamil, Saima, Jamil, Saqib, Ahmed, Sheeraz, Zubair, M., and Sikandar, Farman. 2015. "COPE: 
Cooperative Power and Energy-efficient routing protocol for Wireless Sensor Networks". 
International Conference on Interaction Sciences.  https://doi.org/10.1109/ICIS.2015.7166568. 
19. Khan, A., Ali, Ihsan, Rahman, A., Imran, Muhammad, Fazal-E-Amin and Mahmood, H.. 2018. 
"Co-EEORS: Cooperative Energy Efficient Optimal Relay Selection Protocol for Underwater 
Wireless Sensor Networks". IEEE Access.  https://doi.org/10.1109/ACCESS.2018.2837108. 
20. Lee, Kyuhong and Lee, Heesang. 2014. "An Energy-Efficient Cooperative Communication 
Method for Wireless Sensor Networks". https://doi.org/10.1155/2014/689710 
21. Yahya, A., Islam, Saif Ul, Zahid, Maryam, Ahmed, G., Raza, M., Pervaiz, H., and Yang, 
Fucheng. NaN. "Cooperative Routing for Energy Efficient Underwater Wireless Sensor 
Networks". IEEE Access 2019. https://doi.org/10.1109/ACCESS.2019.2941422 
22. R Patil, G E. and Thippeswamy, M N. "EECPH: energy efficient cooperative communication 
protocol for heterogeneous wireless sensor networks". Journal of Mathematics and Computer 
Science  2021. https://doi.org/10.28919/jmcs/5627 
23. Hussain, Altaf, Hussain, Tariq, Ullah, Inam, Muminov, Bahodir, Khan, Muhammad Zubair, 
Alfarraj, Osama, and Gafar, Amr."CR-NBEER: Cooperative-Relay Neighboring-Based Energy 
Efficient Routing Protocol for Marine Underwater Sensor Networks". Multidisciplinary Digital 
Publishing Institute 2023. https://doi.org/10.3390/jmse11071474 
24. Mohammed, Moizuddin, Rahmani, Mohammad Khalid Imam, Ahmed, Md. Ezaz, Irshad, 
Reyazur Rashid, Yasmin, Sadaf, Ahmad, Sultan, Mishra, Swati, Asopa, Pooja, and Islam, Asharul. 
"Optimized Energy-Efficient Routing Protocol for Wireless Sensor Network Integrated with IoT: 
An Approach Based on Deep Convolutional Neural Network and Metaheuristic Algorithms". 
Journal of Nanoelectronics and Optoelectronics 2023. https://doi.org/10.1166/jno.2023.3396 

https://spast.org/index.php/techrep/index
https://doi.org/10.1109/ICIS.2015.7166568
https://doi.org/10.1109/ACCESS.2018.2837108


  

SGS Engineering & Sciences, VOL. 1 NO .1 (2025): LGPR 

https://spast.org/index.php/techrep/index  

25. Godfrey, Daniel, Suh, Beom-Sik, Lim, B., Lee, Kyu-Chul, and Kim, Ki-Il. "An Energy-Efficient 
Routing Protocol with Reinforcement Learning in Software-Defined Wireless Sensor Networks". 
Italian National Conference on Sensors 2023. https://doi.org/10.3390/s23208435 
26.Chourey, Priyanka and Khan, I. "A Case Study of Optimum Energy efficientroutingusing SAA 
Approach for WSN". International Journal of Engineering and Innovative Technology 2020. 
https://doi.org/10.51456/IJEIT.2020.V10I05.005 
27. El-Fouly, Fatma H. and Ramadan, R. NaN. "Real-Time Energy-Efficient Reliable Traffic Aware 
Routing for Industrial Wireless Sensor Networks (WSNs)". IEEE Access 2020. 
https://doi.org/10.1109/ACCESS.2020.2980682 
28. Jibreel, F., Tuyishimire, Emmanuel, and Daabo, Mohammed Ibrahim. "An Enhanced 
Heterogeneous Gateway - Based Energy - Aware Multi-Hop Routing Protocol for Wireless 
Sensor Networks (WSNs)". Multidisciplinary Digital Publishing Institute 2022. 
https://doi.org/10.3390/info13040166. 
29. Liu, Jian, Wang, Denghui, and Zhao, Junhui. "An Energy - Efficient Distributed Adaptive 
Cooperative Routing in Wireless Multimedia Sensor Networks". IEEE International Conference 
on Communication Software and Networks 2019. https://doi.org/10.1109/ICCSN.2019.8905401 
30. Umer, Mushtaq Muhammad, Hong, Jiang, Muhammad, Owais, Awwad, Fuad A. and Ismail, 
Emad A. A. "Energy-Efficient and Resilient Secure Routing in Energy Harvesting Wireless Sensor 
Networks with Transceiver Noises: EcoSecNet Design and Analysis". Journal of Sensors 2024. 
https://doi.org/10.1155/2024/3570302 
31. El-Sayed, Hamdy H. and Hashem, Zainab Mostafa. "Comparison of the newversion of DEEC 
protocol to extend WSN lifetime". Springer Nature. 2023. https://doi.org/10.1186/s13638-023-
02265-0 
32. El-Feky, Dina, El-shennawy, Nada, and Amin, Mahmoud Fahmy. "An Energy Efficient 
Sleep/Wake up Routing Protocol for Wireless Sensor Networks". Journal of Engineering 
Research 2019. https://doi.org/10.21608/erjeng.2019.125697 
33. Thammawichai, Mason and Luangwilai, Thiansiri. "An energy-optimization topology control 
for three-dimensional wireless sensor networks". Institute of Electrical and Electronics 
Engineers 2023.. https://doi.org/10.23919/jcn.2023.000050 
34. Ghawy, Mohammed Zaid, Amran, Gehad Abdullah, AlSalman, Hussain, Ghaleb, Eissa, Khan, 
Javed Ali, AL-Bakhrani, Ali A., Alziadi, Ahmed M., Ali, Abdulaziz, and Ullah, Syed Sajid. "An 
Effective Wireless Sensor Network Routing Protocol Based on Particle Swarm Optimization 
Algorithm". Wiley 2022.. https://doi.org/10.1155/2022/8455065 
35. Gunigari, Harish and Chitra S. "Energy Efficient Networks Using Ant Colony Optimization 
with Game Theory Clustering", Taylor & Francis 2023, 
https://doi.org/10.32604/iasc.2023.029155 
36. Natesan, Gobi, Konda, Srinivas, Prado, R. P., and Woniak, M. "A Hybrid Mayfly-Aquila 
Optimization Algorithm Based Energy-Efficient Clustering Routing Protocol for Wireless Sensor 
Networks". Italian National Conference on Sensors 2022. https://doi.org/10.3390/s22176405 
37. Bhimshetty, Sampoorna and Ikechukwu, Agughasi Victor. "Energy - efficient deep Q -
network: reinforcement learning for efficient routing protocol in wireless internet of things". 
Indonesian Journal of Electrical Engineering and Computer Science 2024. 
https://doi.org/10.11591/ijeecs.v33.i2.pp971-980 

https://spast.org/index.php/techrep/index
https://doi.org/10.1155/2024/3570302


  

SGS Engineering & Sciences, VOL. 1 NO .1 (2025): LGPR 

https://spast.org/index.php/techrep/index  

38. Gupta, Divya, Wadhwa, Shivani, Rani, Shalli, Khan, Zahid, and Boulila, Wadii. "EEDC: An 
Energy Efficient Data Communication Scheme Based on New Routing Approach in Wireless 
Sensor Networks for Future IoT Applications". Multidisciplinary Digital Publishing Institute 
2023.. https://doi.org/10.3390/s23218839 
39. Muzammal, Syeda Mariam, Murugesan, Raja Kumar, Jhanjhi, N. Z., Humayun, Mamoona, 
Ibrahim, Ashraf Osman, and Abdelmaboud, Abdelzahir. "A Trust-Based Model for Secure 
Routing against RPL Attacks in Internet of Things". Multidisciplinary Digital Publishing Institute 
2022. https://doi.org/10.3390/s22187052 
40. Kumar, Et Al. Battina Srinuvasu. "A Learning based Secure Routing Approach using Deep 
Reinforcement Learning in IoT Integrated Wireless Sensor Network". International Journal on 
Recent and Innovation Trends in Computing and Communication 2023.. 
https://doi.org/10.17762/ijritcc.v11i9.9345 
41. Al-Sadoon, Maha and Jedidi, Ahmed. "A secure trust-based protocol for hierarchical routing 
in wireless sensor network". Institute of Advanced Engineering and Science (IAES) 2022. 
https://doi.org/10.11591/ijece.v12i4.pp3838-3849. 
42. Kumar, D.; Singh, M.P.; Gupta, R. An energy saving medium access control protocol for 
wireless sensor networks. J. Ambient. Intell. Humaniz. Comput. 2021, 12, 1435–1448. 
43. Rajeev, R.; Debasis, K.; Gupta, R.; Singh, M.P. Energy-Efficient Medium Access Control in 
Wireless Sensor Networks. Wirel. Pers. Commun. 2022, 122, 409–427. 
44. Babu, P.R.; Debasis, K. A Low Energy Consuming MAC Protocol forWireless Sensor 
Networks. In Proceedings of the 2022 2nd International Conference on Artificial Intelligence 
and Signal Processing (AISP), Vijayawada, India, 12–14 February 2022; pp. 1–5. 
 

https://spast.org/index.php/techrep/index
https://doi.org/10.11591/ijece.v12i4.pp3838-3849

