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Abstract: The application of blockchain technology to IoT systems offers substantial potential for 
enhancing the security of critical systems by addressing data integrity issues in increasingly susceptible 
network environments. Traditional blockchain consensus methods exhibit significant limitations when 
applied in IoT frameworks, as they do not adequately address resource constraints or operational 
requirements. This study investigates the integration of various consensus models within hybrid 
consensus solutions to effectively address IoT requirements through the optimization of performance 
parameters. This paper introduces a systematic framework for analyzing diverse methodologies, including 
combinations of Proof of Work (PoW) and Proof of Stake (PoS), PBFT enhanced with PoW/PoS 
components, hierarchical solutions for multi-tier IoT systems, reputation-based models, and time-
sensitive frameworks. Three case studies—namely IOTA's Tangle, IoTeX's Roll-DPoS, and Hyperledger 
Fabric—illustrate practical applications within the healthcare and industrial automation sectors. The 
performance assessment framework identifies significant trade-offs among scalability, energy efficiency, 
transaction throughput, security guarantees, fault tolerance, and latency. This study analyzes 
implementation challenges such as standardization issues, security vulnerabilities, scalability limitations, 
integration complexities with edge-fog computing, and regulatory requirements. Progress in this field 
necessitates the establishment of standardized interoperability frameworks, the development of 
improved security evaluation methodologies, the creation of solutions for ultra-scale networks, and the 
implementation of regulatory-compliant designs. Our findings suggest that well-structured hybrid 
consensus mechanisms provide effective solutions for the integration of blockchain in IoT applications. 
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1. Introduction 
The Internet of Things experienced significant growth as the usage of connected devices and network 
bandwidth increased globally (Pal et al., 2020). The significant rise in IoT technologies introduces new 
security vulnerabilities due to the critical information generated by these systems (Pal et al., 2020). 
Various operational and security measures are implemented in IoT systems to ensure data integrity, 
privacy preservation, hardware integrity, and network security (Dirin et al., 2023). The interconnected 
operational features of IoT systems, coupled with their extensive management of sensitive data, including 
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personal financial and healthcare information (Dirin et al., 2023), necessitate these standards. Insufficient 
security features in IoT systems result in detrimental consequences that go beyond mere data leakage. 
Unsecured areas in IoT systems lead to significant economic losses and a reduction in user trust in these 
platforms. Regular system maintenance is essential to prevent equipment failures arising from the 
security risks associated with connected systems (Dirin et al., 2023). IoT statistics play a vital role in 
sophisticated applications that utilize industrial IoT and AI technologies (Zorrilla & Yebenes, 2022). 
Blockchain technology serves as an innovative solution that effectively addresses critical security and data 
integrity challenges within IoT ecosystems (Verma et al, 2024). The blockchain security framework offers 
decentralization, ensuring tamper resistance and transparency, which enhances IoT protection and 
fosters trust among connected devices and users (Sulaeman, 2025). The fundamental characteristics of 
blockchain—immutable records, decentralized operation, and cryptographic security—enhance the 
security of IoT networks by safeguarding data and ensuring authenticated communications between 
devices (Parmar & Kaur, 2021). The technology establishes permanent, traceable records of device 
connections, ensuring complete data authenticity and trackability for each component within the IoT 
network (Oh, 2025). Blockchain platforms facilitate smart contracts that automate security protocols, 
providing authorized access to IoT data and enhancing privacy protection, as noted by Oh (2025). The 
foundational infrastructure established by blockchain enables businesses to develop trustworthy 
decentralized operational models while safeguarding the IoT environment (Almarri & Aljughaiman, 2024). 
The conventional blockchain consensus mechanisms that have proven effective in other contexts do not 
meet the stringent operational requirements of IoT systems, according to Kim and Kim (2023). The 
application of Proof of Work (PoW) and Proof of Stake (PoS) consensus mechanisms presents challenges 
for IoT devices due to their high computational requirements and energy consumption, which exceed the 
hardware capabilities of these devices (Vavilis et al., 2025). Proof of Work mining necessitates significant 
energy consumption, particularly when executed on battery-powered devices with constrained 
processing capabilities (Vavilis et al., 2025). The enhanced energy efficiency of Proof of Stake (PoS) 
systems compared to Proof of Work (PoW) presents significant challenges for large-scale deployments of 
IoT networks (IBM, 2021a). The scalability of a large IoT network renders Practical Byzantine Fault 
Tolerance (PBFT) ineffective due to increasing communication complexities associated with network 
expansion (Zhuang et al., 2024). The resource limitations of IoT devices establish a significant gap with 
conventional blockchain consensus mechanisms such as PoW and PoS, thereby requiring targeted and 
efficient solutions tailored for IoT, as noted by Khan et al. (2022). 

 
Figure 1: Conceptual overview of IoT-blockchain integration challenges and the hybrid consensus 

solution approach 
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Integrating blockchain with IoT necessitates significant adjustments due to substantial discrepancies 
between the capabilities of IoT devices and the requirements of blockchain, as illustrated in Figure 1. 
Many IoT devices function with constrained computational capacity, limited battery life, and restricted 
memory availability. Conventional blockchain consensus methods require significant computational 
power, substantial energy consumption, and ongoing communication bandwidth. Hybrid consensus 
mechanisms integrate various consensus types into a unified system, optimizing security efficiency by 
balancing scalability, energy utilization, and transaction speed. Hybrid consensus solutions in the IoT 
technological sector effectively address specific IoT requirements (Zhuang et al., 2024). These models 
identify optimal configurations for blockchain performance factors, including security, energy 
consumption, network scalability, and transaction speed, to ensure effective implementation of IoT 
blockchain (de Morais et al., 2023). Combinations of multi-consensus algorithms create hybrid 
mechanisms that produce robust solutions, addressing specific weaknesses in diverse IoT applications (de 
Morais et al., 2023). The study indicates that conventional consensus methods by themselves are 
insufficient to address the diverse management challenges present in various Internet of Things systems 
(Alkhateeb et al., 2022).  
 
This research paper comprises eight structured sections that analyze hybrid consensus mechanisms for 
the application of blockchain in IoT contexts. The study commences with an introduction that explores 
the security challenges of IoT and discusses blockchain solutions, while highlighting the shortcomings of 
traditional consensus methods for IoT devices. The second section elucidates fundamental concepts of 
blockchain technology, the mechanics of consensus, and the unique characteristics of IoT environments, 
while also addressing the challenges associated with integrating these technologies. The third section 
examines the issues associated with prevalent consensus methods such as Proof of Work (PoW), Proof of 
Stake (PoS), Delegated Proof of Stake (DPoS), Practical Byzantine Fault Tolerance (PBFT), and Directed 
Acyclic Graph (DAG) systems in the context of Internet of Things (IoT) configurations. The fourth section 
constitutes the primary focus of the study, analyzing various hybrid models that integrate different 
consensus approaches to address existing limitations. This research examines combinations of Proof of 
Work (PoW) and Proof of Stake (PoS), modified Practical Byzantine Fault Tolerance (PBFT) systems, multi-
level hierarchical methods, reputation-based mechanisms, and solutions for time-sensitive applications. 
The fifth section elucidates the examination of real-world examples such as IOTA's Tangle, IoTeX's Roll-
DPoS, and Hyperledger Fabric to comprehend the practical application of these hybrid approaches. The 
sixth section analyzes the performance of various hybrid methods based on critical factors such as energy 
consumption, scalability, transaction speed, security features, fault management, and response time. 
Section seven addresses unresolved challenges and proposes future research directions, including the 
necessity for common standards, security issues, scaling difficulties, and regulatory concerns. The final 
section summarizes key findings and concludes that hybrid consensus methods demonstrate potential for 
blockchain-IoT integration; however, significant work remains before widespread implementation can 
occur. 
 
2. Background and Foundational Concepts 
Blockchain technology is characterized by distributed transaction monitoring via a peer-to-peer network, 
eliminating the necessity for centralized governing bodies (Wingreen et al., 2020). This system organizes 
data in blocks that are interconnected via cryptographic techniques, forming an immutable chain that 
safeguards against tampering and guarantees data integrity (Tanwar, 2018). Blockchains employ 
decentralization to distribute control among network participants, immutability to safeguard against 
modifications of recorded transactions, and consensus as the mechanism for collective verification of 
transactions within the network (Tanwar, 2018). The blockchain structure consists of blocks that include 
transaction data, timestamps indicating when blocks are added, and cryptographic hashes linking to 
preceding blocks (Black Duck, n.d.). Blockchain networks are categorized into two primary types: 
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permissioned networks, which are restricted to designated known entities, and permissionless networks, 
which permit unrestricted participation (Jaradat et al., 2021). Blockchain platforms facilitate the 
deployment and execution of smart contracts, which are automated agreements encoded directly into 
the blockchain protocol (Jaradat et al., 2021). The fundamental principles of decentralization, consensus, 
and immutability establish a robust framework for tackling security and trust challenges in IoT distributed 
systems (Tanwar, 2018).  
 
Consensus mechanisms function to uphold agreement within blockchain networks regarding their current 
state (Almarri & Aljughaiman, 2024). The primary objective is to validate and prevent fraud by 
implementing established transaction recording rules for participant consent, thereby ensuring data 
coherence and operational integrity within the system (Yuan et al., 2025). Diverse development has led 
to the creation of multiple consensus methods, necessitating critical compromises among security, speed, 
scalability, and energy efficiency (Lepore et al., 2020). Blockchain consensus mechanisms include 
computationally intensive Proof of Work (PoW), Stake-based Proof of Stake (PoS), Delegated Proof of 
Stake (DPoS), Practical Byzantine Fault Tolerant (PBFT), Proof of Authority (PoA), and Directed Acyclic 
Graph (DAG)-based alternatives (Nguyen et al., 2019). Hybrid consensus mechanisms emerged as 
researchers sought to improve various mechanisms by integrating them with traditional consensus 
strategies (Aggarwal & Kumar, 2021). The performance and security of blockchain networks are 
significantly influenced by the appropriate choice of consensus mechanisms, with IoT-specific 
requirements being essential factors in this decision (Ahakonye et al., 2024).  
 
IoT environments are characterized by a vast number of connected devices, ranging from thousands to 
millions, which possess limited processing power, storage capacity, and energy resources (Khan et al., 
2022). The extensive data generation in these contexts necessitates blockchain solutions that function 
with high speed and minimal latency for the real-time processing of IoT data required by various 
applications, as noted by Ragul et al. (2025). Heterogeneity issues in IoT ecosystems arise from the diverse 
manufacturers that produce devices using multiple communication protocols, leading to significant 
interoperability challenges (Zhuang et al., 2024). Security is paramount in IoT systems due to the necessity 
of protecting sensitive data from breaches and safeguarding controlled infrastructure against physical 
threats (Pal et al., 2020). The unique features of IoT environments necessitate blockchain solutions to 
address limitations identified in early cryptocurrency applications, as resource constraints and real-time 
requirements are less critical in that context (Ragul et al., 2025). 
  
The application of blockchain technology in IoT encounters several fundamental challenges within this 
specialized context. Scalability presents a significant challenge as conventional blockchain networks are 
inadequate for handling the vast number of IoT devices and the substantial data they generate (Sulaeman, 
2025). The power demands of conventional consensus mechanisms pose significant challenges for IoT 
devices that rely on battery power and require extended periods of operation without recharging 
(Sulaeman, 2025). The limited computing capabilities of most IoT devices hinder the implementation of 
blockchain protocols designed for advanced systems (Sulaeman, 2025). The integration necessitates a 
solution to achieve seamless interoperability between various IoT devices and blockchain platforms (Oh, 
2025). Comprehensive testing and verification procedures are essential for smart contracts governing 
blockchain automation in IoT, as their security vulnerabilities pose significant risks to system integrity (Eze 
et al., 2019). The implementation of decentralized public blockchains in IoT systems requires addressing 
regulatory ambiguities and ensuring compliance with GDPR privacy standards, as these elements 
influence data immutability (Makhdoom et al., 2019). This technical cooperation necessitates innovation 
to create tailored consensus mechanisms for the effective implementation of blockchain within IoT 
systems, as outlined by Obaidat et al. (2024).  
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3. Limitations of Traditional Consensus Mechanisms in IoT Environments 
Implementation of Proof of Work (PoW) in IoT systems presents significant challenges, as noted by Hsueh 
& Chin (2023). The high energy consumption inherent in the proof-of-work algorithm, stemming from its 
need for complex cryptographic puzzle solving, poses challenges for battery-powered IoT devices with 
constrained resources. Proof of Work poses significant implementation challenges for IoT devices due to 
their limited computational processing capabilities and the requirement for specialized hardware (Ragul 
et al., 2025). The limited transaction speed and prolonged confirmation times associated with Proof of 
Work fail to meet the immediate data processing needs commonly encountered in Internet of Things 
applications that require rapid and dependable data validation (Hsueh & Chin, 2023). IoT applications are 
susceptible to security vulnerabilities stemming from 51% attacks, which occur when a single entity 
achieves control over the hash power in proof-of-work networks (Amin, 2020). The fundamental design 
principle of Proof-of-Work relies on extensive computations; however, it conflicts with the computational 
and power limitations inherent in IoT devices, rendering it unsuitable for widespread implementation in 
IoT systems (Ragul et al., 2025). Figure 2 illustrates the resource requirements of consensus mechanisms. 

 
Figure 2. Resource Requirements of Consensus Mechanisms 

 
Proof of Stake (PoS) functions as an alternative consensus mechanism that demonstrates greater energy 
efficiency relative to Proof of Work (PoW), while also presenting significant challenges for Internet of 
Things (IoT) environments. The network encounters a significant challenge as validators are selected more 
frequently based on their substantial stakes and contributions. Zhuang et al. (2024). According to Nguyen 
et al. (2019), the centralization of network control by resource-rich entities poses a risk to the 
decentralized nature of IoT environments. The "nothing at stake" vulnerability leads to validators casting 
conflicting votes on blockchain history without facing penalties, resulting in network forks that 
compromise IoT application security and erode customer trust (Ramírez-Gordillo et al., 2025). The long-
range attack vulnerability enables an attacker to create a historical fork by gradually amassing adequate 
stake over time, as noted by Lepore et al. (2020). Proof of Stake systems, while more resource-efficient 
than Proof of Work, necessitate a thorough examination of resource consumption limits, particularly given 
the connectivity demands of various IoT device types (Ragul et al., 2025). The introduction of IoT network 
token distribution patterns represents a second factor that may lead to unbalanced outcomes for 
stakeholders involved in the staking process (Lepore et al., 2020). 
  
The DPoS mechanism allows users to select a limited number of delegates responsible for approving 
transactions on the platform, thereby aiming to improve scalability (Ragul et al., 2025). This method 
accelerates the authentication process, resulting in increased transaction volume that aligns with 
advancements in IoT. Ragul et al. assert that diminished decentralization results from enhanced network 
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performance in DPoS, as the representatives chosen in the delegate selection process assume 
responsibility for network security and reliability. 2025. The primary risks to trust within the IoT ecosystem 
include the potential for collusion and the compromise of any chosen delegates. The efficacy of DPoS IoT 
is contingent upon the participation of token holders in the voting process, alongside the appropriate 
selection of representatives and their commitment to integrity standards. The integrity and utility of the 
IoT blockchain may decline if voters fail to participate in the process or if unrefined delegates are chosen. 
In comparison to Proof of Work (PoW) and certain variants of Proof of Stake (PoS), the resource 
requirements for implementing Delegated Proof of Stake (DPoS) are significantly lower; however, the 
constraints of Internet of Things (IoT) hardware must be considered prior to solution deployment (Sapra 
et al., 2023).  
 
Gupta et al. present the Practical Byzantine Fault Tolerance (PBFT) system, which is a leader-based and 
consensus-driven algorithm that facilitates consensus in blockchain networks, even when up to one-third 
of its nodes are malicious or faulty. 2019.The robust fault-tolerance capability of PBFT is crucial for 
ensuring the reliability of IoT systems through the maintenance of accurate and consistent data 
processing. PBFT provides rapid transaction finality, enabling efficient data verification in applications 
requiring prompt command and data validation (Qi & Guan, 2023). In the domain of IoT, PBFT exhibits a 
significant drawback due to its high communication costs, which increase quadratically with the total 
number of participants (Zhuang et al., 2024). The significant scalability constraints of PBFT render it 
unsuitable for the management of large IoT networks, which typically comprise numerous IoT devices 
(Haque et al., 2024). The performance and security of PBFT are significantly influenced by the leader 
(primary) node, as system vulnerabilities emerge when this node is compromised or subjected to an attack 
(Qi & Guan, 2023). Failure points in leader election present security vulnerabilities that jeopardize network 
systems (Liu et al., 2023). Gupta et al. (2019) indicate that PBFT performs optimally in permissioned 
networks characterized by known participants and a limited number of nodes. The application of PBFT in 
permissionless IoT environments faces challenges due to the difficulty in managing numerous and variable 
nodes, alongside the protocol's susceptibility to Sybil attacks (Liu et al., 2023).  
 
DAG-based systems present a novel alternative to traditional blockchains, offering significant advantages 
for IoT applications. DAG structures facilitate high parallel processing and enhanced transaction speed by 
enabling the simultaneous detection of multiple transaction paths, rather than depending on linear 
processing (Qu et al., 2024). The parallel processing model renders this system highly suitable for the 
extensive data processing demands of IoT devices. DAG-based systems process transaction confirmations 
more rapidly than traditional blockchains, making them suitable for IoT applications that require timely 
data validation (Raikwar et al., 2024). The absence of transaction fees in Tangle and other DAG-based 
platforms renders them suitable for IoT applications that depend significantly on microtransactions, as 
noted by Sealey et al., 2022. DAG-based protocols employ diverse methods for transaction validation and 
ordering within their framework; however, attaining robust consensus and security remains a complex 
challenge (Uddin et al., 2021). The security of specific DAG-based networks is contingent upon the level 
of engagement of their network participants (Pervez et al., 2018). DAG-based methods encounter 
limitations stemming from their relatively recent introduction, as they emerged after traditional 
blockchains, resulting in less time to establish security across diverse challenging scenarios (Pervez et al., 
2018).  
 
4. Hybrid Consensus Approaches for Blockchain in IoT Applications 
Hybrid consensus systems signify a significant advancement in blockchain engineering, addressing the 
challenges faced by traditional consensus protocols in the deployment of IoT applications (Bommireddy, 
2024). Hybrid consensus mechanisms integrate two distinct consensus systems to enhance performance 
characteristics, combining security measures with energy efficiency, scalability, and transaction rate 
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capabilities (Zhuang et al., 2024). Figure 3 below provides a graphical representation of the fundamental 
trade-off inherent in hybrid consensus, demonstrating that hybrid methods achieve a superior balance 
between network security and scalability. 

 
Figure 3. Overview of Security and Scalability trade-off mechanisms 

 
Hybrid mechanisms of Proof-of-Work (PoW) and Proof-of-Stake (PoS) illustrate the integration of distinct 
proof-of-identity systems to enhance efficiency and minimize power consumption (Zhuang et al., 2024). 
The primary implementation method employs Proof of Work for block validation, while Proof of Stake is 
utilized for governance tasks and consensus processes (Aggarwal & Kumar, 2021). The integration of Proof 
of Work (PoW) and Proof of Stake (PoS) offers a strategy to reduce the significant energy consumption 
associated with traditional PoW protocols. The PoS component decreases the overall computational 
demands, thereby enhancing feasibility for specific Internet of Things (IoT) hardware. Hybrid mechanisms 
must mitigate combined weaknesses while circumventing centralization risks inherent in specific Proof of 
Stake implementations and demonstrating greater energy efficiency compared to conventional PoS 
systems, as noted by Alkhateeb et al. (2022). 
  
Routh and Thungon (2024) elaborate that practical Byzantine fault tolerance (PBFT) is integrated with 
either proof of stake (PoS) or proof of work (PoW) elements in hybrid solutions to enhance system 
compatibility with IoT applications. The integration of Proof of Stake (PoS) for leader selection in PBFT 
consensus rounds enhances the fairness of the PBFT process and reduces security vulnerabilities 
associated with a static main leader. The integration of PBFT with PoW security systems enhances 
robustness, as the computational complexity of PoW addresses challenging tasks, while PBFT facilitates 
rapid execution of other operations. Hierarchical consensus methods provide distinct solutions to the 
challenges of blockchain implementation in extensive IoT networks. These models categorize system 
components into distinct layers, clusters, or tiers, utilizing various consensus mechanisms based on the 
attributes of each network level. Resource-constrained IoT devices utilize efficient and lightweight 
consensus mechanisms to minimize local overhead, whereas higher network tiers implement robust 
security protocols to ensure comprehensive protection of the IoT network. This hierarchical method 
significantly decreases the workload on IoT devices by facilitating the sharing of computational and 
communication tasks. Incorporating reputation-based systems at each network layer offers 
authentication capabilities that protect devices within clusters, thereby improving the overall resilience 
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of IoT systems. Figure 4 demonstrates the approach of hierarchical consensus models in tackling 
blockchain scalability issues within large IoT networks. This is achieved through a layered system 
architecture, where cluster divisions function independently, employing distinct consensus mechanisms 
tailored to their specific needs.  
. 

 
Figure 4. Hierarchical Hybrid Consensus Architecture for IoT environments 

 
Figure 4 illustrates the Hierarchical Hybrid Consensus Architecture, outlining the structure for 
implementing blockchain consensus in IoT environments across multiple tiers. This design categorizes 
distinct consensus methods into three operational levels based on device capabilities and network 
requirements. Validator nodes equipped with sensors operate at the highest tier of the Global Layer, 
functioning within cloud and edge server infrastructures. Consensus mechanisms such as Proof-of-Stake 
(PoS) and Practical Byzantine Fault Tolerance (PBFT) function within these nodes to update the global 
blockchain state and finalize transaction validations. The cluster layer serves as an intermediary between 
IoT devices and global validators via its cluster head nodes, which possess moderate computational 
processing capabilities. This layer utilizes DPoS or reputation-based consensus mechanisms to aggregate 
transactions, prevalidate them, and execute cluster management tasks. The foundational layer consists 
of the characteristics of typical resource-constrained IoT devices, which gather initial data and perform 
basic transactions. Consensus approaches are primarily lightweight solutions that utilize either voting 
strategies or directed acyclic graph (DAG) structures to reduce the computational demands and energy 
costs associated with these devices. The data within the system originates from IoT devices, progresses 
to cluster heads, and culminates in global validators, whose decisions are disseminated throughout each 
layer. A well-structured system design facilitates efficient resource management among IoT devices with 
varying capabilities and security frameworks, enabling scalable operations within the constraints of 
limited IoT resources. 
  
Hybrid reputation systems are a widely adopted approach that incorporate the reputation scores of nodes 
into consensus functions, effectively embedding trust features within the process. (Zhuang et al., 2024). 
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During the consensus process, ratings that reflect the trustworthy and dependable performance of nodes 
are utilized to identify those with strong reputations, which in turn influences the extent of power a node 
holds in consensus operations or critical block validation procedures. The reputation scoring system 
functions as a protective mechanism by allowing the network to reduce the involvement of nodes that 
have demonstrated unreliability. The reputation score of a node increases through effective collaboration 
within the network and adherence to established standards. The integration of a reputation-based secure 
approach with Proof-of-Stake (PoS) or Practical Byzantine Fault Tolerance (PBFT) results in more flexible 
secure consensus protocols, which are increasingly appropriate for IoT deployments involving numerous 
untrusted users.  
 
Urgent Hybrid IoT applications, including Augmented Reality, Virtual Reality, and Industrial IoT, require 
time-sensitive hybrid mechanisms to facilitate very low latency near-real-time transaction processing. This 
technology is optimally designed for industrial automation and autonomous systems. (Zhuang et al., 
2024). Hybrid consensus approaches consist of various consensus systems that provide rapid finality, such 
as PBFT and voting protocols, combined with mechanisms that improve data protection. The transaction 
process utilizes rapid consensus methods for sensor data and control commands, while slower but more 
secure blockchain anchoring methods are employed periodically. This approach can fulfill the dual 
requirements of speed and security in specific IoT applications. To implement security mechanisms on 
time-sensitive IoT devices, it is essential that they function with high efficiency in terms of resource 
utilization. 
 
5. Case Studies and Implementations in IoT 
Numerous studies have investigated hybrid consensual mechanisms to address specific challenges 
associated with the application of blockchain technology in IoT environments (Barrera et al., 2023). This 
case study offers insights into the practical benefits and capabilities associated with the implementation 
of these methods. IOTA exemplifies a distinctive implementation that diverges from conventional 
blockchain structures by employing a directed acyclic graph (DAG) for its ledger generation (Alhavan et 
al., 2022). In the network, each new transaction is essential for verifying prior transactions and 
establishing a web of interconnected transactions. A key feature of IOTA is its objective to facilitate 
transactions for microtransactions, which are expected to be prevalent in numerous IoT applications 
(UDDIN et al., 2021). The intake structure is engineered to ensure high scalability and transaction 
throughput through its parallel processing capabilities (Raikwar et al., 2024). The introduction of 
additional transactions to the community correlates with an increase in the rate of transaction validation 
(Ahuja et al., 2015). IOTA employs a light evidence mechanism (POW) primarily to deter unsolicited postal 
and dishonest transactions, rather than functioning as a fundamental consensual mechanism (UDDIN et 
al., 2021). The IOTA platform has been investigated for various IoT applications, including decentralized 
identification control, stable data management in smart agriculture, supply chain monitoring, and the 
development of intelligent city infrastructure (Pullo et al., 2023). 
  
IoTeX's Roll-DPoS consensus mechanism is specifically designed to enhance scalability and efficiency in 
Internet of Things (IoT) environments (Coinbase). This system employs a randomly selected delegated 
Proof-of-Stake mechanism, wherein a predetermined number of representatives are randomly selected 
to generate new blocks (Fan & Chai, 2018). The selection process for establishing a pool of validator nodes 
utilizes a community voting mechanism (Chai et al.). IoTeX features an EVM-compatible blockchain, 
enabling the use of smart contracts (The Cryptonomist, 2024). The objective is to empower self-sovereign 
IoT devices and applications, focusing on user privacy and data management (Coinbase). Roll-DPoS 
addresses the challenges of scalability and decentralization encountered when adapting traditional DPoS 
to a large, heterogeneous resource environment such as IoT (Chai et al.) by implementing a more dynamic 
and less predictable block producer selection process. Hyperledger Fabric is a permissioned blockchain 
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framework specifically developed for enterprise-level IoT applications that require stringent privacy and 
access control measures (Alkurdi et al., 2018). Advanced controls for privacy and organizational policies 
for fine-grained access are essential requirements for numerous industrial IoT applications (Jarwar et al., 
2023). The system features pluggable consensus mechanisms, enabling organizations to tailor their 
blockchain operations accordingly (IBM, 2021b). The extension is implemented to safeguard data 
collection, storage, and sharing across various IoT environments, leading to improvements in security, 
efficiency, and overall system capacity (Honar Pajooh et al., 2021). Research indicates its potential to 
achieve high transaction throughput, particularly through specific optimizations (Honar Pajooh et al., 
2022). 
  
Additionally, a significant application of the hybrid consensus method for blockchain in the Internet of 
Things is the reputation-based hybrid consensus mechanism (HCM) utilized in electronic healthcare 
systems (EHS) (Prabha & Chatterjee, 2022). This HCM employs a combination of algorithms for block 
creation, validation, fork handling, Merkle tree construction, and a reward/punishment module, all based 
on the activities observed among the various blocks within the system. The H-chain framework is another 
example, specifically designed for IoT ecosystems comprising various collaborating organizations (Hu et 
al., 2021). Routh and Thungon (2024) proposed a hybrid blockchain that integrates private blockchain 
instances employing Practical Byzantine Fault Tolerance (PBFT) with a public blockchain utilizing a 
permissioned Proof of Work (PoW) consensus mechanism. This design aims to balance the requirements 
for private transaction verification and the necessity for public, auditable information. This consensus 
algorithm, proposed for IoT applications utilizing blockchain, aims to enhance scalability via master node 
election and a restricted broadcast domain, rendering it appropriate for resource-constrained IoT devices 
(Uddin et al., 2021). Microchain presents a high-level architecture for a lightweight hierarchical consensus 
protocol tailored for IoT, which incorporates Proof of Concept (PoC) alongside a Voting-based Chain 
Finality (VCF) consensus protocol (Xu et al., 2020) for block generation. This paper presents a hierarchical, 
location-aware consensus protocol, termed LH-Raft, designed for IoT-blockchain applications. It 
establishes local consensus groups based on the reputation and local information of nodes, thereby 
enhancing network scalability and reducing communication costs (Guo et al., 2022; Guo et al., 2021). This 
variation in implementations underscores the continuous research and innovation surrounding hybrid 
consensus mechanisms, which are adapted to meet the diverse requirements and constraints of various 
IoT application domains, ranging from sensitive healthcare data management to large-scale industrial 
control systems (Kumari et al. 2025).  
 
6. Performance Analysis and Comparison 
A comprehensive framework is required for the performance evaluation of hybrid consensus mechanisms 
in IoT applications, utilizing various performance metrics. Key characteristics include energy efficiency, 
crucial for resource-constrained IoT devices; scalability, which refers to the capacity to handle numerous 
devices and significant transaction volumes; transaction throughput, measured as transactions processed 
per second; security guarantees, indicating the resilience of the mechanism against various attacks typical 
in IoT environments; fault tolerance, the capacity to maintain functionality despite node failures or 
malicious actions; and latency features, the time required for a transaction to be verified and integrated 
into the blockchain (Al Ahmed et al., 2022). Each approach presents trade-offs, as detailed in an analysis 
of various hybrid consensus mechanisms based on these key metrics. Various design iterations, such as 
PoW/PoS hybrids, exhibit medium energy efficiency, medium scalability, and transaction throughput, 
alongside high to medium security guarantees and fault tolerance. These systems can be categorized as 
either probabilistic (PoW-based) or stake-based (PoS-based), with medium-high latency characteristics. 
PBFT integrated with PoS or PoW components exhibits moderate energy efficiency and scalability, while 
achieving medium to high throughput, alongside robust security and fault tolerance, and low to medium 
latency (Singh & Nandi, 2023). Hierarchical consensus models generally provide medium to high energy 
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efficiency and scalability, alongside medium to high throughput, security, and fault tolerance, which 
fluctuate based on the layer, and exhibit medium to low latency. Reputation-based hybrids typically 
exhibit medium to high energy efficiency and scalability, alongside medium to high throughput. They also 
offer improved security and fault tolerance attributed to the reputation system, while latency remains 
medium to low. Time-sensitive hybrids emphasize low latency while achieving high throughput, exhibiting 
medium energy efficiency and scalability. Security and fault tolerance vary based on the specific 
combination of mechanisms employed. Hierarchical consensus models generally provide medium to high 
energy efficiency and demonstrate excellent scalability, accompanied by medium to high throughput. 
Their security and fault tolerance are contingent upon the specific layer implementation, exhibiting 
medium to low latency. Reputation-based hybrids typically demonstrate favorable energy efficiency and 
scalability, achieving medium to high throughput alongside improved security and fault tolerance 
attributed to their reputation systems, while maintaining medium to low latency. Time-sensitive hybrids 
emphasize low latency and high throughput, achieving medium energy efficiency and scalability, while 
security and fault tolerance are contingent upon the specific mechanisms employed. 
  
DAG-based approaches, such as IOTA's Tangle, are engineered for enhanced energy efficiency, scalability, 
and throughput. Their security relies on network activity and the fault tolerance characteristic of the DAG 
structure, resulting in low latency. IoTeX's Roll-DPoS seeks to enhance energy efficiency, scalability, and 
throughput through stake-based security and delegate-based fault tolerance, resulting in low latency 
(Coinbase). Hyperledger Fabric features configurable consensus mechanisms that influence its 
performance characteristics. It typically provides medium scalability, high throughput, and security 
designed for permissioned networks, alongside adjustable fault tolerance and low latency. The 
reputation-based HCM exhibits moderate energy efficiency, scalability, and throughput, while also 
providing enhanced security and improved fault tolerance through its reputation module, alongside 
medium latency. The H-chain integrates Proof of Work (PoW) and Practical Byzantine Fault Tolerance 
(PBFT), demonstrating variable energy efficiency and moderate scalability, alongside medium throughput, 
high security and fault tolerance, and medium latency. CBCIoT, a voting-based mechanism, demonstrates 
high energy efficiency, scalability, and throughput, alongside rating-based security, majority-based fault 
tolerance, and low latency. Table 1 presents a summary of the performance comparison among various 
hybrid consensus mechanisms for IoT.  
 

Table 1: Performance Comparison of Hybrid Consensus Mechanisms for IoT 
 

Mechanis
m 

Energy 
Efficiency 

Scalabilit
y 

Throughpu
t 

Security 
Guarantee
s 

Fault 
Tolerance 

Latency 

PoW/PoS 
Hybrids 

Medium Medium Low to 
Medium 

High to 
Medium 

Probabilisti
c to Stake-
based 

Medium 
to High 

PBFT with 
PoS/PoW 

Medium Low to 
Medium 

Medium to 
High 

High High Low to 
Medium 

Hierarchica
l Consensus 
Models 

Medium 
to High 

High Medium to 
High 

Varies by 
layer 

Varies by 
layer 

Medium 
to Low 
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Reputation
-based 
Hybrids 

Medium 
to High 

Medium 
to High 

Medium to 
High 

Enhanced 
by 
reputation 

Improved Medium 
to Low 

Time-
sensitive 
Hybrids 

Medium Medium High Varies by 
combinatio
n 

Varies by 
combinatio
n 

Low 

IOTA's 
Tangle 

High High High Depends 
on network 
activity 

Inherent in 
DAG 
structure 

Low 

IoTeX's 
Roll-DPoS 

High High High Stake-
based 

Delegate-
based 

Low 

Hyperledge
r Fabric 
(Configura
ble) 

Varies Medium High Permission
ed, 
Configurabl
e 

Configurabl
e 

Low 

HCM 
(Reputatio
n-based) 

Medium Medium Medium Enhanced 
by 
reputation 

Improved Medium 

H-chain 
(PoW/PBFT
) 

Varies Medium Medium High High Medium 

CBCIoT 
(Voting-
based) 

High High High Rating-
based 

Majority-
based 

Low 

 
The combination of algorithms, network architecture, and characteristics of IoT devices significantly 
impacts the effectiveness of hybrid consensus mechanisms in IoT. The absence of a universal solution 
necessitates that the selection of the most suitable mechanism is contingent upon a thorough evaluation 
of the specific needs and constraints of the application's context. It is crucial to consider limiting factors 
such as energy constraints, scalability requirements, security needs, and latency tolerance in order to 
derive the most suitable hybrid consensus for a specific Internet of Things application. 
7. Open Challenges and Future Directions 
Significant challenges remain as recent advancements in hybrid consensus protocols for blockchain 
technology, particularly in IoT applications, present several unresolved issues that require attention. A 
significant obstacle is the need to standardize consensus among hybrids to enable widespread 
deployment and interoperability at the IoT level (George, 2024). This may complicate integration if 
different versions lack shared standards or protocols, potentially limiting the reuse of solutions offered by 
other software vendors. Standardization of interfaces, data formats, and security requirements in Internet 
of Things (IoT) consensus hybrids is essential. This indicates the development of a more cohesive and 
interoperable ecological system. The absence of universally accepted standards leads to fragmentation, 
resulting in individual solution investments being hindered by vendor lock-in. The potential for 
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breakthroughs is constrained due to a lack of interoperability. A significant consideration is the presence 
of security vulnerabilities (Zhuang et al., 2024). Proof-of-Work and Proof-of-Stake represent the two 
primary consensus protocols, while hybrid mechanisms frequently integrate various protocols to enhance 
security. The complexity of these hybrids and their combinations may inadvertently lead to additional 
weaknesses and attack vectors. A thorough security assessment and rigorous testing of a blockchain-
based IoT system design are essential for identifying and addressing vulnerabilities to ensure overall 
robustness. A thorough analysis of the interactions among diverse consensus components is essential to 
guarantee that the overall system does not exhibit diminished strength compared to the individual 
components. Significant scalability barriers persist, particularly in large-scale IoT deployments that 
encompass billions of devices and exceptionally high transaction rates (Ragul et al., 2025). While few 
mixed systems demonstrate superior scalability compared to traditional mechanisms, considerable 
research and development are required to adapt these systems to effectively address the demands of 
large IoT networks, particularly concerning limited and low-latency information processing. The scalability 
of blockchain-based IoT solutions utilizing hybrid consensus mechanisms remains a developing area. 
  
Nonetheless, it presents specific opportunities and risks. Transitioning to architectures with distributed 
processing capabilities may enhance the efficiency and scalability of hybrid consensus, which has been a 
challenge to attain. This transition involves addressing issues related to data consistency, security, and 
synchronization across different layers in diverse distributed environments (Abdulrahman et al., 2025). 
Ensuring seamless and secure interfacing between the blockchain layer and distributed computing 
architectures is a complex issue. The regulatory implications of integrating blockchain with IoT are 
becoming more substantial. This encompasses hybrid consensus mechanisms (Zorrilla & Yebenes, 2022). 
Consideration of existing and potential regulatory frameworks for data privacy, security, and governance 
is essential. Adhering to regulations such as GDPR, which grant users the right to modify or delete their 
data, poses significant challenges due to the immutable characteristics of blockchain ledgers (Liu et al., 
2022). Hybrid mechanisms may require the integration of enforcement measures that fulfill such 
requirements while preserving the fundamental advantages of blockchain technology (Atlam et al., 2018).  
 
8. Conclusion 
The integration of blockchain technology with the Internet of Things presents significant potential for 
enhancing the security of interconnected systems that are increasingly vulnerable to hacking and data 
tampering. Despite the numerous traditional consensus mechanisms proposed for blockchain, none have 
effectively addressed the specific requirements of IoT. The emergence of hybrid consensus approaches 
may alter this situation. These mechanisms strategically integrate the benefits of various consensus 
protocols to balance energy efficiency with scalability, throughput with security and fault tolerance, as 
well as latency, thereby aligning with the specific requirements of diverse IoT applications. The landscape 
of hybrid consensus mechanisms includes various models such as PoW/PoS hybrids, PBFT integrated with 
PoS or PoW elements, hierarchical consensus models, reputation-based approaches, and time-sensitive 
hybrid mechanisms. Applications including IOTA's Tangle, IoTeX's Roll-DPoS, and Hyperledger Fabric for 
IoT exemplify innovation across various domains. A comparative performance analysis highlighted the 
trade-offs inherent in each approach, emphasizing that results varied significantly based on the specific 
requirements of the IoT application. Despite the advancements achieved, several unresolved questions 
remain to be addressed. Compatibility standards continue to hinder intercommunication, and 
vulnerabilities in complex hybrid designs require comprehensive investigation. Challenges concerning 
scalability for large-scale IoT implementations, integration with new IoT frameworks, and adaptation to a 
dynamic legal landscape remain unresolved. Future research should concentrate on developing 
standardized frameworks for hybrid consensus in IoT, accompanied by thorough security analyses of 
existing and novel methodologies. Additionally, efforts should aim at achieving scalability for ultra-scale 
IoT networks, ensuring seamless integration with edge and fog computing paradigms, and formulating 
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blockchain solutions that comply with IoT regulations. Practitioners must conduct a comprehensive 
examination of the specific requirements pertinent to their IoT applications. Factors such as the device's 
resource limitations, the level and type of data to be processed and stored, and potential security 
requirements must be considered when selecting an appropriate hybrid consensus mechanism. Examining 
the integration of blockchain technology with security necessitates a detailed analysis of the associated 
performance trade-offs. The open problems, whether arising from diverse perspectives or insufficient 
resources to address them, require thorough examination commensurate with their understanding. 
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