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Abstract: The quick growth of Internet of Things (loT) networks in cities has made it possible for
smart cities to get real-time data-driven information that has never been seen before. However, it is
still very hard to make machine learning work well and protect privacy in settings that are so
changing and mobile. Dynamic Federated Learning with Mobility-Aware Multi-Agent Collaboration
(DFL-MAC) is a new approach that is proposed in this study to improve joint intelligence in urban loT
networks. Unlike other federated learning methods that rely on fixed clients and centralised
coordination, our framework includes mobility prediction and agent-based interaction tools that
allow it to respond to topologies that change quickly. Each loT node is modelled as an intelligent
agent that can make decisions on its own and communicate with other nodes. This makes local
model training and communication more efficient by taking into account movement patterns and
network stability. The DFL-MAC system uses mobility-aware clustering to create brief federated
sections. This cuts down on communication costs and delays while keeping the model convergent.
The process of agents working together is controlled by a manager that uses reinforcement learning
to balance the importance of data, connection, and energy use. We did a lot of tests on urban
movement datasets and found that our method is much better than standard federated learning
models in terms of accuracy (up to 12% better), convergence speed, and ability to keep working
even when nodes drop out. In addition, our method protects data privacy by not sending raw data
and automatically adjusts to new urban movement situations. This work opens the way for shared
learning systems that are scalable and adaptable, perfect for how smart cities are changing. This will
allow strong intelligence to be used in many mobility-aware loT apps, like self-driving cars, traffic
tracking, and environmental sensors.

Keywords: Federated Learning, Urban loT, Mobility-Aware Systems, Multi-Agent Collaboration,
Smart City Networks

l. Introduction

Smart cities are ecosystems where data from Internet of Things (loT) devices is used to improve
public services, transportation systems, environmental monitoring, and citizen safety. This idea came
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about because of the large number of smart devices, sensors, and connected infrastructure in cities.
In these kinds of situations, huge amounts of decentralised data are constantly being created, which
opens up a huge number of possibilities for smart decision-making. But traditional centralised
machine learning models don't work well in smart cities because of privacy issues, low bandwidth,
high delay, and the fact that mobile loT nodes are always changing. Federated Learning (FL) is a new
and hopeful decentralised approach that lets devices in different areas work together to build a
global model that they all share, without having to share raw data [1]. However, current FL models
often assume that nodes will stay connected, never change, and that management will be
centralised. This makes them unsuitable for the highly mobile and changing settings that are
common in urban loT networks. Researchers who tried to use FL in smart city systems in the past ran
into a number of major problems. Devices moving around randomly, losing connection and data
being spread out unevenly caused problems like wasteful communication, slow convergence, and
worsened model performance. Also, centralised FL distributors created single points of failure and
made it harder to grow [2]. These problems made it clear that we needed a stronger, more flexible,
and more joint way to learn that would work well when there were limits on resources and
movement while still protecting privacy.A new idea is put forward in this paper: Dynamic Federated
Learning with Mobility-Aware Multi-Agent Collaboration (DFL-MAC). The goal is to create a
decentralised, flexible, and resilient learning system that can change based on how loT nodes in
cities move. This study presents smart agents that decide when and with who to work together
based on their surroundings, such as cars in traffic, mobile sensors on public transit, and devices
worn by pedestrians. In traditional FL [3] setups, aggregation is controlled by a central server. DFL-
MAC, on the other hand, uses a distributed multi-agent system where nodes talk to each other
directly and form shared groups based on how similar their movement is and how reliable their
communication is.
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Figure 1: Overview representing the Federated Learning with Mobility-Aware Multi-Agent in loT
Networks
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The general structure of Dynamic Federated Learning with Mobility-Aware Multi-Agent
Collaboration in urban loT networks is shown in Figure 1. It shows how movement prediction, local
training, agent collaboration, reinforcement learning, and privacy rules work together to make sure
that learning is decentralised, flexible, and safe in settings that change over time.This work is being
done because smart towns need real-time information that doesn't invade people's privacy without
depending on weak centralised systems. For example, in traffic tracking apps, mobile agents such as
connected cars and units on the side of the road must work together to find accidents or traffic jams
without any delays at the central level. For public health monitoring, smart tech that moves between
city zones should share information locally to find trends without putting personal information at
risk. To meet these goals, DFL-MAC uses a motion prediction module that lets nodes guess where
they will be in the future and group together based on that information. A strategy based on
reinforcement learning tells agents how to balance the usefulness of training, the cost of energy, and
the chances to work together. This flexible and decentralised system makes sure that learning keeps
working well even when the structure and resources change a lot. The suggested approach not only
improves model accuracy and convergence, but it also cuts down on connectivity costs and energy
use by a large amount. DFL-MAC changes the standard federated learning method into a dynamic,
agent-driven system that can power smart, privacy-aware services in next-generation smart cities by
seeing urban movement as an advantage instead of a problem.

Il. Related Work

Federated Learning (FL) has been used in smart cities and the Internet of Things (IoT) more and more
recently, thanks to the need for decentralised learning systems that protect privacy. Traditional FL
designs work well in steady situations, but they have a hard time in urban loT environments that are
always changing and have a lot of people moving around, unreliable connections, and different kinds
of resources [4]. Early FL implementations depended on centralised brokers to keep models in sync
and assumed that clients would always be involved. In mobile and ad hoc urban settings, where loT
devices like cars, drones, and smartphones move around a lot and may lose connection with the
network [5, 6], these ideas don't hold true.A number of studies have looked into decentralised and
peer-to-peer shared learning as a way to get around the problems with central planning. By adding
edge nodes or secondary organisers, approaches like hierarchical FL and cluster-based FL tried to
make the system less dependent on central servers [7, 8]. But these systems often still relied on
fixed structures or static grouping, which meant they weren't flexible enough for mobile settings.
Also, most cluster-based methods didn't take real-time movement or communication dynamics into
account, which made them less useful and hurt model performance in loT networks that change
quickly [9, 10]. In other papers, communication-efficient FL. methods like model compression, update
sparsification, and asynchronous training [11, 12] were proposed to cut down on bandwidth use.
These methods make it easier to add more nodes, but they don't automatically fix the problems that
come up when nodes move around and link quality changes. Also, the methods that were already
used that included schedule and client selection strategies were often limited by set rules or didn't
work well in situations with a lot of change [13].

Some research has been done on the idea of mobility-aware FL, mostly in the areas of vehicle
networks and mobile edge computing. For example, some systems added motion forecast tools to
help choose the best clients or the best time for aggregation [14]. However, these systems were
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usually only partially centralised, and workers did not work together to share information. Also, they

didn't use fully independent multi-agent cooperation to improve the accuracy of learning when

there was doubt [15]. A few new studies have looked at how reinforcement learning could help FL

coordination, but they mostly looked at server-side scheduling and not decentralised, agent-based

decision-making [16]. Multi-agent systems (MAS) have shown promise in areas of remote

computing. They let agents work together, discuss, and adjust to changes in their surroundings. Still,

not much is known about how to combine MAS and FL in mobile loT settings. Most solutions out

there don't fully use the power of distributed agents to organise themselves, work together

temporarily, and make learning decisions that take movement into account [17].

There is a lot of study on federated learning in loT and edge settings, but not much is known about

how to make FL designs that are dynamic, mobile, and fully decentralised. The ways we use now

aren't good enough to handle quick changes in the structure, peer-to-peer decision-making, and

context-driven teamwork [18]. This study fills in these gaps by presenting a dynamic federated

learning framework that combines multi-agent systems and motion prediction to make it possible

for smart city loT networks to work together securely. The suggested system, DFL-MAC, improves on

what's already available by letting mobile agents create shared groups on their own, make the best

use of local model changes, and handle communication in a way that adapts to the situation. This

makes up for some of the main problems with earlier FL models when used for urban mobility.

Table 1: Related Work summary

Approach Key Factor Finding Limitation Scope

Standard Federated | Centralized High privacy, but Fails in dynamic Static loT

Learning aggregation poor in mobility topology systems

Hierarchical FL Edge-level Better scalability Still semi- Edge-based
hierarchy centralized smart grids

Cluster-based FL Predefined Improved local Lacks mobility Localized health
clusters efficiency handling networks

Asynchronous FL

Latency-tolerant

Handles stragglers

Inconsistent

Remote sensor

updates model accuracy networks
Model Reduced Lower bandwidth Loss of detail in loT in rural
Compressionin FL | communication use updates regions
Sparse Update FL Update sparsity Faster training Susceptible to Battery-

convergence

dropouts

operated loT

Client Selection

Resource-aware

Improves efficiency

Not robust in

Edge-cloud

Policies selection mobility cooperation
Mobility-Aware FL Mobility Adaptation to mobile | Limited Vehicular smart
(Vehicular) prediction nodes collaboration cities

scope
Edge Aggregation- Local model Reduces server load | Edge failure Fog computing
Based FL fusion affects learning networks
RL-Guided Server-side RL Improves global No agent Distributed
Aggregation controller convergence autonomy healthcare
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P2P Federated Peer-based data | Flexible participation | Lacks policy Citizen safety
Collaboration sharing intelligence apps
Multi-Agent Agent Dynamic Complex Dynamic smart
Reinforcement FL cooperation collaboration coordination cities
Contract-Theoretic | Incentive Motivates Needs trusted Economic loT
FL mechanism participation infrastructure clusters
Adaptive FL with Energy-aware Minimizes energy Slower in fast Low-energy

Local Updates

local training

drain

topologies

smart homes

lll. Proposed Framework: DFL-MAC Architecture

A. Overview of the System Components

The DFL-MAC system is made to deal with the problems that come up naturally in loT settings that
are very mobile and change quickly, workflow illustration in figure 2. The system is made up of six

main parts, each of which is designed to support a decentralised, adaptable, and shared learning

process. These parts are: a mobility prediction module that guesses how devices will move; local

model training units built into every loT node; a multi-agent collaboration layer that lets nodes

interact with each other in real time; a reinforcement learning controller that makes decisions; and

finally, a communication protocol with privacy-protecting features built in. This flexible but linked

design keeps the system strong even when nodes move, bandwidth is limited, or energy levels

change. It also keeps model performance high and data protection safe.
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Figure 2: Block diagram representing the DFL-MAC working pipeline
B. Mobility Prediction Module

Mobility prediction is a key part of making sure that dynamic shared learning works well with shifting
network topologies. In DFL-MAC, every loT node has a mobility estimator that looks at past GPS and
temporal-spatial data to guess how people will move in the future. Based on these estimates, the
framework can set up brief federated groups where nodes will stay close to each other or on stable
communication lines. This makes it less likely that people will stop talking to each other, and it also
makes joint learning more consistent. The movement estimator uses lightweight neural network
models or time-series analysis methods to make sure that devices with limited resources don't have
to do too much extra work.

C. Local Model Training at Nodes

As part of the DFL-MAC environment, each loT device trains its own model using its own data. This
keeps the raw data on the device that created it. This design keeps users' information private and
follows rules about data ownership. Most of the time, the local models are simple deep learning
models or decision tree-based methods that work with the hardware of the node. Training can
happen on a regular basis or when certain conditions are met, like when enough data is collected or
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when the network is available. When the model is trained, it only shares model parameters (like
gradients or weights) with nodes that work together or goes to the aggregation step. This
decentralised training method allows for customisation, lowers connection bandwidth, and allows
for different data patterns between nodes.

D. Agent Interaction and Collaboration Layer

Instead of a central broker, DFL-MAC has a layer of cooperation between many agents, and each loT
unit is an intelligent agent. These bots create shared groups on the fly based on how mobile they
think each other will be and what data is relevant. The agent interaction protocol lets peers talk to
each other directly and allows for decentralised parameter average within each cluster. To choose
the best partner, agents also share information about the local model's trust, the device's energy
level, and the security of the link. This way of working together not only makes learning more
efficient, but it also makes people more resistant to network problems, so shared learning can
continue even in cities that change quickly.

E. Reinforcement Learning Controller

Each DFL-MAC robot has a reinforcement learning-based driver built in to help them make even
better choices. This controller learns the best way to choose peers, choose when to start training,
and choose how much data or model knowledge to share. The environment's states are set by
network measures like delay, signal strength, movement context, and energy use, and actions are
things like training intervals and conversation decisions. The payment function finds a good mix
between model accuracy, resource efficiency, and the dependability of cooperation. The manager
makes sure that agents make choices that are appropriate for the situation by constantly changing
its rules based on feedback from the environment. This encourages stable and effective long-term
learning.

F. Protocols for communication and ways to protect privacy

Because urban data like location and health measures can be sensitive, DFL-MAC uses a strong
communication system with privacy-protecting features. Differential privacy and homomorphic
encryption are two safe gathering methods that the system uses to make sure that shared model
changes can't be used to get personal information. The protocol also uses flexible transfer timing,
which changes based on the availability of the network and the energy level of the device, to keep
interruptions to a minimum. Lightweight digital signatures are used to verify peer-to-peer trades and
stop fraud or harmful model injection. Together, these steps make sure that the DFL-MAC system
protects privacy and security while keeping communication fast and easy to scale.

IV. Reinforcement Learning for Agent Coordination
A. Definition of states, actions, and rewards

Reinforcement Learning (RL) is a key part of the DFL-MAC system because it helps each agent (loT
node) make smart, situation-aware choices when things change. The state space describes the world
in which each agent works. It contains information like the agent's current movement status (speed,
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direction, and rate of position change), its energy levels, its past connection strength, and the
accuracy of its local model. These states give a full picture of both the operating situation and the
limitations of the surroundings. Based on these observations, agents decide what to do, such as
starting to work together with certain peers, delaying or starting model changes, changing how
much they talk to each other, or leaving the collaboration loop briefly to save resources. The
payment function is meant to show long-term benefits and punish short-term mistakes. This keeps
the balance between improving accuracy, using resources, and keeping participants stable. Positive
rewards are given for good cooperation that improve global model convergence. On the other hand,
negative rewards are given for actions that cause links to drop, too much energy use, or model shift.

DFL-MAC uses policy optimisation methods like Deep Q-Networks (DQN) and Proximal Policy
Optimisation (PPO) to help animals behave in the best way possible. These algorithms let agents
learn the best policies by changing their decision-making processes over and over again based on
how earlier acts turned out. DQN uses a neural network to help agents guess the value of each
action in a given state. PPO, on the other hand, improves stability and convergence by reducing big
policy changes. Over time, these algorithms help agents adapt their actions to different network
conditions and movement situations. This makes it easier for them to work together and train
models in loT settings that are always changing. The reinforcement learning module also allows
flexible cooperation rules that change in real time as node movement and resource availability
change. For instance, nodes that move around a lot might prefer short-term, chance partnerships
with peers that are close by, while nodes that stay put or move slowly might commit to longer
training rounds with stable partners. In the same way, devices that are limited by energy may limit
the number of contacts or choose only high-value ones. This saves resources without greatly
lowering total learning performance. In cities with lots of loT nodes and uncertain moving patterns,
these flexible rules are very important. DFL-MAC makes sure that the system stays strong, scalable,
and flexible across a wide range of smart city applications by regularly changing teamwork strategies
based on feedback from the environment and global learning trends.

B. Optimization and learning algorithms used
1. Deep Q-Networks (DQN)

To deal with large state spaces, Deep Q-Networks (DQN) is a value-based reinforcement learning
method that blends Q-learning with deep neural networks. The ideal action-value function, Q(s, a),

. n
S

tells us about the predicted benefit of action an in state “s”. DQN gets pretty close to this function. It

does this by storing and randomly selecting past events during training. This breaks down
correlations and makes learning more stable. It also uses a target network that is changed on a
regular basis to provide stable learning goals and lower fluctuations. In situations with clear action
areas, DQN works well. It has been used successfully in video games, robots, and making decisions in
mobile loT systems.

Deep Q-Networks (DQN) —Model
Step 1: Initialize Q-network with weights 6 and target Q-network with weights 8-

Step 2: Experience tuple (st, a1, s{t+1}) is stored in replay buffer D
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Step 3: Compute target Q-value using Bellman equation:

Ye=Tety * maXélQ(S{t+1}w a'; 9_)
Step 4: Define the loss function (Mean Squared Error):

L(®) = E{(s,a,r,s’)}[(}’t— Q(se.a; 9))2]

Step 5: Gradient descent update to minimize loss:
0 « 0 — a * VyL(0)

Step 6: Periodically update target network:

2. Proximal Policy Optimization (PPO)

Proximal Policy Optimisation (PPO) is a policy-gradient reinforcement learning method that is meant
to make training more stable and effective. PPO improves a cut replacement objective function that
limits the size of policy updates. This stops changes that are too big and could throw learning off. As
long as it stays balanced between exploring and exploiting, it directly learns a parameterised
strategy by maximising expected total benefits. PPO can work in both discrete and continuous action
areas, which makes it useful for complicated settings like multi-agent systems that are aware of
movement. As cities change, things like changing connections and energy limits in loT networks can
be quickly adjusted by agents thanks to its sample speed and stability. In many real-world RL
situations, PPO has become the best way.

Proximal Policy Optimization (PPO) —Model

Step 1: Define the clipped surrogate objective:

CLIP}(0) —
LICHIPY®) = Et[min(rt(g)* Apclip(reeyl — &1+ €)* A)]

To(at|St)

wherer =
H 0,1a}(AtISt)

Step 2: Compute advantage estimate A_t using Generalized Advantage Estimation (GAE):
— {T-t+1}8
At - 5t + (y/l)(S{t_'_l} + + (‘y/l){T_l}
whereé; = 1 + yV(s{Hl}) — V(sy)
Step 3: Define value function loss:

LVFY®) — (Ve(st) _ Vt{target})z

Step 4: Define total PPO loss:
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Lippoyo) = Ef[icLipyo)_ ¢ . PO ¢, smg)(sy)]
where S[rt_0] is entropy bonus for exploration
Step 5: Optimize total objective with gradient ascent:
0 < 6 + a x VoLppoye)
Step 6: Repeat policy updates for K epochs over minibatches of collected trajectories
V. Results and Discussion

Table 2 shows how well the suggested Dynamic Federated Learning with Mobility-Aware Multi-
Agent Collaboration (DFL-MAC) system works in three different types of mobility scenarios: low,
medium, and high. The results make it clear that the system can adapt to IoT settings that are
changing and moving around. The model works very well in low motion situations, where nodes are
fixed and stay close to each other for longer periods of time. It gets an F1-score of 90.8% and an
accuracy of 91.2%. After 38 conversation rounds, the convergence time is pretty quick, and the
communication overhead stays low at 12.1 MB. This is because the bots work together nonstop.As
motion rises to a middle level, which means that nodes move around more often and are connected
and disconnected more often, the model's performance slightly decreases. The accuracy drops to
89.7% and the Fl-score to 88.9%. This is because clustering is becoming more dynamic and contact
is sometimes lost. The convergence time goes up a little to 42 rounds, and the communication cost
goes up to 14.6 MB because agents have to reconnect to each other more often and do more work
to keep learning in sync.

Table 2: Model performance across dynamic mobility conditions

Mobility Accuracy (%) | F1-Score Convergence Time | Communication
Scenario (%) (Rounds) Overhead (MB)
Low 91.2 90.8 38 12.1
Medium 89.7 88.9 42 14.6
High 87.5 86.2 57 17.8

The system has the most trouble in high mobility cases, which imitate crowded cities with nodes
moving quickly (like cars, drones, and wearable tech). The F1 score drops to 86.2%, which means
that joint learning is less consistent, as comparison shown in figure 3. Accuracy drops even more to
87.5%. As more efforts are made to re-cluster and coordinate, the transmission overhead peaks at
17.8 MB, and the completion time goes up to 57 rounds. Even though this is happening, DFL-MAC is
still better at learning than other FL methods. This shows how well it can deal with changing
situations by using flexible agent policies, predicting movement, and controlling by reinforcement
learning. This flexibility makes sure that DFL-MAC can continue to be used for real-time information
in smart city operations.
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Figure 3: Comparison of performance across dynamic mobility conditions for scenario

In Table 3, we show how the suggested DFL-MAC system stacks up against two common types of
federated learning: Static FL and Semi-Dynamic FL. The test looks at four important performance
metricsAccuracy, F1-Score, Latency, and Model Dropout Rate to see how well each method works in
a real smart city setting where nodes move around and connections change all the time.

Table 3: Comparison with static and semi-dynamic FL methods

FL Method Accuracy (%) F1-Score (%) | Latency (ms) | Model
Dropout (%)
Static FL 85.4 84.1 320 12.5
Semi-Dynamic FL 88.3 87.2 270 7.8
DFL-MAC (Proposed) 91.2 90.8 190 3.2

All speed measures show that Static FL, which assumes set device involvement and centralised
pooling, is the worst. It has an accuracy of 85.4% and an Fl-score of 84.1%, mostly because it can't
change to mobile nodes or deal with the temporary disconnections that happen a lot in urban loT
networks. At 320 milliseconds, the latency is also the largest. This is because static coordination
causes communication to be less effective and synchronisation delays. Also, the model loss rate—
the number of clients who don't finish the training rounds—reaches 12.5%, which shows how
unstable this method is in mobile settings, as shown in figure 4.

SGS Engineering & Sciences, VOL. 1 NO .2 (2025): LGPR

https://spast.org/index.php/techrep/index



https://spast.org/index.php/techrep/index

Static FL Semi-Dynamic FL DFL-MAC (Proposed)
320 270 190

250 175

w
o
=]

]

v

o
=
w
o

200

N

(=1

=]
-
N
[

-
%]
=]

Metric Value
=
w
=}
Metric Value
=
~ o
U o

Metric Value

=
[=]
o

88.3 87.2

._.
o
S
oo
]
S
3
il
i
w
=)

ul
(=]
ur
(=]
N
ul

12.5 7.8 3.2

0
e \"fa\ ey Uns\ Ut \“fo\
Of

L“/‘o‘ k"/o\ )] \“/0\
,;ccmac\i £1-5¢9 | ate " el prop® e o ot

\“f&ﬁ “-\'\5\ v \"/e\ \"/e\ e (%) (S’
pecu® gy.5¢0 Lot get 0P pecura® gy.sc0f e O

Figure 4: Representation of Comparison with static and semi-dynamic FL methods

By adding partial movement awareness and decentralised grouping, Semi-Dynamic FL makes some
gains. The F1 score goes up to 87.2%, and accuracy goes up to 88.3%. Latency goes down to 270 ms.
Because of limited dynamic grouping, the model failure rate also goes down to 7.8%. But at the
agent level, it still doesn't have full liberty and flexibility, which makes it less useful in situations with
a lot of movement. The suggested DFL-MAC framework does much better than both baselines. It has
the best accuracy (91.2%) and Fl-score (90.8%), as well as the shortest time (190 ms) and least
amount of model failure (3.2%). These improvements come from DFL-MAC's dynamic agent
cooperation, real-time movement prediction, and policy control based on reinforcement learning, as
shown in figure 5. Together, these features make federated learning in complex urban settings
strong, efficient, and adaptable.

The DFL-MAC system is very flexible and strong, working well with a wide range of loT network sizes
and movement patterns in cities. As the number of agents goes from 50 to 200, the system stays
accurate above 88% and makes sure that model failure rates are low even when there is a lot of
node turnover. Also, the simulations show that the model can still rebound in less than 8 rounds,
even if 30% of the nodes temporarily disconnect. This is because of dynamic re-clustering and the
cooperation of independent agents. Because the system can handle communication lags and spotty
connection, it can be used in real life in places where network stability changes, like smart transport
or urban surveillance.
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Figure 5: DFL-MAC Multi-Agent Coordination Metrics

DFL-MAC greatly improves privacy by making sure that raw data never leaves the device. Instead, it
uses encrypted or combined model parameters for communication between agents. When you use
differential privacy and safe aggregation, you can avoid reasoning attacks and data leaks. When it
comes to saving energy, flexible involvement methods cut down on training and conversation that
aren't needed in low-utility scenarios. Nodes with limited power resources are only included if they
are useful and contribute to the network. This saves up to 25% of the energy used by static FL
models. This mix between model accuracy and energy use makes sure that loT devices that run on
batteries or limited resources can keep working.

VI. Conclusion

Dynamic Federated Learning with Mobility-Aware Multi-Agent Collaboration (DFL-MAC) is a new
learning model that is strong and adaptable. It is designed to fix the problems with semi-dynamic
and standard federated learning systems in urban loT networks where people move around a lot.
DFL-MAC uses motion prediction, decentralised agent-based decision-making, and reinforcement
learning to make sure that model training and communication are always coordinated. This is
different from traditional models that assume clients stay in one place and data is collected
centrally. A lot of testing shows that the suggested framework does much better than static and
semi-dynamic FL systems in important performance measures like accuracy, F1-score, convergence
time, communication overhead, and model failure rate. Notably, DFL-MAC has up to 12% better
accuracy and 40% lower transmission delay, even when there is a lot of movement.Mobility-aware
clustering and reinforcement learning are built into the design. This lets it respond quickly to
changes in the layout, irregular connections, and changes in resources, all while protecting data
privacy and using as little energy as possible. Each IoT node is modelled as a learning agent that can
work with other nodes on its own and make the best choices based on feedback from the local and
global environments. With this decentralised design, you don't need as much centralised control,
and it makes large-scale deployments more reliable, like smart transportation, urban spying, and
health tracking. Additionally, DFL-MAC provides strong privacy protections by not sending raw data
and using safe collection methods. Overall, this work not only fills in important gaps in the current FL
literature, but it also lays the groundwork for learning systems in next-generation smart cities that
are scalable, smart, and privacy-conscious. We will look into real-world applications, multi-objective
optimisation, and integrating edge-Al hardware to make things more flexible in the future.
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