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Abstract

Background: The increasing prevalence, complications, and mortality associated with diabetes worldwide create an urgent need for
innovative approaches to chronic disease management. In response, the Internet of Things (IoT) has been increasingly integrated
into healthcare systems to enhance monitoring, early detection, and timely intervention for diabetes-related complications. These
IoT-enabled interventions use interconnected devices such as continuous glucose monitors, wearable sensors, and mobile health
applications to collect real-time patient data, facilitate remote monitoring, and support personalized treatment plans. This systematic
review critically evaluates the effectiveness of such loT-based solutions in improving the quality of life and management of diabetes.
Methods: A comprehensive search of Web of Science, CINAHL, Scopus, PubMed, Embase, and Medline was conducted. Data
were extracted on intervention design, IoT components, outcomes, and theoretical foundations.

Results: The search results included 2,436 articles, from which 17 randomized controlled trials that were published between 2010 and
2024. Among the included studies, 82.4% employed true randomization, while 5.9% reported blinding of outcome assessors. Mobile
applications were the most frequently used IoT tools, often integrated with Bluetooth-enabled glucometers, pedometers, or web-based
platforms. Significant improvements in hemoglobin Alc were observed in most interventions, particularly those with personalized feed-
back, real-time data transmission, and healthcare provider involvement. A few studies also reported improvements in self-care, diet adher-
ence, and distress reduction. However, theoretical underpinnings, standardization, and long-term outcome reporting were largely absent.
Conclusion: The ToT technologies offer promising support for glycemic control and complication management in diabetes care.
Interventions that combine education, behavioral support, and bidirectional feedback demonstrate the greatest impact. Future research
should focus on standardized, theory-driven designs and long-term evaluations to optimize patient outcomes and ensure equitable access.

Plain Language Summary

This study reviewed 17 research papers published between 2010 and 2024 that tested how smart devices like mobile apps,
Bluetooth glucometers, and telehealth platforms can help people with diabetes detect and manage health complications. Most of
these tools helped lower blood sugar levels, especially those that gave personalized messages and connected patients with health-
care professionals. Tools that used real-time feedback, such as those linked with wearable sensors and monitoring systems, helped
patients stay engaged with their treatment and make healthier lifestyle choices. While these technologies show great promise,
future research should ensure they are easier to use, grounded in behavior-change science, and accessible to people everywhere.
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iabetes mellitus (DM) is a chronic condition,
D and continuous monitoring is the key to effective

management.! It impacts multiple physiological
systems that can lead to serious complications such as
morbidity and healthcare costs, along with increased risk
of mortality.>* Common complications include cardio-
vascular disease, kidney disease, retinopathy, neuropathy,
and depression. The World Health Organization (WHO)
categorizes these complications into microvascular and
macrovascular disorders.* Microvascular complications
are often manifested by markers such as proteinuria,
elevated serum creatinine, body weight changes, fasting
blood glucose (FBG) levels, and blood pressure. Factors
such as age, duration of diabetes, coexisting health con-
ditions, and poor glycemic control also significantly
influence the development and progression of these
complications.*>¢

Furthermore, in 2021, diabetes was the direct cause of
1.6 million deaths, and 47% of all deaths due to diabetes
occurred before the age of 70 years.” The International
Diabetes Foundation estimates that 589 million adults
worldwide are living with diabetes, and this is projected to
increase to 853 million by 2050.%

The introduction of Internet of Things (IoT) technol-
ogy has transformed various industries globally, includ-
ing the healthcare sector. Patients with DM will benefit
greatly from the rapidly evolving technological growth of
10T’ The IoT comprises the integration of different kinds
of physical findings, types of equipment, and sensors via
the Internet to enable them to communicate with each
other and share data.'’

Today, 10T technologies are used in the healthcare sec-
tor to improve patient care and outcomes, offering new
opportunities for remote monitoring, personalized treat-
ment plans, and efficient healthcare delivery.!! The ability
of IoT mobile applications to facilitate real-time data col-
lection, remote monitoring, and personalized feedback
makes them suitable for managing disease conditions like
diabetes."?

Mobile applications that provide solutions to several
challenges faced by patients with diabetes include Io
T-enabled glucometers and continuous glucose monitors
that provide real-time tracking of blood glucose levels
and can alert patients and healthcare providers to abnor-
mal readings. Medication management apps remind
patients to take their medications as well as track adher-
ence. Fitness trackers and dietary monitoring apps help
patients maintain a healthy lifestyle by providing per-
sonalized recommendations and feedback.”* Wearable
IoT devices, like glucose monitoring systems and insu-
lin pumps, offer the potential to improve patient care,
prevent disease progression, and reduce costs—ulti-
mately improving life quality for patients. These devices
are becoming more sophisticated at collecting and
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analyzing data in real time. Technical challenges and sig-
nificant barriers faced with the use of IoT technologies
include interoperability between devices, data security
and privacy concerns, and the need for reliable wireless
connectivity.!4

In this study, the authors systematically review the
use of IoT technologies for the management of diabe-
tes and its associated complications. The objectives are
(1) identify and categorize the various IoT devices and
technologies currently used in diabetes complication
management; (2) analyze the design features and com-
ponents of these [oT tools; (3) evaluate their impact on
key health indicators such as weight, body mass index
(BMI), blood glucose concentrations, waist circumfer-
ence, and cholesterol; and (4) assess the overall effective-
ness of IoT technologies in managing diabetes-related
complications.

Methods

This study used the Preferred Reporting Items for
Systematic Study and Meta-Analysis (PRISMA) pro-
tocol to examine how IoT affects early diagnosis and
management of complications from 2010 to 2024.7
Protocol number 628975 was registered with the
International Prospective Register of Systematic Reviews
(aka: PROSPERO). Key data from each study included
authors’ names, publication details, country, objectives,
methodology, outcomes, and conclusions, summarized
narratively. The 10T effects studies published in English
in peer-reviewed journals were included, with comprehen-
sive searches using Web of Science, CINAHL, Scopus,
PubMed, Embase, Medline, and reference scanning for
additional source (Figure 1).

The study examines how IoT affects diabetes control.
Models, devices, hemoglobin Alc (HbAlc), BMI, weight,
blood pressure, FBG, diabetes mellitus, complications,
and people living with diabetes are search phrases. Mesh
terms include early detection, monitoring, treatment, and
complications.

The search was confined to health indicators, language
(English), publication type, and dates from 2010 to 2024
(Table 1).

Results

Characteristics of Included Studies

A total of 17 studies were analyzed. Of these, 14
(82.4%) employed true randomization for group alloca-
tion.!618202232 However, only one study (5.9%) clearly
reported blinding of outcome assessors,'® and four (23.5%)
were unclear regarding the blinding status of those deliver-
ing the interventions.'$?22"3° The majority of interventions
(n = 14) focused on mobile applications, web-based pro-
grams, and telehealth services!® 182022242632 These included
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Fig. 1. PRISMA flow diagram showing the study selection process. PRISMA: Preferred Reporting Items for Systematic Study

and Meta-Analysis.

educational text messages, glucose-tracking applications,
and telemonitoring devices. Several studies also used
cloud-based platforms and text-messaging systems. -3

The HbAlc, a widely accepted marker of glycemic
control, was the primary outcome across all 17 stud-
ies.'®32 In terms of delivery modality, 14 interventions
were app based,!¢18:20.22-242632 while others incorporated
web, cloud, or telemonitoring systems.!”?*¥ Seven
studies had a 6-month duration,'®'®?? four lasted 12
months,??¢ and the remaining varied between 1 and
11 months.?* As summarized in the Appendix, IoT
interventions comprised mobile apps, web-based plat-
forms, and integrated health systems. These were
delivered through a combination of educational mate-
rials, Bluetooth-enabled glucose tracking devices,
telemonitoring equipment, and comprehensive health
platforms. 16,18-20,22-24,28-30

The frequency of intervention delivery ranged from
daily (e.g. Dulce Digital,'® DiaNote®), to weekly'>?” or
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multiple times per week.!3%22 Most studies featured a two-
arm design; however, three studies employed two exper-
imental arms.'®?*?® Only one study explicitly reported
grounding its intervention in theoretical models namely,
the Knowledge-Attitude-Practice (KAP) model and the
Health Belief Model.”

loT Technologies Employed

The dominant [oT technologies used in the reviewed stud-
ies included mobile applications, web-based platforms,
and connected healthcare systems.!*3? These tools were
employed to deliver educational content, track blood glu-
cose, facilitate remote monitoring, and support integrated
care. Interventions such as Dulce Digital'® and DiaNote,
which utilized text messaging and app-based interfaces,
showed significant reductions in HbAlc. Studies incor-
porating Bluetooth-enabled devices®® and telemonitor-
ing systems® demonstrated improved glycemic control
and enhanced patient engagement, contributing to better
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Table 1. Search criteria were confined to health indicators, language (English), publication type, and dates from 2010 to 2024.

Criteria Defined

Inclusion Peer-reviewed articles providing empirical data on loT’s impact on early detection and management of diabetes complications, spe-
cifically randomized controlled trials published in English.

Exclusion Systematic reviews, narrative reviews, case reports, letters to the editor,and non-English publications.

Data Title and abstract screenings of relevant papers were conducted according to the established criteria, focusing on the effects of loT
on diabetes.

Quality Quality assessments were performed using the Bl appraisal tool to evaluate methodological quality and potential bias. Thirteen
questions were featured in the checklist and covered areas such as true randomization, allocation concealment, blinding, out-
come assessment, outcome reliability, statistical analysis, and trial design. Each question could be answered with ‘Yes’,'No’, or ‘Not
Applicable’. Disagreements were resolved through discussions between the reviewers.

Data

A Microsoft Excel data extraction worksheet was developed. Key headings were author, publishing source, year, study design, sample
size, and findings. The lead reviewer retrieved and quality-checked data, and the secondary reviewer cross-verified it. Results were

provided narratively and in a table.

loT, Internet of Things; JBl, Joanna Briggs Institute.

adherence to treatment regimens. Interventions that com-
bined educational content with behavior modification
strategies further led to improvements in diet, physical
activity, and medication adherence.?

QOutcomes of the Included Studies

The HbAlc was the primary outcome measure in all
studies, assessed using various validated techniques.'¢3?
In nearly all studies, intervention groups showed greater
reductions in HbAlc levels compared to control groups.
Additional outcomes included changes in lipid profiles
and BMI, as observed in several studies.'®!®2* A limited
number of’ studies also assessed clinical complications
such as severe hypoglycemia and diabetic ketoacidosis.!”?
Several studies incorporated patient-reported outcomes,
including diabetes-related distress,” dietary adherence,*
and self-management abilities.”’

Effects of loT Technologies on Diabetes Complications

The findings indicate that mobile apps, text messaging
systems, and web-based platforms can effectively lower
HbAIlc levels.'®32 Notably, interventions with person-
alized feedback and physician involvement, such as
those described by'®? yielded greater clinical benefits.
Bluetooth-enabled devices®® and telemonitoring tools”
contributed to improved glycemic control and greater
adherence to treatment plans. Furthermore, combining
educational interventions with behavior change strategies
significantly enhanced adherence to diet, physical activity,
and medication.?

Figure 2 summarizes the reductionsin HbAlc achieved
across various digital interventions. The most notable
reduction (1.80%) was reported in a study involving
adolescents using glucose tracking applications.!” Other
significant reductions included 0.65%! and 0.52%.%
Some studies noted improvements but did not provide
specific numerical values.'$? These are marked as ‘NR’
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(not reported) in the figure. Collectively, the graph high-
lights the diverse efficacy of IoT-enabled interventions
in improving glycemic control among patients with
diabetes.

Discussion

This systematic review correlated evidence on the use of
IoT-enabled interventions in diabetes care, with a focus
on early detection and management of complications.
To our knowledge, this is the first comprehensive review
dedicated to examining the effectiveness of IoT technol-
ogies in managing diabetes-related complications. The
findings contribute important insights that can inform
the design and implementation of more responsive,
patient-centered IoT interventions for people living with
diabetes.

The majority of interventions included in this review
were built on mobile health applications such as DiaNote,
iCareD, and Healthynote, which support education,
behavioral prompts, and remote data tracking via smart-
phones and tablets.?*2%27 Many of these apps incorporated
features such as blood glucose monitoring, dietary log-
ging, and automated notifications that were often paired
with Bluetooth-enabled glucometers, pedometers, and
digital scales for continuous biometric monitoring.'6*
Web-based platforms and home telehealth systems also
played a key role in enabling healthcare providers to mon-
itor patients remotely, offer personalized feedback, and
adjust treatment plans accordingly.®* One systematic
review revealed that telehealth interventions have a posi-
tive impact on self-management among diabetic patients.*!
Similarly, there are studies that support the effectiveness
of mHealth interventions in enhancing remote monitor-
ing for patients.?*

The design of these technologies emphasized real-time
data exchange and user-centered education. Interventions
like Dulce Digital and DiaNote demonstrated how
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Summary of HbA1lc Reduction Across Interventions

Addie et al, 2017 0.90
Shahid et al, 2015 - NR
Fenget al, 2023 | 0.69
Hussain et al, 2024 * 1.80
Lee et al, 2023 0.26
Dunkel et al, 2024 0.52
Park & Park, 2024 - NR
Eghtedari et al, 2023 - NR
Saetang e al, 2024 | 0.65
Yoo et al, 2020 - NR
Greenwood et al, 2015 * NR
01.00 6.25 0‘.50 0:75 1‘.00 1..25 1A.50 1.%5

HbA1c Reduction (%)

Fig. 2. Summary of HbAlc. HbAlc: hemoglobin Alc, NR: not reported.

structured educational messages and behavior-modifi-
cation reminders could improve glycemic outcomes.'®2
In some cases, multimedia content such as instructional
videos and infographics was used to enhance health liter-
acy and engagement.”’ A recurring theme across the most
effective interventions was the inclusion of personalized
feedback and active healthcare provider involvement. For
instance, bidirectional communication between patients
and healthcare teams, as observed in iCareD, was asso-
ciated with greater adherence and more favorable clinical
outcomes.”

Most studies demonstrated significant reductions in
HbA Ic, reaffirming the utility of IoT technologies in gly-
cemic control. Notable examples include a 0.69% HbAlc
reduction through a WeChat-based intervention in China?
and a 1.8% reduction in Pakistani adolescents using an
Urdu-language glucose tracking app.!” Additionally, inte-
grating telemonitoring with automated feedback loops
significantly improved glycemic outcomes.” While there
was some evidence of minor improvements in BMI and
weight loss,”® these effects were not uniformly significant
across all populations or time points." Still, many inter-
ventions enhanced dietary adherence, physical activity,
and self-efficacy, reinforcing the behavioral potential
of IoT applications in diabetes management.”>¥ It is
reported that although the IoT-based approach signifi-
cantly promoted patients’ behavioral changes in exercise
and diet, HbAlc levels were not reduced long term, as
some patients in the intervention group did not use IoT
despite adequate guidance.?

Importantly, several interventions supported the early
detection and management of complications. Devices
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such as smart glucometers and pedometers encouraged
active self-monitoring, helping patients identify trends
in blood glucose and physical activity. Education-based
platforms helped reduce diabetes distress and improve
psychological outcomes.”’” However, effectiveness varied
across demographic subgroups and was often influenced
by digital literacy, age, disease severity, and the complex-
ity of the technological interface. In addition, one study
also corroborated the findings of this study, as it showed
that mHealth interventions significantly improve psycho-
educational support among patients.*

Limitations
Despite the promise of these technologies, several lim-
itations emerged. A significant proportion of studies
did not ground their interventions in established behav-
ioral theories, limiting understanding of the mechanisms
behind their effectiveness and reducing the replicability of
results. Only one study explicitly applied models like the
Knowledge-Attitude-Practice framework and the Health
Belief Model,? highlighting a broader need for theoret-
ically informed digital health design. Additionally, the
short duration of many interventions and small sample
sizes restricted the ability to assess long-term impacts
and generalize findings across populations.’’” There were
also inconsistencies in outcomes: some trials employing
advanced technologies failed to demonstrate significant
changes in HbAlc,2"* which raises questions about user
engagement, intervention fidelity, and implementation
barriers.

Further, heterogeneity in intervention compo-
nents, such as the frequency of messaging, degree of
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healthcare provider involvement, and app features,
makes cross-study comparisons difficult. Most stud-
ies did not systematically report engagement rates,
user satisfaction, or adverse events, omitting key met-
rics for evaluating feasibility, acceptability, and safety.
Moreover, while clinical markers like HbAlc were
prioritized, few studies assessed psychosocial or eco-
nomic outcomes such as quality of life, mental health,
or cost-effectiveness, which are critical dimensions for
holistic diabetes care.

Conclusion

In summary, IoT technologies hold transformative
potential for diabetes management by enabling contin-
uous monitoring, real-time feedback, and personalized
care pathways. Tools such as smart glucometers, fit-
ness wearables, and mobile apps have shown consistent
benefits in glycemic control and in promoting healthier
behaviors. However, issues such as lack of standardiza-
tion, limited theoretical grounding, digital access dis-
parities, and underreporting of engagement outcomes
remain pressing challenges. To fully harness the poten-
tial of IoT in diabetes care, coordinated efforts involv-
ing healthcare providers, developers, researchers, and
policymakers are essential. Emphasis should be placed
on developing robust, theory-based interventions, estab-
lishing standard protocols for implementation, and
evaluating both clinical and psychosocial outcomes over
longer periods. With strategic investment and inclusive
design, IoT-enabled care can substantially improve the
quality of life for millions of individuals living with dia-
betes, particularly in low-resource and digitally under-
served settings.
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