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Abstract

Background: Digital health interventions (DHIs) are increasingly integrated into healthcare systems and widely
adopted by healthcare providers (HPs). The lack of consistent evaluation standards makes it difficult to identify
high-quality DHIs. Here, the authors present an overview of the criteria used to assess DHIs, focusing on HPs.
Methods: A scoping review was conducted following the methodological framework proposed by Arksey and
O’Malley and adheres to the PRISMA-ScR (Preferred Reporting Items for Systematic Reviews and Meta-
Analyses extension for Scoping Reviews) guidelines. Searches were conducted in PubMed, Web of Science,
Scopus, and Cochrane Library for English-language studies published between February 2019 and February
2024 that evaluated DHIs focusing on HPs.

Results: Of 1,774 articles reviewed, 15 met the eligibility criteria. Analysis revealed multiple approaches to
assess DHIs, with no single consensus. Drawing on insights from 15 selected studies, we derived a unified,
holistic framework to assess DHIs focusing on HPs, encompassing 29 criteria grouped into 10 key areas: data
governance, usability, information management, health impact, patient-centered care, technical aspects, global
context, functionality, sustainability, and design.

Conclusion: The framework offers a structured and comprehensive basis for assessing DHIs with a focus on
HPs, supporting the optimization and sustainability of such interventions. Future studies could further explore
and refine the framework across diverse contexts to strengthen its applicability.

Plain Language Summary

Many frameworks exist to assess digital health interventions (DHIs), but few are specifically designed for
healthcare providers (HPs). The authors conducted a scoping review to identify and summarize the criteria
used to assess DHIs focusing on HPs. Drawing on 15 studies, a comprehensive assessment framework was
derived, grouping 29 criteria into 10 key areas, including usability, technical aspects, data governance, health
impact, and patient-centered care. This framework offers a structured and practical approach to help HPs
adopt effective DHIs and supports policymakers in promoting evidence-based, sustainable digital solutions
that improve healthcare delivery and patient outcomes.
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eHealth as the safe and cost-effective integration of
information and communication tools into health
practices for the purposes of surveillance, education,

The World Health Organization (WHO) defines

Telehealth and Medicine Today © 2025, 10: 629

capacity building, and research.! Building on this, the
WHO defines digital health interventions (DHIs) as dis-
crete functionalities of digital technologies that are applied
to achieve specific health objectives.? These include tools
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such as mobile health applications, telemedicine services,
decision-support systems, and digital platforms, which are
designed to improve communication, healthcare delivery,
health system management, and patient outcomes.?

Depending on the primary target user, WHO classifies
them into four intervention groups: clients, healthcare pro-
viders (HPs), health system or resource managers, and data
services.” DHIs should address gaps in the utilization and
accessibility of health services, promote equity, and uphold
the right to health, particularly in remote areas and among
the elderly and disabled.® Beyond client-facing solutions,
DHIs focusing in HPs, such as telemedicine, and electronic
health records are essential for strengthening existing health
services, supporting HPs in clinical decision-making, improv-
ing care coordination, and ensuring continuity of care. These
interventions must also follow robust security and privacy
standards, rather than operating as stand-alone solutions.

Given the rapid development of DHIs, HPs play a
central role in selecting and implementing appropriate
DHIs, which underscores the need for reliable evaluation
criteria.** Currently, the vast majority of DHIs are not
rigorously evaluated and therefore cannot demonstrate
their impact on health outcomes.®’ For instance, a WHO
European Region report found that more than half of
member countries had not assessed their eHealth ser-
vices.® Evidence on evaluation criteria for provider-level
DHIs remains limited,” and the lack of consensus or
international standards could negatively affect their
adoption. Failure to consider key criteria such as valid-
ity, usability, and clinical accuracy may also compromise
user safety and the effectiveness of care.!® This challenge
is compounded by a rapidly expanding market of over
300,000 DHIs, with more than 200 new ones added daily,
creating a crowded and complex landscape.!®

Several studies addressed the assessment of DHIs,
each contributing in different ways. In 2024, Janette
Ribaut et al.!! developed criteria for evaluating eHealth
tools across all primary target users. The 2023 study by
Christine Jacob et al.!’ assessed the quality and impact
of eHealth tools, taking into account sociotechnical fac-
tors. In 2022, Franklin I. Onukwugha et al.!> evaluated

Table 1. Search string based on the PICO framework.

the effectiveness of mobile Health interventions for all
primary users. Meanwhile, the 2021 work by Kayode
Philippe Fadahunsi et al.’* synthesized an information
quality framework to assess DHIs within engineering
and computer science, offering insights into technical
evaluation approaches.

To date, no study has, to the best of our knowledge,
comprehensively evaluated all types of DHIs specifically
targeting HPs. This work provides an up-to-date review
that synthesizes the evidence and describes criteria to
assess DHIs for HPs, thereby supporting their reliable
integration into clinical practice.

Methodology

Overview

A scoping review was conducted to map the current
evidence in this field." The review adhered to the
methodological framework proposed by Arksey and
O’Malley” and followed the PRISMA-ScR guidelines
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses extension for Scoping Reviews).!¢

Search Strategy

A comprehensive search was conducted in PubMed,
Scopus, Web of Science, and Cochrane Library for stud-
ies published in English between February 2019 and
February 2024. The research question was, “What is
known from the existing literature about the criteria used
to assess DHIs focusing on HPs?”

A Boolean search string was constructed using the
Population/Problem, Intervention/Exposure, Comparator/
Control, and Outcome (PICO) framework,"” with the
following components: Participants (P): HPs; intervention
(I): DHIs; comparators (C): not applicable; and outcome
(O): assessment criteria. This search strategy was applied
consistently across all databases. Details of the search
strategy are provided in Table 1.

Eligibility Criteria
As shown in Table 2, the inclusion and exclusion
criteria were structured following the PICO framework.

PICO element Keywords and search terms

Participants (P): HPs
AND
Intervention (l): DHIs

“Healthcare provider” OR “health care provider” OR “doctor” OR “nurse” OR “clinician” OR “practitioner”

“eHealth” OR “mobile health” OR “telehealth” OR “mHealth” OR “mobile applications” OR “mobile apps” OR

“telemedicine” OR “app” OR “online health apps” OR “digital health” OR “health apps” OR “health platforms”

AND

Outcome (O): assessment

“Assessment” OR “assess” OR “evaluation” OR “validation” OR “impact” OR “effectiveness” OR “efficacy” OR

criteria “quality” OR “criteria” OR “framework” OR “method” OR “methodology” OR “measurement” OR “toolkit” OR
“tool” OR “tools” OR “scorecard” OR “rating scale” OR “checklist”

PICO: Population/Problem, Intervention/Exposure, Comparator/Control, and Outcome; DHI: digital health interventions; HPs: healthcare providers.
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Table 2. Eligibility criteria based on the PICO framework.

Parameter Inclusion and exclusion criteria

Population Includes: Focused on healthcare providers (e.g. physicians, nurses, and clinicians).

Excludes: Focused solely on clients, health system managers, technology providers, or data services.

Intervention Includes: Examined solutions based on DHIs (such as telemedicine, mobile health applications, or telehealth

platforms).
Excludes: Focused on technologies outside the scope of DHIs, such as virtual reality, artificial intelligence, or machine
learning applications

Comparators Does not apply.

Outcome Includes: Explored factors, frameworks criteria, or assessment domains related to the evaluation of DHls.

Excludes: Focused only on the technical/engineering design or development of DHIs without addressing their evaluation
aspects.
Regions, languages, and
publication date and type

No restrictions on region or country of publication.
Includes: Original, peer-reviewed studies that had been published in English between February 2019 and February 2024.

Excludes: Editorials, commentaries, interviews, opinion, or position papers, unstructured observational reports, or if their
full text was unavailable or not freely accessible.

PICO: Population/Problem, Intervention/Exposure, Comparator/Control, and Outcome; DHI: digital health interventions.

We included original, peer-reviewed articles published
in English between February 2019 and February 2024
that evaluated digital DHIs focusing on HPs as the pri-
mary users. Studies were excluded if they did not report
an evaluation of DHIs, focused solely on the conceptual
or engineering design of DHIs; were published as inter-
views, commentaries, unstructured observations, position
papers, or editorials; or were part of the grey literature.
Studies for which the full text was unavailable or not
freely accessible were also excluded.

Selection Process

All studies retrieved from the databases were imported
into Zotero, an open-source reference management tool,
to organize citations and document screening outcomes.!’
Three reviewers independently conducted title and abstract
screening. Discrepancies were resolved through discussion,
and if consensus could not be reached, a fourth reviewer
was consulted. Following this, two reviewers independently
assessed the full-text articles for eligibility. Studies not
meeting the criteria were excluded, and any remaining con-
flicts were resolved through consultation with the other
reviewers. Screening lasted from March to June 2024.

Data Extraction and Analysis
Two reviewers performed the initial extraction of data
from the included studies, which was then independently
checked by two additional reviewers. To reduce the risk
of errors, a standardized data extraction form, devel-
oped collectively by all reviewers, was used. The form
was piloted on five studies to confirm that it captured all
relevant information. The final extracted data are pre-
sented in Table 3.

Given the heterogeneity of study designs and reported
outcomes, a quantitative synthesis was not feasible.

Telehealth and Medicine Today © 2025, 10: 629 - https://doi.org/10.30953/thmt.v10.629

Table 3. Data extracted from the included studies.

Parameter Items extracted

Study Authors
characteristics Country
Study design

Year of publication

Intervention
characteristics

Type/category of DHls

Specialty or medical condition where the DHIs was
used by HPs

Evaluation Name of the main framework retained

framework Framework description (summary of its structure,
purpose, or dimensions)

Key assessment areas and criteria used

DHils: digital health interventions; HPs: healthcare providers.

A narrative synthesis combined with thematic analysis
was therefore conducted. Braun and Clarke’s approach
to thematic analysis'® was applied to identify themes
addressing the review question.

Evaluation criteria were categorized into areas such
as technical performance, usability, sustainability, and
data governance. New categories were added itera-
tively when emerging concepts did not fit existing areas.
Extracted areas were then mapped against existing
conceptual frameworks, overlapping categories were
merged, and the final framework was validated through
consensus discussions among the review team. The
synthesis process was carried out from July to October
2024,

Study Assessment

Studies were assessed using the Critical Appraisal Skills
Programme (CASP) Checklist” and the Joanna Briggs
Institute (JBI) Critical Appraisal Checklist.?
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Results
Table 4 lists the studies that met the eligibility require-
ments and comprised the data set reported here.

The initial search retrieved 1,774 studies: 803 from
Scopus, 465 from Web of Science, 368 from PubMed, and
138 from Cochrane. After excluding 1,040 studies, 734
remained for screening. Following title, abstract, and full-
text screening, 15 articles were included in the review. The
selection process is summarized in the PRISMA flowchart
in Figure 1.

Characteristics of Selected Studies
Of the 15 included studies, most were published in 2020
(6/15), followed by 2021 (4/15), 2022 and 2023 (2/15
each), and 2019 (1/15), thus covering a 5-year period.
Geographically, the studies reflected broad international
coverage, with 4/15 conducted in the United States, 3/15
in the United Kingdom, 2/15 in Canada, and 6/15 across
other countries. Methodologically, the majority adopted
mixed methods approaches (10/15), while 4/15 employed
qualitative designs and only 1/15 a quantitative design.
The medical domains addressed were diverse, including
general practice and diabetes (3/15), mental health (2/15),
chronic diseases (2/15), oncology (1/15), COVID-19
(1/15), and other areas (1/15).

Regarding technology, the included studies investi-
gated diverse forms of DHI use, with the majority (10/15)

Table 4. Summary of selected studies.

focused on mobile applications, whereas 5/15 examined
both mobile and web-based platforms. Furthermore,
12/15 studies relied on existing frameworks, while 3/15
proposed new ones. The characteristics of the included
studies are presented in detail in Table 5.

Listing of Assessment Frameworks

Fifteen frameworks were identified. The most common
was the Mobile App Rating Scale 6/15, followed by the
Food and Drug Administration Precertification Program
4/15 (Table 6). When a framework was unnamed, the first
author of the corresponding article identified it.

Synthesized Assessment Areas and Criteria

The various DHI evaluation approaches focusing on
HPs, derived from the 15 frameworks, were categorized
into 10 thematic areas (Figure 2), including data gover-
nance, health impact, usability, information management,
patient-centered care, global context, technical aspect,
sustainability, functionality aspect, and design.

Each of these assessment areas was divided into var-
ious subclasses containing, overall, 29 criteria. Criteria
were grouped through cross-framework comparison,
with sub-components assigned to the area that best
reflected their main focus in most studies. Some items
could fit multiple areas. “Legal and ethical conduct,”
for instance, might belong to governance; however,

Reference Locations Study design Types of DHI Specialty or condition

Samia El Joueidi et al.?! Canada Mixed methods Mobile Health App Chronic diseases
Maternal, Neonatal and Child Health
HIV prevention Tuberculosis

Silvina Arrossi et al.?? Argentina Mixed methods Mobile Health App Oncology

Sarah Lagan et al.?

Chelsea Jones et al.2*

Anna E. Roberts et al.?®
Ramy Sedhom et al.2
Yong YuTan et al.”
Fionn Woulfe et al.2®
Lauren M. Little et al.??

Noy Alon et al.?

Kagiso Ndlovu et al.3'
Kamran Khowaja et al.3?

Vokinger Kerstin N. et al.3

Madeleine Haig et al.**

AfuaVan Haasteren et al.*®

United States

Canada

Australia
United States
Ireland

United Kingdom
United States
United States

South Africa
Qatar

Switzerland

United Kingdom
United Kingdom

Mixed methods

Qualitative

Quanlitative
Qualitative
Mixed methods
Mixed methods
Mixed methods

Mixed methods

Mixed methods
Mixed methods

Qualitative

Mixed methods

Quantitative

Mobile Health App
Mobile Health App

Mobile Health App

Mobile Health App

Health Websites and Mobile Health App
Health Websites and Mobile App

Health Websites and Mobile App
Mobile Health App

Health Websites and Mobile App
Mobile Health App
Health Websites and Mobile App

Mobile Health App
Mobile Health App

General medical practices

Mild traumatic

Brain injuries

Mental health

Oncology

Diabetes

COVID-19

Ergotherapy (occupational therapy)
Mental health

Hypertension

General medical practices
Diabetes

Mental health

COVID-19
Chronic diseases

General medical practices

COVID-19: coronavirus disease 2019; DHI: digital health interventions.
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[ Identification of studies via databases and registers ]

Records identified from
(n=1774):

* PubMed (n = 368)
= Scopus (n = 803)

=

Identification

* Web of Science (n = 465)
* Cochrane (n = 138)

Records removed before screening (n = 1040):

* Duplicate records removed by automation
tools (n = 398)

+ Studies dated before 2019 (n = 546)
+ Studies in language other than English (n = 96)

]

Records screened (n = 734):

Titles and abstracts analyzed -
for inclusion or exclusion
decision

Screening

Records excluded for one or more of the following
reasons (n = 596) :

Studies where the abstract is not available,
or not freely available (n = 23)

Studies were either non-peer-reviewed
studies, editorials, interviews, comments,
unstructured observations or position
papers (n = 69)

Studies not involving DHIs (n = 118)
Studies focusing exclusively on the

engineering design of DHIs or on pilot
functionality testing (n = 102)

Studies did not address assessment criteria
(n =208)

Studies did not address healthcare
providers as primary user targeted of DHIs
(n=76)

Full-text articles assessed for
eligibility (n = 138)

]

Studies included in review
(n=15)

=

Included

Records excluded for one or more of the following
reasons (n = 123):

Studies where the full text is not available, or
not freely available (n= 4)

Studies either non-peer-reviewed, editorials,
interviews, comments, unstructured
observations or position papers (n = 9).

Studies not involving DHIs (n = 18)

Studies did not address assessment criteria
{n=50)

Studies did not address healthcare providers
as primary user targeted of DHIs (n = 42)

Fig. 1. Article selection flowchart based on PRISMA guidelines. DHIs: digital health interventions; HPs: healthcare providers;
PRISMA: Preferred Reporting Items for Systematic Reviews and Meta-Analyses.

we placed it in the global context as frameworks often
related it to broader societal and cross-border issues.
Similarly, “maintenance and servicing” was categorized
under sustainability rather than technical aspects, as it
mainly concerned long-term feasibility. Table 7 pres-
ents criteria ranked from most to least frequently cited
for each thematic area, including key references and
frameworks.

Telehealth and Medicine Today © 2025, 10: 629 - https://doi.org/10.30953/thmt.v10.629

Ten Key Areas

Area. Data Governance: Data governance was the
most consistently represented area (14/15 frame-
works), with a strong focus on privacy and security
(14/15) and interoperability (8/15). This highlights a
key concern in healthcare for safeguarding data and
digital system interoperability, which are often con-
sidered priorities.
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Area 2. Health Impact: Although health impact was
reported in most settings (13/15), the emphasis on criteria
within this domain was divergent. Medical safety (8/15)

Tuble 5. Characteristics of included studies.

Study characteristic References
Publication date

2023 (n = 2)* 31,34

2022 (n = 2) 2728

2021 (n = 4) 25262931
2020 (n = 6) 232430323335
2019 (n=1) 2
Location

United States (n = 4) 23,2429,30
United Kingdom (n = 3) 283435
Canada (n = 2) 2124

Others (n = 6) Argentina,”? Australia,?®

Ireland,” South Africa,’'
Qatar,*2 Switzerland®

Study design
Mixed methods (n = 10)
Qualitative (n = 4)

21,22,27-32,34
24,25,28,33
Quantitative (n = ) 3

Specialty or condition

General medical practices (n = 3) 233135
Diabetes (n = 3) 27,3032
Mental health (n = 2) 25,33
Chronic diseases (n = 2) 2134
Oncology (n =2) 2225
COVID-19 (n=2) 2833

Maternal-Neonatal-Child
Health Programs,?' HIV
prevention,? Tuberculosis,?'
Mild Traumatic Brain Injuries,
Ergotherapy,” Hypertension®

Others (n = 6)

Types of DHI
Mobile Health App (n = 10)
Health Websites and Mobile App (n = 5)

Theoretical framework

21-26,30,32,34,35

27,28,29.31,33

and clinical effectiveness (5/15) were reported, but often
less explicitly than technological security measures, sug-
gesting that while outcome improvement is recognized as
essential, it is not always systematically evaluated in the
first place. Only four frameworks addressed strength of
evidence, underscoring a gap in linking DHIs to robust
empirical validation.

Areas 3 and 4. Usability and Information Management:
Usability (12/15) and information management (12/15)
were widely reported, yet with different emphases.
Usability primarily focused on access and navigation
(12/15), whereas more nuanced aspects such as under-
standability (3/15) and timeliness (2/15) were rarely men-
tioned, indicating a significant shortfall in evaluating
usability holistically. Similarly, while credibility and sci-
entific validity (7/15 each) appeared frequently in infor-
mation management, advisory support (3/15) was less
common, showing that frameworks stress content reli-
ability but often neglect mechanisms for independent
validation.

Table 6. Frameworks and guidelines with references.

Frameworks and guidelines References
Mobile App Rating Scale (MARS) (n = 6) 23-28
Food and Drug Administration Precertification 23283035
Program (FDA Pre-Cert) (n = 4)

Enlight Suite (n = 2) 2728
American Psychiatric Association’s App Evaluation 2325
Model (AEM) (n = 2)

Consolidated Framework for Implementation 2122
Research (CFIR) (n = 2)

Modified Enlight Suite (MES) (n = 2) 2728
Reach, Effectiveness, Adoption, Implementation, 2

and Maintenance (RE-AIM) (n = I)

Digital Health Scorecard (DHS) (n = I) 2%
Adapted Mobile App Rating Scale (A-MARS) (n = 1) »
Population Access Costs Experiences (PACE) (n = 1) »

mHealth-eRecord Interoperability Framework (mHERIF) 3!

(n=1)

ieti 21-31,35

(Pre-eIXZI;tlng assessment framework Heuristic Evaluation for mHealth Apps (HE4EH) (n=1)
n =

Kerstin Framework (KF) (n = 1) 3
New assessment framework (n = 3) 303334

Haig Framework (HF) (n = 1) 3
DHils: digital health interventions; n =: number of studies covering that Mobile Health App Trustworthiness (mHAT) (n = ) 35
disease.

Assessment

. Patient-
Health = Information
impact Usability management cecr;trreed

Data
governance

Global Technical

i aspect Sustainability Design

Functionality
aspect

Fig 2. Overview of assessment areas.
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Tuable 7. Assessment criteria and their occurrence, with references.

Criteria for digital health interventions among healthcare providers

Assessment areas, criteria, frameworks in which they appear

Studies citing

Data governance

Privacy and security (n = 14) CFIR,AEM, MARS,A-MARS, DHS, ESF, MES, PACE, FDA Pre-Cert, mHERIF, HE4EH, KF, HE, mHAT 2133

Data interoperability (n = 8) AEM, MARS,A-MARS, DHS, mHERIF, HE4EH, HF, mHAT 23-2631.323435
Health impact

Medical safety (n = 8) MARS, A-MARS, DHS, MES, FDA Pre-Cert, mHERIF, HE4EH, mHAT 24-262630-32,35
Clinical effectiveness (n = 5) CFIR, RE-AIM,AEM, DHS, HF 21-23.25,34
Evidence strength (n = 4) CFIR,AEM, PACE, mHAT 21.2329.35
Usability

Access and navigation (n = 12) AEM, MARS,A-MARS, DHS, ESF, MES, PACE, mHERIF, HE4EH, KF, HF, mHAT 293135
Understandability (n = 3) A-MARS, MES, mHAT 252835
Timeliness (n = 2) A-MARS, MES 2528
Information management

Credibility of content (n = 7) MARS, A-MARS, ESF, MES, mHERIF, HE4EH, KF 242527283133
Scientific validity (n = 7) AEM, MARS,A-MARS, DHS, ESF, MES, HF 23-2527.28.34
Advisory support (n = 3) DHS, PACE, mHAT 23293435
Patient centered care

Users’ interactions (n = 6) MARS, A-MARS, ESF, MES, PACE, KF 24.25,27-29.33
Well-being (n = 5) ESF, MES, PACE, HE4EH, mHAT 277293135
Therapeutic alliance (n = 4) AEM, ESF, MES, PACE 2.27-29
Personalized care (n = 3) MARS,A-MARS, HF 242534
Global context

Legal conduct (n = 9) CFIR,AEM, MES, PACE, FDA Pre-Cert, mHERIF, KF, HF, mHAT 21.232829,3031,33-35
Ethical conduct (n = 9) CFIR,AEM, MES, PACE, FDA Pre-Cert, mHERIF, KF, HF, mHAT 2112328-3033-35
Social conduct (n = 3) CFIR, HF, mHAT, 213435
Technical aspect

Technical reliability (n = 3) MARS,A-MARS, HE4EH 242532
Technical support (n = 3) mHERIF, KF, HF 31-33
Company credentials (n = 2) AEM, FDA Pre-Cert 230
Sustainability

Cost-effectiveness (n = 7) CFIR, RE-AIM,AEM, DHS, PACE, HF, mHAT 21-2429.3435
Desirability (n = 3) CFIR, RE-AIM, KF 213233
Maintenance and servicing (n = 3) CFIR, RE-AIM, KF 21-33
Feasibility of implementation (n =2)  CFIR,RE-AIM 222
Functionality aspect

Relevance of features (n = 5) A-MARS, DHS, ESF, MES, mHAT 25-2835
Functionalities definition (n = 3) MARS,A-MARS, KF 242533
Design

User interface and aesthetics (1 =7)  MARS,A-MARS, ESF, MES, HE4EH, HF, mHAT 24.25.27,28,32,3435
Design consistent process (n = 4) MARS, A-MARS, HE4EH, mHAT 24253235

A-MARS: Adapted Mobile App Rating Scale; EM: American Psychiatric Association’s App Evaluation Model; CFIR: Consolidated Framework for
Implementation Research; DHS: Digital Health Scorecard; ESF: Enlight Suite Framework; FDA Pre-Cert: Food and Drug Administration Precertification
Program; HE4EH: Heuristic Evaluation for mHealth Apps; HF: Haig Framework; MARS: Mobile App Rating Scale; MES: Modified Enlight Suite; mHAT:
Mobile Health App Trustworthiness; mHeRIF: mHealth-eRecord Interoperability Framework; PACE: Population Access Costs Experiences; RE-AIM:

Reach, Effectiveness, Adoption, Implementation, and Maintenance Framework.

Area 5. Patient-Centered Care. Patient-centered care
was addressed in 10 of the 15 frameworks, reflecting a
growing recognition of patient preferences and active
participation. Within this domain, criteria included users’
interactions (6/15) to support self-management, well-be-
ing (5/15) to encourage motivation, therapeutic alliance

Telehealth and Medicine Today © 2025, 10: 629 - https://doi.org/10.30953/thmt.v10.629

(4/15) to strengthen users’ trust, and personalized care
(3/15) to ensure tailored, nondiscriminatory services.
However, the relatively low emphasis on therapeutic alli-
ance and personalized care suggests that relational and
human-centered aspects receive less attention and are not
systematically assessed in most frameworks.
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Area 6. Global Context: The global context domain
was addressed in 9 of 15 frameworks, highlighting recog-
nition of the broader ecosystem in which DHIs operate.
Legal and ethical conduct were frequently emphasized
(9/15 each), reflecting widespread concern with patient
rights, data protection, and adherence to core ethical
principles. In contrast, social conduct was rarely included
(3/15), suggesting that considerations of social networks
and stakeholder engagement remain underrepresented.
Moreover, frameworks differed in how they positioned
these criteria, some treating them as part of governance,
others framing them within societal or cross-border con-
texts, indicating a lack of consensus on where respon-
sibility for ethical and legal oversight resides in digital
health evaluation.

Areas 7 and 8. Technical Aspect and Sustainability:
Technical aspects appeared in 8 of the 15 frameworks,
most commonly focusing on technical reliability, defined
as stability and low risks of breakdowns, and techni-
cal support, such as immediate assistance (3/15 each).
Company credentials, defined as the developer’s identity
and competencies, were addressed in only 2 of the 15
frameworks. These findings suggest that HPs tend to pri-
oritize operational stability and reliability of DHIs, which
are key for trust and long-term sustainability. The limited
attention to company credentials may reflect an assump-
tion that reliability and compliance standards implicitly
ensure developer credibility.

Sustainability, which ensures the long-term function-
ality and viability of DHIs, was also reported in 8 of
15 frameworks. Cost-effectiveness (7/15) was most fre-
quently considered, while desirability and maintenance
(3/15 each) and feasibility of implementation (2/15) were
less often addressed, suggesting that frameworks focus
more on immediate economic evaluation than on practi-
cal implementation, ongoing performance, or user appeal.
Policymakers are highly sensitive to costs. Demonstrating
cost-effectiveness is often a prerequisite for DHIs
adoption and reimbursement, so frameworks naturally
emphasize it.

Area 9. Functionality Aspect: The functional aspect was
addressed in 7 of 15 frameworks, focusing on how DHIs
achieve their intended goals. Relevance of features (5/15)
assessed usefulness and performance in meeting patient
needs, while functionality definition (3/15) outlined pur-
pose, objectives, and expected outcomes. The relatively
low emphasis on defining functionalities suggests that
frameworks may prioritize feature performance over clar-
ity of purpose and expected impact.

Area 1. Design: Design was addressed in 7 of 15 frame-
works, emphasizing user interface and aesthetics (7/15),
covering layout, color, and overall visual appeal and
design consistency (6/15), ensuring a unified and intui-
tive experience across interfaces. Evaluating design often
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requires resource-intensive methods, which may explain
why it is not systematically assessed, despite its potential
impact on user engagement and health outcome.

Although these categorizations were broadly consis-
tent, the emphasis on certain criteria over others varied
across studies, reflecting both convergence and fragmen-
tation in how DHIs for HPs are evaluated.

Quality Assessment of Selected Studies

The quality assessment of the selected studies, conducted
using the CASP" and the JBI Checklist,” revealed that
three studies had unclear recruitment strategies, three did
not specify ethical considerations, two lacked sufficient
details on data collection, and one did not provide clarity
on data analysis. No studies were excluded to maximize
data collection.

Discussion

Principal Findings

Our study identified a set of criteria to assess DHIs focus-
ing on HPs, highlighting the importance of many factors
and dimensions alongside clinical outcomes.

With regard to data governance, privacy and security
emerge as pivotal dimensions to assess DHIs, playing a
central role in fostering user trust in DHIs. This aligns
with previous findings highlighting privacy concerns as
a major barrier to adoption.'!®3® While data interop-
erability is crucial for integrating DHIs into traditional
health systems and for reducing duplication, effort, and
omissions in data entry by HPs, its limited and incon-
sistent consideration in evaluation frameworks under-
scores broader challenges in the digital transformation of
healthcare. The lack of interoperability may contribute
to fragmented health information systems, hindering the
delivery of coordinated and equitable care.!**’

Similarly, this review highlights that health impact,
including medical safety, clinical effectiveness, and the
strength of evidence, remains a critical set of factors in the
evaluation of DHIs. While DHIs hold considerable clin-
ical potential in the management of chronic conditions,
particular attention must be given to safety, effectiveness,
and the strength of supporting evidence.*® However, the
rapid pace of innovation often outstrips rigorous vali-
dation, raising the risk of adopting ineffective or even
harmful tools within health systems. Striking a balance
between innovation, patient safety, and clinical effective-
ness is therefore essential to ensure the sustainable inte-
gration of DHIs into healthcare delivery.

In parallel, our findings on usability, encompassing
access, navigation, understandability, and timeliness align
with previous reviews indicating that DHIs are more
likely to be adopted when they are easy to use, present
content that is easy to understand, functional under low
internet bandwidth, and are capable of providing a rapid
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response.’®* In healthcare, these characteristics are essen-
tial for effective clinical decision-making and efficient
workflow, particularly in emergency care settings.®%3

Furthermore, our findings highlight the need to eval-
uate the field of information management, particularly
addressing credibility of content, scientific validity, and
advisory support. This aligns with previous reviews high-
lighting that the availability of reliable information is
essential to maintain user trust.** Some DHIs lack clinical
standards and may provide misleading content, empha-
sizing the need to validate information through trusted
experts and involve independent medical committees to
ensure high-quality, evidence-based solutions.”

Moreover, patient-centered care, including user interac-
tion, well-being, and personalized care, was highlighted in
the reviewed studies. This aligns with previous literature
emphasizing the critical role of user engagement, sus-
tained behavior change, and active patient involvement
in the use of DHIs.!! The therapeutic alliance, observed
in our study, further underscores the importance of inte-
grating DHIs into the care pathway to prevent care frag-
mentation, maintain continuity of health services, and
facilitate shared decision-making.?

In addition, the global context, including legal, ethical,
and social conduct, was identified as a key domain for
assessing DHIs targeting HPs. Lack of patient data regu-
lations of DHIs may hinder adoption, whereas supportive
policies facilitate it, as shown in previous work.” Another
study has shown that support from healthcare organiza-
tions and stakeholders further promotes DHI uptake.*
Additionally, DHIs design should take into account users’
cultural, social, and linguistic contexts to help bridge the
digital divide and enhance digital literacy.'*!

Technical aspects were addressed in several studies,
mainly focusing on reliability and technical support. Weak
technical infrastructure is reported to delay care delivery,
frustrate users, reduce adoption, and limit recruitment.*
It is also important to assess developer credentials as key
criteria for ensuring trustworthy DHIs,!0-3

Regarding the domain of sustainability and its associ-
ated criteria, our results are consistent with previous lit-
erature. Prior work indicates that sustainability depends
on secure funding, resource availability, and continuous
training and that DHIs that are regularly updated are
more likely to be adopted and sustained over time,!%36¥

Concerning functionality, our findings highlighted the
importance of assessing and defining relevant features
and functionalities. Understanding the needs and avail-
able resources of DHIs users is essential for defining
appropriate functions, which may operate synchronously
or asynchronously. Prior research has demonstrated that
DHIs are complex interventions with multiple compo-
nents that fulfill a range of functionalities, which must be
relevant.® In this context, features such as voice assistants,
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alerts, and notifications can further enhance user commu-
nication, engagement, and adherence.* It is worth noting
that functionality is frequently associated with technical
aspects.®

Finally, our review emphasized the significance of eval-
uating the design dimension of DHIs for health profes-
sionals, particularly user interface aesthetics and design
consistency. Similar studies confirm that engaging and
consistently unified design, along with gamification, can
increase sustained use of DHIs.># Allowing users to
personalize features such as text size or colors further
enhances accessibility and inclusivity.” In contrast, poor
design choices, including bright flashing colors, may
deter DHI users or even trigger health risks in vulnerable
groups.” Therefore, integrating user-centered design prin-
ciples is essential to improve user satisfaction and pro-
mote long-term adherence.*’

Towards a Framework for DHI Assessment

Despite numerous frameworks, there is no standardized or
transparent approach and no consensus on essential cri-
teria for assessing DHIs.!"* Selecting DHI remains com-
plex due to limited practical guidance.” To the best of our
knowledge, no existing framework fully addresses all rel-
evant domains for evaluating DHIs. Current approaches
remain limited: some focus primarily on data governance
and usability, while others emphasize clinical outcomes,
technical aspects, or sociocultural factors . Based on the
findings of this review, we derived a unified framework
(Figure 3) that integrates interdependent criteria and
areas for assessing DHIs focusing on HPs.

It includes 29 criteria grouped into 10 key areas, all
of which should be systematically assessed, namely:
data governance, usability, information management,
health impact, patient-centered care, technical aspects,
global context, functionality, sustainability, and design.
This multidimensional framework offers a holistic lens
to assess DHIs focusing on HPs, providing a structured
basis to guide their design, implementation, and adop-
tion, thereby facilitating their safer, more effective, and
sustainable integration into clinical practice.

The proposed framework is designed to be adaptable
across a wide range of healthcare settings and contexts. In
low-resource environments, its application can prioritize
feasibility, infrastructure availability, and cost-effective-
ness, with greater weighting given to interoperability, ease
of use, and minimal maintenance requirements. In differ-
ent regulatory contexts, the framework can be adjusted to
align with local policies, data protection laws, and ethical
standards, emphasizing governance, privacy, and compli-
ance criteria.

Beyond these, several other dimensions may influence
its adaptation. In urban versus rural settings, differences
in connectivity and digital literacy may shift the focus
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Fig. 3. Assessment framework for DHIs focusing on HPs. DHIs: digital health interventions; HPs: healthcare providers; DHS:

Digital Health Scorecard.

towards usability and offline accessibility. Across public
and private health systems, weighting may reflect different
governance priorities, with clinical effectiveness and user
experience emphasized in private settings and usability
and population coverage prioritized in public systems.

Similarly, the framework can be tailored to different lev-
els of the health system, from primary care to specialized
hospitals or community-based programs, by emphasizing
contextually relevant areas such as health impact, infor-
mation management, sustainability, or patient-centered
care. The framework can be applied across diverse con-
texts, including multicultural and multilingual settings,
where cultural, social, and linguistic adaptabilities, as well
as personalization, are crucial to ensure the acceptability
of DHIs. It also accommodates varying levels of digi-
tal maturity, emphasizing technical robustness, advisory
support, and interoperability in advanced settings while
prioritizing training and capacity building in emerging
environments.

Moreover, it can remain relevant in emergency or
humanitarian contexts, where minimal infrastructure
requirements and ease of implementation and main-
tenance are critical. Its application may extend across
diverse health domains, including maternal health, men-
tal health, chronic disease management, and adolescent

10
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health, each requiring careful consideration of content
credibility, medical safety, and functional performance.
Finally, it is important to acknowledge that this frame-
work was derived from a synthesis of existing literature
and has not yet undergone empirical validation. To address
this, we plan to conduct a Delphi study involving experts
in digital health, healthcare delivery, and health policy.
This study will assess the clarity, relevance, and applica-
bility of each area and criterion through multiple rounds
aimed at reaching consensus on the most essential assess-
ment elements. The results will inform a pilot phase to test
the framework in real healthcare settings. Furthermore,
the weighting of criteria will be refined as part of this
participatory process to reflect stakeholder priorities and
contextual specificities. This iterative approach will ensure
that the framework remains scientifically robust, context
sensitive, and adaptable across healthcare environments,
supporting sustainable integration of DHIs into practice.

Strengths and Limitations

This study has several strengths, notably its foundation
in a comprehensive scoping review to examine the assess-
ment of DHIs focusing on HPs. The assessment criteria
and areas within our framework were informed by recent
and existing models developed in different countries for
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various healthcare fields, which strengthens its theoretical
foundation. Given that this framework provides a holis-
tic, comprehensive, and user-friendly structure integrating
multiple evaluation dimensions, it emerges as a living tool,
designed to evolve alongside emerging technologies.

The study has several limitations. Its 5-year scope
might have excluded some recent data. The categorization
of assessment criteria and the selection of thematic areas
might have introduced subjectivity, resulting in variable
outcomes across reviewers. Focusing primarily on HPs
may have limited the frameworks and criteria identified.
Moreover, only English-language articles were included,
and gray literature was excluded, which may have led to
the omission of some studies. Finally, the framework
lacked empirical validation, and key stakeholders, tech-
nology developers, and patients were not directly involved
in our study.

Conclusions

Our study mapped and synthesized the existing lit-
erature on the assessment of DHIs to support HPs’
decision-making. We derived a framework of 29 interde-
pendent assessment criteria across 10 key areas: usability,
design, technical aspects, functionality, information man-
agement, health impact, patient-centered care, sustain-
ability, global context, and data governance, providing
a comprehensive and structured framework. This frame-
work offers a robust tool to guide the assessment and
integration of DHIs in diverse healthcare settings. Our
future work, together with other forthcoming studies, will
empirically validate this framework in real-world settings
and assess its applicability, impact, and safe integration
of DHIs focusing on HPs through active collaboration
with academics, policymakers, patients, and technology
developers.
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