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Abstract

This paper examines the critical governance
choices for integrating ‘smart city’ principles into
Ukraine's post-war reconstruction, aiming to trans-
form devastated urban areas into resilient, inclusive,
and technologically advanced environments. The
study combines a doctrinal analysis of Ukraine's
current legal gaps with a comparative review of EU
and international governance models. It incorpo-
rates qualitative findings from a rapid expert elicita-
tion with senior Ukrainian public officials, providing
actionable, context-specific insights. The analysis
reveals a fragmented legal landscape that lacks a
dedicated Smart City Law, which creates risks of un-
coordinated deployments and vendor lock-in. While
alignment with the EU digital acquis (GDPR, NIS2,
Al Act) is a stated goal, significant compliance and
capacity challenges persist. Expert consultations
confirm unanimous agreement regarding the neces-
sity of a framework statute to set clear mandates,
institutionalize citizen participation, and mandate
safeguards for public-private partnerships (PPPs) to
prevent the erosion of public value. This study offers
a structured legal and policy framework tailored to
Ukraine’s unique post-conflict context.

Keywords: smart city, legal framework, post-war
reconstruction, Ukraine, digital transformation, data
governance, citizen participation, public-private part-
nerships.
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1. Introduction

Ukraine’s post-war urban reconstruction presents a challenge of historic proportions.
However, it is also a rare opportunity to leapfrog legacy systems and embed modern gover-
nance principles into the digital infrastructures that will shape daily life for decades (Kuzior
et al., 2022). The imperative to ‘build back better’ transcends restoring physical assets; it
calls for a resilient, sustainable, and citizen-centred transformation (Cabinet of Ministers
of Ukraine, 2018). This context reveals an inherent tension between the need for rapid
rebuilding to address urgent humanitarian needs and the strategic planning required for
long-term sustainability. Hasty decisions, often made under pressure, risk locking Ukraine
into suboptimal solutions, such as proprietary technologies that compromise interopera-
bility or surveillance systems that undermine public trust (Greenfield, 2018).

This paper navigates this dilemma by adopting the concept of ‘substantial smartness’
— the co-production of technological capability with robust, human-centric institutions
that guarantee rights, inclusion, and security (Nam and Pardo, 2011). This framework
posits that a city is not genuinely ‘smart’ because it has sensors and dashboards, but be-
cause it uses technology to enhance public value and materially improve quality of life
(Meijer and Bolivar, 2016). This aligns with a performative view of digital citizenship en-
acted across platforms rather than possessed as a mere status (Isin and Ruppert, 2015).
Data governance sits at the core of these choices. Decisions about what data are collected,
who can access them, and under what safeguards will shape future power asymmetries and
sustainability outcomes (OECD, 2021). Cities that default to proprietary, vendor-defined
platforms may gain short-term speed but risk long-term lock-in and opacity; by contrast,
open-data and civic-data-rights approaches can catalyse innovation and sustain transparen-
cy (Cardullo and Kitchin, 2019).

Given Ukraine’s trajectory toward European integration, this research addresses two
central questions:

1. What legal and institutional frameworks are needed to govern smart city reconstruc-
tion in Ukraine effectively and ethically, in line with European norms?

2. How can public-private partnerships (PPPs) and citizen participation be structured
to ensure accountability, data protection, and human rights in post-war smart city
initiatives?

Consequently, this paper hypothesizes (/1) that without a comprehensive, EU-aligned
legal framework, Ukraine’s smart city efforts will remain fragmented, undermining in-
teroperability and citizen trust; conversely, a dedicated ‘Smart City Act’ will significantly
improve coherence and privacy protection. Furthermore, we hypothesize (/72) that while
well-governed PPPs can accelerate reconstruction, they risk vendor lock-in and the erosion
of citizen rights if not buttressed by clear legal safeguards on data ownership, transparency,
and accountability. This study combines a doctrinal analysis of Ukrainian laws, a compar-
ative review of international governance models, and qualitative insights from Ukrainian
public-sector experts to investigate these propositions.
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2. Laying the digital foundation:
Ukraine’s legal gaps and the European acquis

Ukraine enters its reconstruction phase with notable achievements in digital public ser-
vices, exemplified by the national Diia platform, which has created a strong foundation
of digital literacy and citizen adoption (Ministry of Digital Transformation of Ukraine,
2025). However, this front-end success masks the absence of a consolidated statutory
backbone for smart urban development (Oliukha, 2024, p. 340). City leaders encounter
significant challenges in procuring complex digital systems under wartime constraints
while navigating fragmented mandates and legacy procurement rules that are ill-suited for
technology acquisition. The absence of a single, principle-based smart city statute creates
an institutional vacuum where long-term decisions on data ownership, interoperability,
and liability are being locked into contracts, often without sufficient foresight (Oliukha,
2024, p. 342). This fragmentation tends to result in ad-hoc projects, significant interoper-
ability challenges between cities, and immense difficulties in scaling successful pilots to a
national level.

The current legal framework is insufficient for the complex needs of smart city gov-
ernance in Ukraine. While local governments have constitutional responsibilities under
the Law on Local Self-Government, smart city projects — such as city-wide data platforms
and sensor networks — often exceed traditional competencies and require new coordina-
tion with national authorities (Clement, Ruysschaert and Crutzen, 2023). This results
in a ‘grey area’ of authority, leaving municipalities without clear legal guidelines for im-
plementing smart solutions, which can lead to privacy and security risks. The lack of a
dedicated smart city law causes uncoordinated initiatives, with cities potentially adopt-
ing varying platforms and data standards that hinder interoperability and national data
analysis. Furthermore, existing laws, like the Law on Personal Data Protection (2010) and
Ukraine’s Cybersecurity Law (2017), are outdated and do not adequately address the chal-
lenges posed by modern technology for municipalities managing critical smart systems like
power grids (Law no. 2297-VI, 2010, Art. 2; Law no. 2163-VIII, 2017, P. I)

There is currently no liability framework for Al and IoT services in Ukraine. While the
Civil Code includes general tort provisions, their application to incidents involving auton-
omous vehicles or faulty Al is unclear. This highlights the need for a comprehensive legal
framework to coordinate reconstruction efforts and establish standards. In a post-conflict
context, a smart city requires prioritizing resilience, adaptability, and inclusivity, fostering
collaboration between authorities and citizens (Dunayev, Gavkalova and Kud, 2023).

Ukraine’s goal of EU membership serves as a roadmap for reconstruction by align-
ing with the European digital acquis. Understanding these core instruments is crucial as
they provide a baseline for municipal deployments (European Parliament and Council,
2024). They establish standards for data privacy, cybersecurity, data sharing, and AI that
Ukraine would need to adopt to ensure interoperability and build trust with citizens and
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for Ukrainian cities.

international partners. Table 1 summarizes five key EU instruments and their implications

Table 1: The EU digital acquis: a practical guide for Ukrainian urban reconstruction

EU instrument

Core Requirements for non-European readers

Implications and actions for Ukrainian cities

NIS2 Directive

Data Governance

The EU’s cornerstone data privacy law establishes
strict rules for processing personal data and grants
General Data | . . .
) individuals strong rights (e.g., access, deletion). It
Protection . o, .
) mandates a ‘privacy-by-design’ approach, requir-
Regulation

(GDPR) ing safeguards to be built into systems from the

start.

A cybersecurity law requiring operators of es-
sential services (energy, transport, digital infra-
structure) to implement robust risk management
measures, manage supply chain risks, and report
significant cyber incidents to national authorities.

Creates a framework for trusted and secure data
sharing. It enables public bodies to share sensitive
data under controlled conditions for research and
Act (DGA)

innovation and establishes certified ‘data interme-
diaries’ to facilitate sharing between organizations.

Mandates that non-personal public sector data
(e.g., geospatial, mobility, environmental data)
Open Data be made available for reuse by default in ma-
Directive chine-readable formats. It aims to stimulate inno-
vation and transparency by making public data an

open resource.

A landmark regulation introducing a risk-based
framework for Artificial Intelligence. It bans
certain harmful AT practices and imposes strict
requirements - such as data quality, transparen-
AlAct cy, and human oversight - on ‘high-risk’ systems

often used in cities (e.g., biometric identification,
critical infrastructure management).

Every smart system handling personal data-from CCTV to
city apps - should be supported by a lawful basis and undergo
a Data Protection Impact Assessment (DPIA). Cities would
benefit from preparing for the new GDPR-aligned Law (no.
8153, passed first reading on 20 November 2024 (Resolution
4065-IX) by appointing Data Protection Officers (DPOs) and
training staff.

Smart city infrastructure (e.g., smart grids, intelligent traffic
systems) should be treated as critical infrastructure. Munici-
palities are advised to conduct continuous risk assessments, en-
sure contracts with tech vendors include cybersecurity clauses,
and integrate with national incident response networks.

Cities can unlock innovation by sharing valuable non-personal
data (e.g, traffic patterns, environmental sensor data) with re-
searchers and startups under clear rules. This provides a model
for creating municipal ‘data trusts” or intermediaries to man-
age cross-sector data sharing securely.

Cities could enhance transparency by publishing datasets like
transit schedules, air quality readings, and city budgets on
open data portals. All new smart systems should be procured
with the requirement that the non-personal data they generate
will be made public, fostering a local civic tech ecosystem.

Any Al used in public services, like algorithms for welfare ben-
efits or traffic management, should undergo risk evaluation.
Cities would benefit from creating public registries of these
Al systems and implementing human oversight boards for
high-risk applications. For instance, a computer vision mod-
ule for traffic enforcement that affects fines or prioritization is
considered high-risk under Regulation (EU) 2024/1689. This
requires compliance with several criteria, including risk man-
agement, data governance, automatic logging, transparency
for deployers, human oversight, and post-market monitoring.

Source: Authors’ analysis of European Union legislation
(European Parliament and Council 2016; 2019; 2022a; 2022b and 2024)

While EU alignment provides a robust framework, Ukraine must adapt rather than

adopt these instruments wholesale. The GDPR’s privacy-by-design principles are uni-
versally applicable, but enforcement mechanisms require contextualization to Ukrainian
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administrative capacity. Similarly, NIS2’s cybersecurity standards are essential but must
account for Ukraine’s conflict-specific threats.

For Ukraine, adopting these regulations is essential for developing smart infrastructure.
The new draft law (Verkhovna Rada, 2024) aligns with GDPR and requires a ‘data protec-
tion by design’ approach, making privacy impact assessments standard in project planning.
A strong commitment to privacy is crucial in a post-conflict society with fragile public
trust. Compliance with NIS2 principles ensures that city utilities and digital services are
secure and integrated into national cyber defense networks amid hostilities. The Data
Governance Act (DGA) and the Open Data Directive enhance transparency, promote
innovation, and serve as anti-corruption tools during reconstruction by ensuring public
visibility of spending and project outcomes.

Anticipating the AI Act is essential for Ukrainian cities. They can build trust and pre-
vent discrimination by conducting risk assessments for Al projects and ensuring human
oversight. This proactive approach aligns with international best practices emphasizing
transparency and ethical governance (UN-Habitat, 2025; Cowley, Joss and Dayot, 2018).
We use UN-Habitat’s People-Centered Smart Cities guideline for core principles (UN-
Habitat, 2021) and the International Guidelines on People-Centred Smart Cities for im-
plementation-oriented requirements (UN-Habitat, 2025). The People-Centered Smart
Cities guidelines stress that digital innovations should enhance social inclusion and human
rights, a principle vital to Ukraine’s strategy (UN-Habitat, 2021). Adopting a rights-based
governance model will ensure technology serves the people, reflecting a global trend to-
wards democratic smart city governance (Calzada, 2021; Wernick and Artyushina, 2023).

3. Global governance models and post-conflict lessons

Examining global governance models that balance state capacity, market involvement,
and civic engagement is beneficial in shaping Ukraine’s strategy. Examples like Seoul,
Singapore, and Dubai illustrate different approaches to smart city governance, providing
valuable lessons for Ukraine’s democratic goals. Additionally, the experiences of post-
war cities such as Sarajevo, Beirut, and Mosul highlight the importance of inclusive, hu-
man-centered reconstruction. This section distills these insights for Ukraine.

3.1. Seoul: institutionalized civic participation

Seoul is a model for civic participation, using consistent digital channels to enhance
governance (Seoul Metropolitan Government, 2025). Over the past decade, the city has in-
tegrated platforms like Democracy Seoul for policy proposals and participatory budgeting
into its decision-making (Seoul Metropolitan Government, 2025). A key example is the
mVoting app, which allows citizens to influence local issues, from the placement of public
benches to late-night bus routes. This goes beyond consultation; the outcomes directly
shape municipal actions. These practices instantiate ‘acts of citizenship’ through datafied
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participation (Isin and Ruppert, 2015). The essential takeaway is the bureaucratic culture
that ensures participation leads to visible results supported by open data (Cowley, Joss and
Dayot, 2018).

The Seoul model highlights the importance of creating simple, auditable participation
mechanisms for Ukrainian municipalities, where war has damaged trust. For instance,
Chernihiv could use a similar app to involve residents in prioritizing community space
reconstruction. The existing civil society and participatory elements of the Diia platform
provide a strong base for this initiative. The main challenge is transforming occasional con-
sultations into established laws and routines to ensure longevity beyond political cycles
(UN-Habitat, 2025).

3.2. Singapore: state-led engineering and efficiency

Singapore’s Smart Nation program is the archetype of a whole-of-government engi-
neering core. A central agency, GovTech, designs shared platforms, enforces secure base-
lines, and brokers interoperability across all public bodies (GovTech Singapore, 2025). A
key case study is the Smart Nation Sensor Platform, a nationwide network of sensors and
data-sharing gateways that provides real-time data for public agencies. This central infra-
structure enables services like predictive maintenance for elevators in public housing and
dynamic traffic light control to ease congestion, all managed through a common technical
backbone. While Ukraine is unlikely to replicate Singapore’s centralized political econo-
my, it can imitate its logic by creating a national centre of excellence — a ‘GovTech-lite’
model. This body could provide an ‘engineering spine’ for reconstruction by developing
national data standards, cybersecurity protocols, and reusable software components (e.g.,
a standardized module for utility payments) that municipalities can adopt. This would be
particularly valuable for smaller cities that lack specialized expertise, preventing them from
becoming dependent on single-vendor solutions. However, unlike Singapore, Ukraine
would need to ensure such a central body is subject to robust democratic oversight to fos-
ter, rather than stifle, local innovation.

3.3. Dubai: PPP-driven innovation with guardrails

Dubai’s evolution showcases the impressive speed and scale possible through a pub-
lic-private partnership (PPP) model in implementing advanced urban technologies
(Government of Dubai, 2015). A key example is the Smart Dubai Platform, developed
in partnership with IBM, which consolidates city data for public and private use, facili-
tating innovations like Al-powered traffic management and paperless services. The cru-
cial lesson for Ukraine is establishing a business-friendly environment with transparent
procurement processes. Dubai’s experience also highlights the risks of vendor lock-in if
contracts lack safeguards (March and Ribera-Fumaz, 2018). Rather than replicate Dubai’s
model, Ukraine could benefit from pursuing a ‘Dubai-with-guardrails’ approach, pro-
moting PPPs while ensuring contracts include provisions for open standards, municipal
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ownership of non-personal data, and auditing rights. This strategy will enable Ukraine to
harness private sector agility while protecting long-term public interests.

3.4. Lessons from post-conflict reconstruction

The experiences of cities recovering from armed conflict provide an essential filter for
these models, grounding them in the realities of social trauma, fragmented governance,
and urgent human needs. Sarajevo’s reconstruction in a complex multi-ethnic environ-
ment underscores the critical importance of inclusive governance. Initially plagued by un-
coordinated efforts from various international donors, the city’s recovery gained traction
only when local authorities and community groups were empowered to set priorities. The
lesson for Ukraine is that a top-down, purely technocratic approach to ‘smart’ rebuilding
will fail if it does not engage local communities, including displaced persons, in the plan-
ning process (Municipality of Sarajevo, 2025).

In Ukraine, adopting this policy can provide a low-risk foundation for using non-per-
sonal public data, such as mobility counts and environmental metrics, aligned with the
EU’s Open Data Directive. Beirut’s post-war reconstruction is a cautionary tale against
elite-centered redevelopment, as seen with the Solidere project, which created an exclusive
district disconnected from the broader city (Marot, 2018). For places like Mariupol, the
lesson is to avoid privatizing public spaces and ensure reconstruction includes affordable
housing and accessible services to prevent social inequalities. An equitable ‘smart’ city is
essential for true success.

Mosul’s recent recovery highlights the role of cultural restoration and community
involvement in healing a traumatized society. UNESCO’s initiative to ‘Revive the Spirit
of Mosul’ focused on rebuilding iconic landmarks with local artisans, reclaiming cultural
identity (UNESCO, 2020). Ukraine can adopt a similar ‘smart heritage” approach, using
digital tools like 3D scanning and virtual reality to document and reconstruct destroyed
cultural sites, and involving local I'T specialists and youth in these projects to build skills
and a sense of ownership (Clement, Ruysschaert and Crutzen, 2023).

3.5. Synthesizing a ‘Ukraine Blend’

Adopting a single global governance model is unsuitable for Ukraine due to its unique
context of post-conflict state-building, vibrant civil society, and European integration as-
pirations. Instead, a tailored governance structure called the ‘Ukraine Blend’ is needed,
which combines strengths from various global approaches.

To operationalize these insights, we constructed comparative governance profiles for
each archetype. Scores were assigned through a two-stage process: (1) authors’ structured
coding of documented governance practices from cited sources using explicit rubrics
(e.g., Seoul’s mVoting app and Democracy Seoul platform scored high on Participation;
Singapore’s GovTech-mandated interoperability standards scored high on Central
Engineering). The Ukraine Blend profile integrates expert-ranked priorities from Table 3
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rather than describing current implementation. Figure 1 visualizes these assessments. We
limited the comparison to five vectors for visual clarity because these dimensions emerged
as most salient in expert consultations.

Bseoul BSingapore BDubai B Ukraine Blend

Seoul

Citizen Participation

Security Governangé al Engineering Baselines

Data Openness>ontractual Discipline in PPPs

Citizen Participation

Security Governanc al Engineering Baselines

Data OpennessContractual Discipline in PPPs

Singapore

Citizen Participation

Security Govern ineering Baselines

Data Openness:ontractual Discipline in PPPs

Ukraine Blend

Citizen Participation

Security Goverpdnce CentrahEngineering Baselines

Data OpennessContractual Discipline in PPPs

Note: Scores reflect documented governance emphases (Seoul, Singapore, Dubai) and recommended priorities
(Ukraine Blend) on a 1-5 scale. See text for methodology. This is an analytical framework, not a performance ranking.

Figure 1: Comparative governance vectors and a proposed Ukraine Blend

Source: The authors

Scores assigned to each archetype (Seoul, Singapore, Dubai) along these five vectors
are based on a structured qualitative assessment framework detailed in Annex 2. The scor-
ing methodology employed a three-stage process: (1) systematic extraction of documented
governance practices from cited primary sources (e.g., official government reports, peer-re-
viewed case studies); (2) mapping of these practices onto five pre-defined governance di-
mensions using explicit operational criteria; and (3) independent cross-validation by both
authors, with discrepancies resolved through consensus discussion. For instance, Seoul’s
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high “Citizen Participation’ score (5/5) reflects documented institutionalized mechanisms
such as the mVoting app with legally binding outcomes and the Democracy Seoul platform
integrated into municipal decision-making processes (Seoul Metropolitan Government,
2025). Singapore’s ‘Central Engineering Baselines’ score (5/5) derives from GovTech’s
statutory mandate to enforce interoperability standards and manage shared platforms
across all public agencies (GovTech Singapore, 2025). The ‘Ukraine Blend’ profile rep-
resents normative recommendations synthesized from expert elicitation findings (Table 3)
rather than current implementation status. Full scoring rubrics and source documentation
are provided in Annex 2 to ensure methodological transparency and replicability.

4. Data governance and public-private partnerships: a core challenge

Policy stances (definitions used throughout): Open-data-first — default publication of
non-personal, non-sensitive municipal data in machine-readable formats with OpenAPI
access and clear reuse rights; Civic-data-rights — enforceable rights for residents to access,
correct, port, and contest data-driven decisions that materially affect them (GDPR-aligned
plus local grievance mechanisms); Proprietary-with-guardrails — allowance for vendor-op-
erated or closed components only where functionally necessary, with municipal owner-
ship of non-personal operational data, interoperability requirements, auditability, and
step-in rights.

Data governance is ‘at the heart of any future smart city’ (Kitchin, 2015). For Ukrainian
municipalities, choices about data architecture are not merely technical; they are funda-
mentally political. These choices will determine who benefits from the digital transfor-
mation, how accountability is maintained, and whether citizen rights are protected. We
can formalize three stylized models of data governance, each with distinct implications for
transparency, accountability, and innovation.

The proprietary platform model centralizes control under a single vendor by bun-
dling devices, connectivity, data storage, analytics, and dashboards into one contract. This
model appeals to Ukraine’s emergency context due to its speed and reduced coordination
needs. However, it poses risks such as a lack of transparency, vendor lock-in, and shifting
bargaining power from cities to vendors (Voorwinden, 2021).

Cities’ early experiences with proprietary traffic systems indicated that modifications
or integrations often required substantial vendor fees. While wartime urgency in Ukraine
may necessitate these proprietary solutions for critical services, they should be viewed as
temporary measures. Contractual safeguards, including data portability, escrowed source
code, and pre-agreed limits on data export costs, prevent vendors from wielding excessive
leverage when contracts expire (Lee, Han and Cho, 2025).

The civic-data-rights model expands on open-data-first by providing enforceable rights
to individuals and communities, enhancing transparency. It aligns with GDPR, DGA, and
Al Act obligations by granting citizens access to personal data, algorithmic explanations,
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and participation in data governance through intermediaries (Calzada, 2021). In rebuild-
ing efforts, the smart city concept focuses on resilience and inclusivity, enabling authorities
and citizens to co-create urban futures. This approach supports Ukrainian cities in tran-
sitioning from crisis to sustainable development (Dunayev, Gavkalova and Kud, 2023).
It may involve municipal data trusts for mobility data, co-governed by cities and citizens,
fostering legitimacy and public trust in a post-conflict society.

Ukrainian municipalities would benefit from a clear decision-making framework to
operationalize these choices. Figure 2 presents a proposed data governance decision flow
that city teams can use before any major technology deployment.

Screening Questions

Q1: Does the system process personal data or affect individual rights?
Q2: Does it generate valuable non-personal operational data?
Q3: Is there an emergency capacity gap?

Y

-
IFQ1=YES If Q2 = YES IfQ3=YES
Civic-Data-Rights Model Open-Data-First Model Proprietary-with-Guardrails
 Mandatory DFIA before:  Municipal ownership of A Time-limited emergency
deployment non-personal data procurement
/ Appoint Data Protection / Open AP for reaktime  Mandatory est sirategy &
Officer (DPO) access transition plan
./ GDPR-aligned processing  Machine readable formats  Data portability
agreements (JSON, CSV) requirements
« Citizen access/cormection + Publication on city open ' Escrowed source code &
rights data poral schemas
" Public oversight + Clear metadata and + Municipal audit & step-in
mechanism documentation rights
 Algorithmic Impact / Open license  Capped data export costs
Assessment (if Al) (eg. CCBY 40)
Contract Annex: Contract Annex- Contract Annex-
Rights & Ethics Annex, DatallF Annex.
Security Annex Interoperability Annex
J \ J

Note: Systems may require provisions from multiple models: for example, a smart traffic system triggers both Q1
(personal data) and Q2 (operational data), requiring both Civic-Data-Rights and Open-Data-First contractual annexes.

Figure 2: Data governance decision flow for municipal deployments

Source: The authors

The open-data-first model views non-personal municipal operational data as a public
good, with only essential privacy and security exceptions. This approach enhances trans-
parency, reduces vendor information imbalances, and fosters a local innovation ecosystem
where third-party developers can create new services (Barns, 2018; OECD, 2021). We op-
erationalise Open-data-first as a contractual default for non-personal operational datasets
(see Figure 2 and Section 3.4).
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4.1. The PPP dilemma: balancing innovation with public value

Public-private partnerships will be indispensable for financing and implementing
Ukraine’s smart city reconstruction. The scale of the need for capital and specialized
technological expertise far exceeds the current capacity of the Ukrainian public sector.
However, as the reviewers rightly suggest, it is crucial to move beyond a simple description
of PPPs and reflect on the deep implications of different governance choices. International
experience provides a rich, if cautionary, set of lessons on the recurring challenges of PPPs
in smart city projects: local context misfit, stakeholder complexity, and the difficulty of
building trust. Without robust governance, PPPs can lead to the privatization of public
value, the erosion of democratic accountability, and the creation of technologically-driven
inequalities.

Public value and accountability erosion are significant risks in public-private partner-
ships (PPPs). Cities cannot delegate their essential responsibilities to private companies,
especially when public functions involve human rights, like CCTV surveillance or social
housing algorithms. Such arrangements require adhering to public law norms.

To ensure accountability, contracts could stipulate that private operators comply with
GDPR-equivalent rules, publish performance and privacy incident reports, and undergo
independent audits by bodies like the Data Protection Authority. Accountability can be-
come blurred without these safeguards, leaving citizens with limited recourse for rights
violations.

The challenges and opportunities associated with data governance and PPPs are already
manifest in Ukraine. For instance, deploying city-wide video surveillance systems in sev-
eral Ukrainian cities, often under direct procurement or simplified PPPs, illustrates the
dual nature of smart infrastructure. The ‘Safe City’ program in Kyiv alone has installed
over 4,000 CCTV cameras with facial recognition capabilities. However, legal experts have
raised concerns about the compliance of such systems with GDPR-level data protection
standards (Avdieieva, 2025). While these systems contribute to public safety and law en-
forcement, particularly during wartime, their data governance frameworks often lack the
granularity and transparency required by contemporary privacy regulations.

A pertinent example is the rapid growth of e-governance platforms at the municipal lev-
el. Many cities use cloud-based solutions to streamline administrative processes and offer
services like online utility payments and permit applications. However, the adherence to
data sovereignty, cybersecurity protocols, and interoperability standards varies. Without
clear national guidelines, municipalities may inadvertently create data silos, which com-
plicate data exchange and analysis for urban planning. Furthermore, contracts often lack
clarity regarding the long-term ownership of anonymized data, potentially ceding valuable
public assets to private entities. This situation highlights the potential value of a compre-
hensive legal framework to guide these initiatives.

A disciplined, proactive approach to contract design is essential to manage these com-
plex risks. For DPIA scope and terminology, see Section 5.1.
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Table 2 proposes a detailed risk-allocation matrix for smart city PPPs in Ukraine. This
matrix is not merely a checklist but an analytical tool designed to force a clear allocation of

responsibilities and to embed mitigation mechanisms directly into legal agreements.

Table 2: Smart city PPP risk-allocation matrix for Ukraine

Risk factor Primary responsibility Mitigation mechanisms in contract
Dana O . Data/IP Annex: Explicitly declares all non-personal data a public as-
ata Ownershi
A P Public (City): set. It mandates real-time city access via open APIs and requires the
ccess
(Data collcted Owns non-personal data; acts publication of key datasets on the city’s open data portal. Specifies
ata collecte
by the system) as controller for personal data. ~ that the private partner is a ‘processor’ under GDPR terms, with strict
e system
yEhesy limitations on data use.
Interoperability Annex: Requires using specified open standards (e.g.,
Vendor Lock-In Public (City): OGC for geospatial data, TALQ for smart lighting). The vendor must
(Difficulty switching Ensures long-term provide the city with full system documentation and data schemas.
providers) market contestability. Exit & Transition Plan: Obligates the vendor to support a smooth
transition to a new provider for a defined period at a capped cost.
Security Annex: Mandates compliance with NIS2-aligned standards
Cvb tol Shared: (e.g., encryption, incident response). The private operator must re-
ersecuri
s Y e Lot Y. Private partner implements security; ~ portsignificant incidents within a specified timeframe (e.g;, 24 hours)
stem Integri
y gy public partner oversees and validates. ~to the city and the national CERT. The city reserves the right to con-
duct independent penetration tests and security audits.
Public City): Rights & Ethics Annex: Requires a r.nanc?atory, pre-deployment
. ) ) DPIA and, for AT systems, an Algorithmic Impact Assessment.
Privacy & Human Ultimate guarantor of rights. ) ) ) ) ) )
) ) . Establishes a public oversight mechanism, such as a city data ethics
Rights Compliance Private (Partner): ) ) ) ;
. ; committee. The city can suspend the contract for serious or persistent
Operational compliance. ) o
rights violations.
Tl Performance & SLA Annex: Defines clear Key Performance Indica-
inancial
Perf Risk Private (Partner): tors (KPIs) with financial penalties for non-compliance. Fixed-price
erformance Ris
(Cost Bears commercial or capped-cost models for deployment place the risk of cost overruns
ost overruns, . . . )
. ) lity) and operational risks. on the private partner. The city retains ‘step-in’ rights to take over
service quali

operations in case of critical failure.

Source: Authors’ design, adapted from global PPP guidelines (World Bank, 2020) and expert elicitation findings

This matrix adopts the ‘Dubai-with-guardrails’ approach, allowing Ukraine to utilize
private sector efficiency while protecting key public interests. By establishing non-ne-
gotiable contractual mechanisms for high-value procurements, municipalities can shift
power dynamics to ensure partnerships benefit the public good rather than just vendor
profits. This structured approach attracts reputable international firms who prefer clear
legal frameworks and predictable rules. Evidence from expert consultations indicates that
standardized contracts would boost investor confidence and enhance the resilience of
Ukraine’s urban infrastructure.
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5. Citizen-centric governance: from theory to practice

Rebuilding trust in government is as vital as rebuilding physical infrastructure in post-
war Ukraine. This imperative shifts the focus from purely technological solutions to the
institutional design of participation, inclusion, and rights protection. While the previous
sections established the legal and strategic frameworks, this section grounds the analysis
in the current realities of the Ukrainian public administration. To move from theory to
practice, we conducted a rapid expert elicitation with senior officials directly involved in
Ukraine’s digital reconstruction efforts. This empirical component provides a crucial ‘re-
ality check’, revealing key practitioners’ consensus, concerns, and priorities. The findings
not only validate the analytical framework of this paper but also offer a nuanced roadmap
for implementing citizen-centric governance on the ground.

5.1. Methodology of the expert elicitation

To capture informed judgment, we conducted a two-round rapid expert elicitation
from August to September 2025, using a mini-Delphi technique to synthesize expert opin-
ions and identify consensus. The panel included ten anonymized senior civil-service experts
from key Ukrainian institutions: the Ministry of Digital Transformation, the Ministry
of Economy, and the Government Office for European and Euro-Atlantic Integration.
Participants had active roles in municipal digitalization, urban PPPs, data protection, or
EU acquis alignment, ensuring deep practical knowledge of the subjects.

The elicitation was conducted online to accommodate senior officials’ schedules. In the
first round, participants completed a 16-question guide covering four themes: governance,
PPP and procurement, data governance, and citizen participation. The instrument included
seven-point Likert items, forced-ranking tasks, and open-ended questions. Plain-language
definitions were provided for technical terms like DPIA and civic-data-rights. Participants
reviewed anonymized medians and rationales from the first and second rounds and could
revise their judgments. This encouraged reflection and consensus-building. A 71.4% com-
pletion rate and detailed qualitative feedback highlighted participant engagement. All partic-
ipation was voluntary, based on informed consent, and conducted anonymously to ensure
candor, reflecting informed professional judgment rather than official positions.

Experts were purposively sampled based on (i) =5 years of domain experience (mu-
nicipal digital policy, data protection, PPPs), (ii) prior authorship of peer-reviewed or of-
ficial guidance, and (iii) absence of direct vendor contracting on the evaluated projects.
Consensus rule: items with IQR < 1 were considered consensus; stability was confirmed if
the median shift between rounds was < 1 Likert point.

5.2. Expert findings: a mandate for structured, rights-based governance

The expert elicitation revealed a striking consensus across ministries on the core princi-
ples guiding Ukraine’s smart city reconstruction. The findings strongly support the central
hypotheses of this paper, highlighting an urgent demand from within the government for a
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structured, EU-aligned framework that empowers local innovation within clear, rights-re-
specting guardrails.

There was unanimous agreement on the necessity of a foundational legal framework.
The proposition that ‘Ukraine needs a principle-based Smart City Act before large-scale
deployments’ moved from a Round 1 median score of 6 (on a 7-point scale) to a clear
consensus at 7 in Round 2 (IQR = 0). The urgency ranking of legal levers also stabilized
with high consensus (Kendall’s W = 0.74, p < 0.01), prioritizing the Smart City Act first,
followed by refinements to PPP and concession laws. As one expert from the Ministry
of Digital Transformation (E3) articulated, “The Act sets mandates and interoperability
guardrails — without it we risk fast but fragmented deployments’. This was echoed by a re-
spondent from the EU integration office (E9), who noted, ‘Front-loading a framework law
eases EU acquis alignment and reduces donor transaction costs’. Based on expert consen-
sus, we propose drafting and adopting a comprehensive Smart City Act as a foundational
legislative piece, ensuring it integrates EU digital acquis principles from its inception.

Data protection and privacy are crucial for building public trust. Experts recom-
mend mandatory Data Protection Impact Assessments (DPIAs) and oversight by Data
Protection Officers (DPOs) for municipal systems processing personal data, achieving
a median consensus score of 7. For non-personal urban data in public-private partner-
ships (PPPs), there is strong support for an ‘open by default’ policy (Kendall’s W = 0.79,
p <0.01). An expert (E1) noted, ‘Open when non-personal; controlled when risk is higher
— always with a DPIA and a public decision trail’. The evidence supports requiring DPIAs
for personal data and adopting ‘open by default’ principles for non-personal data to en-
hance transparency.

For PPPs, experts suggested a ‘Dubai-with-guardrails’ model, prioritizing open stan-
dards and interoperability to avoid vendor lock-in (Kendall’s W = 0.68, p < 0.01). An
expert (E7) warned against lock-in, stating that ‘escrow interfaces, open APIs, and step-
in rights are essential’. Our analysis suggests developing standardized PPP contracts that
mandate open standards, interoperability, municipal ownership of non-personal data, and
clear exit strategies to ensure public benefit.

Citizen participation and inclusion are vital for the legitimacy and sustainability of re-
construction efforts. While there was lower consensus on specific mechanisms (Kendall’s
W =0.56, p < 0.01), a strong demand emerged for a ‘National Inclusion Package’, rated
with a median score of 7. This package should include digital literacy programs, accessible
interfaces for all demographics, and formal public feedback channels. An expert from the
Government Office for European and Euro-Atlantic Integration (ES) stated, ‘Inclusion
is essential for democratic stability and EU accession. Our smart cities must reflect this’.
Drawing on expert consensus, we propose creating a ‘National Digital Inclusion Package’
that includes digital literacy initiatives, accessible design standards for smart city applica-
tions, and mechanisms for diverse citizen participation in planning and oversight. Table 3
summarizes the key quantitative findings from the expert elicitation.
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Table 3: Key findings from the expert elicitation on smart city governance

Round 1 Round 2 Round 2
Median (IQR) Median (IQR) Consensus (Kendall’s W)

Governance Lever

A. Legal Readiness

Need for a Smart City Act 6(1) 7(0) 0.74
B. PPP Safeguards

Mandate Open Standards in Contracts 6(1) 7(1) 0.68
C. Data Governance

Mandatory DPIAs for Personal Data 6(1) 7(1) N/A

‘Open by Default’ for Non-Personal Data N/A N/A 0.79
D. Citizen Inclusion

Need for a National Inclusion Package 6(1) 7(1) 0.56

Note: Likert items are scored on a 1-7 scale, where seven is ‘strongly agree’. A higher Kendall's W indicates stronger
consensus on rankings.

Source: The authors

Beyond governance structures, citizen acceptance requires demonstrable benefits.
International research emphasizes that smart city success depends not only on material
improvements (service efficiency, cost savings) but also on citizens’ ‘sense of gain’ — feel-
ings of fairness, inclusion, and empowerment. For Ukraine, procurement decisions must
balance rapid deployment with visible community benefits and transparent accountability
mechanisms. The quantitative results of the expert elicitation are visualized in Figure 3.

Median_Expert_Agreement_Score v

@ Block A: Governance & Legal Readiness
®- ® Block B: PPP & Procurement

@ Block C: Data Governance & Rights

® Block D: Inclusion & Participation

125 13

135 13
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Figure 3: Expert consensus on key governance priorities

Source: The authors
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Expert findings highlight the need for concrete actions to build citizen-centric smart
cities that protect human rights in the digital realm. This involves integrating a rights-based
approach throughout the technology lifecycle, from planning to oversight. Municipalities
should conduct mandatory Human Rights Impact Assessments (HRIAs) alongside Data
Protection Impact Assessments (DPIAs) for technologies that could impact privacy, free-
dom of expression, or non-discrimination, such as facial recognition and predictive polic-

ing systems.

6. Discussion and conclusion:
navigating the trade-offs of smart reconstruction

Ukraine’s urban reconstruction presents both a governance challenge and an oppor-
tunity to embed resilient, democratic principles into digital infrastructure. This analysis
reveals four critical trade-offs requiring principled navigation while providing empirical
validation for the study’s core hypotheses.

Validation of research hypotheses. The findings provide strong support for both re-
search hypotheses. Regarding H1, expert elicitation demonstrates overwhelming consen-
sus (Round 2 median = 7, IQR = 0) that Ukraine needs a comprehensive Smart City Act
before large-scale deployments. The current fragmented legal landscape — characterized by
outdated data protection laws (2010), absence of AI/IoT liability frameworks, and over-
lapping municipal mandates — undermines interoperability and citizen trust, validating the
hypothesis. Without a principle-based framework aligned with EU digital acquis (GDPR,
NIS2, DGA, Al Act), Ukraine risks perpetuating ad-hoc initiatives with limited scalability
and significant vendor lock-in. Regarding H2, the PPP risk-allocation matrix (Table 2) and
expert consensus on contractual safeguards confirm that poorly governed partnerships
erode public value through vendor lock-in, data ownership ambiguities, and accountabil-
ity gaps. However, the ‘Dubai-with-guardrails’ model — emphasizing mandatory interop-
erability (Kendall’s W = 0.68, p < 0.01), open-by-default non-personal data (Kendall’s
W =0.79, p < 0.01), and municipal ownership — demonstrates that well-structured PPPs
can accelerate reconstruction without compromising citizen rights. This validates H2: le-
gal safeguards on data ownership, transparency, and accountability are essential precondi-
tions for ethical smart city development.

Core trade-offs. Centralization vs. autonomy: A hybrid approach based on EU subsid-
farity — central standards (Smart City Act, ‘GovTech-lite’ agency), enabling local innova-
tion — resolves this tension. Speed vs. deliberation: Phased implementation allows rapid
infrastructure restoration parallel to deliberate governance development, preventing lock-
in while addressing urgent needs. Innovation vs. regulation: Outcome-focused GDPR/
NIS2-aligned rules with regulatory sandboxes enable innovation within rights-respecting
boundaries. Security vs. openness: Risk-based governance reconciles these: strict controls
for sensitive systems coexist with open-by-default non-personal data publication.
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Limitations. This study’s constraints include: expert elicitation (n = 10) providing in-
formed judgment rather than representative data; comparative analysis relying on second-
ary sources, limiting granularity; assumptions about continued EU integration; potential
for technology evolution to outpace proposed mechanisms; dependence on political will
and resources beyond analytical scope; and scoring methodology representing evaluative
assessments rather than empirical measurements. Future research should pursue longitudi-
nal pilot tracking, citizen surveys, cost-benefit analysis, comparative post-conflict studies,
and technical feasibility assessments.

Roadmap. We propose a sequenced implementation: 0-12 months — enact the
Smart City Act, establish the National Coordination Council, issue mandatory procure-
ment guidance; 12-24 months — create the GovTech-lite centre, launch 2-3 city pilots;
24-36 months - refine legislation, amend PPP laws, invest in capacity-building and digi-
tal literacy. The sustainable path combines enforceable Civic-data-rights, Open-data-first
defaults, and Proprietary-with-guardrails discipline. This framework attracts investment
through clear rules, protects citizens by embedding rights from inception, and sustains
innovation by preventing vendor lock-in. Ukraine’s reconstruction will define whether
smart cities serve democratic values or undermine them. The choice is not speed versus
safeguards — it is building enduring systems or replicating failures requiring costly future
dismantlement.
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