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Abstract 

This study concerns personal identification  
based on electrocardiogram (ECG) and photo-
plethysmogram (PPG) signals. We manufac-
tured a bio-signal measurement system that can 
simultaneously measure ECG and PPG signals, 
using which three channels of ECG signal and 
one channel of PPG signal were acquired from 
the right-hand index finger of a total of 33 sub-
sets for 3 minutes. Lead-I signal of the 
three-channel ECG signal and the one-channel 
PPG signal were selected for recognition. For 
each subject, 160 heartbeats were automatically  
separated from the acquired bio-signals, and a total 
of 21 features, comprising 15 ECG features, 4 
ECG-related PPG features, and 2 features con-
cerning PPG only, were extracted from each  
heartbeat. Letting the 21 features form a single 
data point, heartbeat features of each subset were 
used as the training data for a support vector 
machine (SVM) classifier, with the number of 
data points being adjusted from 10 to 80, and the 
data points (80 – 150) other than the training  
data were used as the testing data, in order to 
investigate the recognition performance indices. 
As a result, the proposed algorithm showed high 
recognition performance of 99.28% accuracy, 
0.88% FRR, 0.85% FAR, 99.28% sensitivity, 
and 99.31% specificity, when there are 80 
training data points. Moreover, even when there 
are 10 training data points, the proposed algo-
rithm showed the performance of 92.77% ac-
curacy, 7.23% FRR, 6.29% FAR, 92.77% sen-
sitivity, and 93.21% specificity, which can be 
evaluated as an extremely high recognition 
performance considering that there was a total of 
4,950 testing data points. 

Keywords: biometric, pattern recognition, per-
sonal identification 

1. Introduction 

Following the rapid recent advances in in-
formation technology (IT), the demand for bi-
ometric recognition technology is increasing for 
the purpose of information security and the 
prevention of privacy invasion. Fingerprints, iris, 
facial features, dorsal metacarpal veins of the 
hand, or gait, which are the intrinsic features of 
human body, are used as the main elements of 
existing recognition systems. Biological features 
for b iometric recognition can  be selected the 
characteristics that have almost no variation with  
time, or reflect slow variation with time.  This  
study introduces a multimodal biometric system 
and algorithm based on electrocardiogram (ECG) 
and photoplethysmogram(PPG) signals. It  is  
known that there are around 80,000 – 100,000 
contractions in a healthy heart in o rder to  circu-
late the blood in at ria to the vessels of the entire 
body, within 0.1% cases of which exh ibit  ab-
normal ECG waveforms. Moreover, ECG s ig-
nals are known to be regular and convenient for 
pattern classification compared to other 
bio-signals. PPG signals are bio-signals that are 
linked with ECG signals, and also represent the 
state of b lood vessels of the subject with heart  
contraction. Furthermore, while ECG and PPG 
waveforms of an indiv idual subject vary slightly 
at each time, these signals have the characteris-
tics of unchanging overall pattern. The first 
study on recognition systems based on 
bio-signals was introduced by Lena Biel [1] in  
2001, followed  by few researchers around the 
world. John M. Irvine [2] showed the effec-
tiveness of ECG for personal identification even 
when the heart is in a stressed state (excitement  
or exercise). In addition, T. W. Shen [3], Steven 
A. Israel [4], Konstantinos N. and Plataniotis[5] 
introduced personal identification algorithms based 
on ECG. The proposed algorithm is based on the 
detection of feature points from ECG and PPG 
signals obtained simultaneously, and a total of 
21 features are automatically ext racted, includ-
ing 15 features from the ECG heartbeat signals 
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separated from the overall ECG signal, and 6 
features from PPG signal, in order to promote 
the real-t ime operation of the recognition algo-
rithm. The proposed algorithm adopts down 
slope trace waveform (DSTW) method [6], 
which shows high peak detection rate, for the 
detection of P, Q, R, S, and T points of the ECG 
signal. For pattern recognition, one-against-one 
support vector machine (SVM) algorithm was 
used, which shows excellent recognition results 
in various fields, and is capable of multi-class 
classification. 

2. Method 

2.1. Bio-Signal Measurement System 

While the previous ECG recognition and 
disease detection algorithms can be assessed in 
terms of validity by using existing public data-
base files such as MIT ECG database for veri-
fication, there is no public database that includes 
a simultaneous measurement of PPG s ignals 
linked with ECG signals. Therefore, the hard-
ware for simultaneous measurement of ECG and  
PPG signals was manufactured for the acquis i-
tion of b io-signals for the recognition algorithm 
in this study. 

 
Fig. 1 ECG and PPG measurement system 

blockdiagram 

Fig. 1 shows the block diagram and the 
photograph of the manufactured ECG and PPG 
measurement system hardware. ECG was 
measured in three channels (LA-RA, LL-LA, 
and RA-LL) based on the Willem Einthoven 
triangle method. Moreover, low-pass filters and 
high-pass filters with cutoff frequencies of 
0.16Hz and 160Hz, respectively, were implemented 
in hardware, with the total amplification gain  of 
the ECG signal being 1500, as shown in (a-b) 
and (a-c) of Fig. 1. For PPG measurement, the 

output signal from the filter and the original 
signal were d ifferentially amplified by imple-
menting a high-pass filter with cutoff frequency 
of 0.1 Hz in o rder to prevent the saturation due to 
the DC offset from the light output during am-
plification, as shown in the PPG measurement  
hardware in Fig. 1. Moreover, a  band-pass filter 
with cutoff frequencies of 0.1Hz and 8Hz was 
designed and implemented. Fig. 2 shows an 
actual measured signal being displayed and 
stored on PC. 

 
Fig. 2 Measurement software 

2.2. Peak Detection from ECG and PPG Signals 

through DSTW 

 
Fig. 3 DSTW peak detection method[6] 

Peaks are detected from the ECG signal by  
generating DSTW, as shown in Fig. 3, in order 
to firstly detect the R peaks  in ECG, which are 
convenient to detect [6]. After the R peak is  
detected as shown in Fig. 4, Q, S, P, T, and end  
of T are sequentially detected in accordance with  
a given detection rule (Eqs. 1- 5). 

 
Fig. 4 Results from the detection of Fiducial 

Points from ECG Signal (P, Q, R, S, T, 
TE) (Subject 4) 
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Fig. 5 Results from the detection of PPG Peaks 

(Onset, Peak) (Subject 4) 

The points to be detected from the PPG 
signal were selected to be the onset points, 
which are the initial points, and PPG peaks. 
Onset peaks are used to detect the fiducial points 
in accordance with g iven ru les (Eq. 6), after the 
PPG peak has been detected as shown in Fig. 5. 

   Q k Index( [ ]),   
min

Arg X n for  R k 30 n R(k)    (1) 

   S k Index( [ ]),   
min

Arg X n for    R k n R k 30    (2) 

    P k Index( ),   
max

Arg X n for  Q k 60 n Q(k)    (3) 

    T k Index( ),   
max

Arg X n for    S k n S k 100    (4) 

    k Index( ),  
end min

T Arg X n for    T k n T k 50    (5) 

    Onset k Index( ),   
min

Arg P n for    k 100 n k
peak peak

PPG PPG    (6) 

where k denotes the indices of each peak from 
one to M (1≤k≤M), and n denotes the indices of 
the sampled data for X(n) and P(n). The actual 
data were sampled at 250 Hz, and n=1 implies 4 
ms 〖 (T〗 _s=1/F_s ) 

2.3. Feature Extraction 

As shown in Fig. 6, the features for b io-
metric recognition can be extracted by detecting 
the six types of ECG peaks and the two types of 
PPG peaks. For this algorithm, a total of 21 
features were established by extracting 15 types 
of ECG features, 3 types of PPG features, and 3 
types of features relating to both ECG and PPG.  

2.4. Support Vector Machine for classification 

SVM is a new genre of learning systems for 
pattern recognition, devised by Corters and  
Vapnik [7]. While SVM did not receive much  
attention initially, it is recently being used in 
various fields including bio informatics, charac-
ter recognition, handwriting recognition, facial 
recognition, and object recognition, and is 
widely used for supervised pattern recognition 
owing to its excellent performance. 

 
Fig. 6 Extraction of 21 features from ECG and 

PPG peak detection 

The train ing and classificat ion algorithm for the 
proposed algorithm was based on one-against-one 
multi-class SVM algorithm, which is not af-
fected by the curse of dimensionality. 160 peaks  
were detected (P, Q, R, S, T, and Tend) from the 
ECG signals simultaneously acquired from each  
of the 33 test subjects, and, likewise, 160 peaks  
(Onset, and PPGpeak ) were detected from the 
PPG signals, forming a set of 21 features for 
each peak. From each of the 34 dataset files, the 
first (10-80) features were used as the training 
data, and the other (140 – 80) features were used 
as the testing data. Moreover, we examined the 
difference in recognition  rate between  the case 
where only  ECG features are considered, and the 
case where both ECG and PPG features are 
considered. 

3. Results and Discussion 

3.1. Testing method 

For the experiment, the testing data were not 
provided with any informat ion for recognition, 
and the average and standard deviation of the 
performance evaluation elements were investi-
gated, such as accuracy, sensitivity, specificity, 
false reject ion rate (FRR), and false acceptance 
rate (FAR) of the result with varying number of 
training data points. The formulae for FRR and  
FAR are shown in Eqs. 13 and 14, respectively. 
For biometric recognition systems, it is common 
to measure the equal error rate (ERR) perfor-
mance index, which is where FRR and FAR 
coincide, and this was achieved by analyzing the 
FRR and FAR, and the resulting ERR and re-
ceiver operating characteristic (ROC) curve 
while increasing the threshold value fo r the 
distance measurement algorithm for the decision 
of recognition from a lower value to a higher 
value [14]. 
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FRR =
𝑁𝑤

𝑁𝑡

× 100  (7) 

FAR =
Tr−Tn
Tr

× 100 (8) 

where Nw is number of wrong recognition, Nt is  
number of testing data for target subject, Tr is 
total recognition number for taget subject, Tn is 
testing data number. 

Moreover, the sensitivity and specificity of 
the proposed algorithm were investigated using 
the true positives (TP), the false positives (FP), 
and the false negatives (FN). For a biometric 
recognition algorithm, TP, FP, and FN are de-
fined as follow: 

 TP (true positive): Number of accu-
rately recognized test subjects.  

 FP (false positive): Number of falsely rec-
ognized test subjects. (The number of 
data points classified  as the subject in  
question – TP) 

 FN (false negative): The number of 
subject data points that should have been 
recognized, however, were not recog-
nized.   (The number of testing data 
points from each subject -TP) 

Sensitivity and specificity are defined by Eqs. 
9 and 10 below, respectively.  

Sensitivity =
TP

TP+ FN
× 100 (9) 

Specificity =
TP

TP+ FP
× 100 (10) 

3.2 Testing Result 

Table 1 Recognition Performance Indices with both ECG and PPG signals used  
PPG and ECG Features analysis and multi class classifier 

Training Number 10 20 30 40 50 60 70 80 

Accuracy (%) AVR 92 95 96 97 97 98 99 99 
STD 10 9.0 5.7 4.8 2.6 2.0 1.6 1.6 

FRR (%) AVR 7.2 4.7 3.1 2.4 2.6 1.2 0.8 0.8 

STD 10 9.0 5.7 4.8 2.6 2.0 1.5 1.6 

FAR (%) AVR 6.7 4.3 2.8 2.3 2.3 1.1 0.8 0.8 
STD 7.8 6.8 4.9 3.6 2.8 2.0 1.3 1.5 

Sensitivity (%) AVR 93 95. 96 97 98 98 99 99 
STD 10 9.0 5.7 4.8 2.6 2.0 1.6 1.6 

Specificity (%) AVR 93 95 97 97 98 98 99 99 
STD 7.8 6.8 4.9 3.6 2.8 2.0 1.4 1.5 

 

  
Fig. 7 ROC curve with varying training data size  

(15 ECG features used only) 
Fig. 8 ROC curve with varying training data size 

(21 ECG and PPG features used) 

Fig. 7 shows the performance indices of 
recognition using a mult i-class SVM classifier 
with 15 ECG features detected from the actual 
measurement data from 33 test subjects. 89.92% 

accuracy, 10.08% FRR, 9.79% FAR, 89.92% 
s ens it iv ity , and  90. 21% s pecific ity  were  
observed when the classifier is trained with 80 
heartbeat data obtained from the ECG s ignals 
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from each subject. This result corresponds to the 
recognit ion  with  respect  to  2,640 tes t ing 
heartbeat data from a total of 33 ECG signals. 
The proposed algorithm was tested based on a 
total of 21 feature points, by adding the 6 PPG 
feature points measured simultaneously from the 
same subject to the 15 ECG feature points. 
Recognition performance indices, which are 
shown in Table 1, d isplayed the results of 
99.28% accuracy, 0.88% FRR, 0.85% FAR, 
99.28% sensitivity, and 99.31% specificity. This  
is the performance when 80 training data points 
from the ECG and PPG signals measured from 
33 test subjects are used, and 2,970 testing data 
points were used overall.  

Moreover, as shown in Tab le 1 and Fig. 8, 
the accuracy index shows the high performance 
of 92.7% even when 10 training data points are 
applied out of the 160 heartbeat data from each  
subject (4,950 testing heartbeat data). The result 
of the above test is better than or equal to the 
performance o f  the e xis t ing  common  
recognit ion  s ys tems , and  the recognit ion  
performance is observed to be extremely  higher 
compared to the previous test. Therefore, it can  
be deduced that the consideration of the features 
of two types of signals for the design of b io-
metric recognition systems leads to a higher 
recognition performance than when a single type 
of signal is used. 

4. Conclusions 

This paper concerns the implementation of a 
multi-modal biometric recognition system and 
algorithm, wherein ECG and PPG signals were 
used for the recognition. Since there is no pre-
vious database where ECG and PPG signals are 
linked, a biometric system that is capable of 
actual ECG and  PP G meas urements  was 
manufactured, and three channels of ECG signal 
and one channel of PPG signal were acquired  
from a total of 33 subjects for 3 minutes. Lead-I 
signal of the three channels of ECG signals only 
and the 1-channel PPG signal were selected for 
recognition. With the ECG signals acquired  
from each  sub ject , 160 heartbeats  were 
separated and 15 ECG features were ext racted 
from each heartbeat. Moreover, 4 PPG features 
related to ECG and 2 features of PPG only were 
selected, so that a total of 21 features were used 
for the recognition. The recognition performance 
indices of the proposed biometric recognition  
system were investigated by adjusting the 

number of train ing heartbeat data between 10 
and 80. The performance indices of the recog-
nition based on ECG features only were found to 
be 89.92% accuracy, 10.08% FRR, 9.79% FAR, 
89.92% sensitivity, and 90.21% s pecificity .  
Furthermore, the perfor mance indices of the 
recognition combining PPG were found to be 
99.28% accuracy, 0.88% FRR, 0.85% FAR, 
99.28% sensitivity, and 99.31% specificity, 
when there are 80 heartbeat data for training, 
which indicate an ext remely high recognition  
performance. Therefore, it can be deduced that 
the use of the features of a combination of more 
than two bio-signals can lead to a higher recog-
nition performance than the use of a single 
bio-signal. Moreover, the recognition system 
based on the combination of the two  signals 
exhibits the performance of 92.77% accuracy, 
7.23% FRR, 6.29% FAR, 92.77% sensitivity, 
and 93.21% specificity, even when 10 heartbeat 
data are used for training, which can be viewed  
as an extremely high recognition performance, 
considering that there were 4,950 testing heart-
beat data.    
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