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1. Introduction 

During the last decade, the Internet, particularly online news service and social media networks, 
have been the dominant information-sharing channels. In social media's large groups, they share 
similar interest forms networks that create mutual trust among the network members. information 
coming from a network member is accepted and propagated by the group members without much 
criticism. Such a free environment to make the users vulnerable and express their opinions also reveals 
some personal data. Third parties may collect such personal information, process it, and use it for their 
purposes. Advertising agencies and political parties are willing to use personal information to 
convince or convert individuals [1].  

Social media networks create an ever-increasing array of functionalities for users to connect to 
make the most convenient forms of communication [2]. Facebook is one of the most popular social 
media platforms, with over 300 million registered users [3]. There are some benefits of using 
Facebook. First, Facebook was created to facilitate the exchange of knowledge among teenagers [4]. 
Second, Facebook is often used as a teaching and learning tool in the classroom [5]. There are 7,6 
billion people on Earth, and 4,2 billion uses the Internet, which means that more than half of all 
Internet users are on Facebook, or to be more exact, 1/3 of the world population is on Facebook [6]. 

From Facebook, users can also show their identity freely for others to know more about them. 
However, regarding showing personal information in detail, cybercriminals will easily retrieve and 
misuse users' information data if users do not maintain the privacy of personal information. 
Cybercriminals have more opportunities to carry out their illicit activity with the exponential rise of 
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 Nowadays, we live when technological developments have developed rapidly, 
especially in the communications and information sector. One of the triggers is 
social media, including Facebook. In 2010, there were around 24 million 
Facebook users in Indonesia. In building social relationships, of course, personal 
information is needed from someone. The same is the case when using social 
media. When you want to create a Facebook account, users will be asked to 
provide various personal data. This functions so that users can recognize one 
another. Besides that, it can also help Facebook in securing user accounts. But 
by sharing personal data will undoubtedly pose a risk of being misused. Apart 
from data leaks due to Facebook's shortcomings, this is also inseparable from 
users' negligence in safeguarding their data. This research explores the 
unawareness of Facebook users in protecting their data. This research will show 
the consequences of a lack of attention in maintaining personal data and show 
how to protect personal data to increase the awareness of Facebook users in 
safeguarding their data.  
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online social networking sites [7]. Hence the freedom of expressing an opinion and spreading 
information may be misused to propagate rumors, gossip, and misleading or false information. The 
question, whether such interventions affect public opinion or not is still an open debate. An 
information system such as TV, newspaper, blogs on the evolution of public opinion is studied.  

While it is fun to share information on Facebook, it also necessitates a great deal of protection and 
privacy [8]. Also, the analysis of the frequency of interaction is considered. It is also shown that to 
use/support some concepts which are valuable or very sensitive for the society, such as religion, 
nationality, cultural issues, collective beliefs, can also make a profit for politicians and even the ideas 
adopted by the minority of the society can be supported by the majority, after such a process. Although 
social studies still do not have clear evidence on the influence of such misleading information flow on 
social preferences, false news propagation is faster and broader than the spread of true news due to 
the attractiveness of the false news. 

Like the previous incident related to the scandal on Facebook, one of Facebook's largest-ever data 
leaks is the data analytics firm that partnered with Donald Trump's election team and the victorious 
Brexit campaign gathered millions of US voter profiles and used them to create a powerful software 
program to forecast and manipulate voting decisions. 

2. Misuse of User Data: A literature Review 

2.1. Facebook 

With the advancement of technology and the proliferation of content, Facebook has become a 
popular social networking platform across many people. In 2010, Indonesia had approximately 24 
million Facebook users, accounting for 10% of the country's total population. Facebook has evolved 
into a modern platform for self-presentation [9]. 

Users' motivations for using Facebook, privacy settings and self-disclosure, and satisfaction with 
Facebook's ability to fulfill their motivating needs are all critical factors [10]. In Indonesia, teenagers 
are among the most active users of social media. The initial impetus for them to become so involved 
on social media is to attract publicity, elicit input, and show their profile. However, they grow addicted 
to social media consumption in the long run. They can't keep away from social media events. Also, 
users did not consider the implications of their daily actions until they were reminded of their 
information's public audience, such as receiving unwelcome messages from strangers [11]. While 
social media has a positive side to be consumed in general, excessive use of social media has a 
detrimental effect. A significant number of studies have shown that teenagers' excessive use of social 
media leads to an uptick in self-concept incongruence when the true self and the ideal self are too far 
apart [12]. People who used social media to satisfy their social needs and affection were more likely 
to use Facebook. 

Because of this influence, teens rapidly post personal information on social media networks 
without fully comprehending any risk involved [13]. A development that is undoubtedly fueled by the 
advancement of the channels they use and shifting social norms. In terms of type and purpose, a typical 
teen's MySpace profile in 2006 was very distinct from the 2006 edition of Facebook and the Facebook 
profiles that have become a staple of adolescent life today [14]. 

Constantly disseminating personal data, it has become unconcerned with privacy. According to a 
study conducted by University of Iowa researchers, some third-party Facebook applications could be 
misusing their users' records. The study found that specific applications could be using their users' 
data for malware, malware, and targeted ads without their permission [15].  

They believe Facebook to be a secure computing network, but this is not always the case. For 
example, hackers can create fake accounts or clone user accounts to steal personal users' data[13]. 

Also, the revelations that organizations collected user data for targeted ads, especially political 
advertising, with apparent success culminated in a decade of apparent indifference to data privacy at 
Facebook. Although Cambridge Analytica, the political consultancy and strategic communication 
company behind the pro-Brexit Leave EU movement, is the most well-known perpetrator, some 
organizations have most likely used similar strategies to gather personal data from Facebook users, 
including Donald Trump's 2016 presidential campaign [16].  
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Part of the problem is that, in 2011, Facebook told the Federal Trade Commission (FTC) in the 
United States that it would not exchange user data without their express permission [17]. Facebook 
CEO Mark Zuckerberg has since maintained that he first heard of CA from a December 2015 Guardian 
report breaking the news that Ted Cruz's presidential campaign was using psychological evidence 
focused on studies involving tens of millions of Facebook members, largely without their knowledge 
[18]. 

It is common knowledge that Facebook is not the most wholesome brand in social media. The 
company's downward spiral can be traced in part to the Cambridge Analytica fiasco. User data are 
manipulated by a particular party to influence elections in the United States at the time [19]. Therefore, 
another explanation that privacy standards aimed at social media sites are sometimes mistaken is that 
it is unlikely for the social media business to violate your privacy in the social media sense. However, 
social media network administrators are not specifically liable for privacy invasions caused by users. 
Current regulations that were structured to shield Internet service providers provide them with broad 
exemptions from contributory liability. 

2.2. Use of Privacy Settings 

The most often used privacy security techniques were excluding personal information, private 
email addresses, and changing the default privacy settings [20]. However, there are several ways to 
protect user privacy data. Although they do not guarantee it is protected, it can minimize misuse of 
Facebook user data. If users aren't on Facebook, Facebook can still gather a lot of information about 
the Facebook user. Hundreds of thousands of apps, websites, and other services submit reams of data 
on what Facebook users are doing on the Internet to the firm. Facebook maintains a copy of the data 
and will continue to use it for analytics reports and detailed success measurements for the competition. 

It's also essential to protect the user's Facebook location. Facebook user's phone location services 
settings power the most reliable source of location data on Facebook. If a user disables their location 
access in the Facebook app, the information available to the company would be less precise. 

Users of iPhones will go through their phone's Settings, Privacy, Location Services, and then 
Facebook. Then choose between "When Using the App" and "Never." Go to the Location section of 
their phone's settings for Android phones and press App access to location and Facebook. Then choose 
between "Allow only when using the app" and "Deny." These directions can differ somewhat 
depending on the type of phone that Facebook users have. Look for a Permissions menu on older 
phones. 

The Facebook Login feature allows you to sign in to other websites and applications quickly and 
easily. However, as previously said, Facebook gains access to a little more of your personal 
information in return. It will also allow organizations that offer outside services access to account 
information, such as the name, profile, email address, and other information ordinarily available to 
the public. On a computer, a Facebook user can go to Settings and Privacy on the down arrow in the 
top right of the Facebook home, then Apps and Websites, Active, click the box next to the app's name, 
then Remove. 

Using two-factor authentication is a good idea to secure Facebook user login operation and 
database. This is especially important if a user ever used the same password for several accounts or a 
Facebook user has a bad habit of using weak passwords. When users enable two-factor authentication 
in their Facebook settings, the organization will give them a verification code by text or app to prove 
their identity. When users enable two-factor authentication in Facebook's settings, the company will 
provide users a verification code via text or app to validate their identity when they log in from an 
unknown location, smartphone, or browser. Users can take advantage of some of the privacy rules 
available on Facebook and reduce activities that show or display detailed user personal data. 

3. Method 

The research approach used in this writing is juridical-normative research. It is a scientific 
procedure to find truth based on scientific logic from the normative side, whose object is the law itself. 
The study is focused on identifying and studying the norms or norms in a positive direction.  

The use of this type of juridical-normative research in this study can be seen from two aspects, 
namely from the juridical and normative aspects where this research tries to examine the juridical 
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review of the abuse of personal data on social media. Meanwhile, it is trying to analyze the problems 
in the rules or norms from the normative aspect. 

Based on the type, the type of data used in this study is quantitative data. The data were obtained 
from the data collection techniques used during the research process. Based on the source, this study 
uses primary data. The data was obtained from the data collection techniques used during the research 
process. The data collection technique used in this quantitative research is data collection using a 
questionnaire (questionnaire). The questionnaire (questionnaire) is a data collection technique carried 
out by giving questions or written statements to respondents to be answered. 

Data analysis was carried out by interpreting the data that had been collected. In its use consists of 
several stages. The first is data reduction. Data reduction is made by summarizing, selecting the main 
things, and focusing on essential things that support the success of the research. The second stage is 
the presentation of the data; in this stage, the researcher compiles a collection of information so that 
it is possible to conclude. The last stage is completing; in this stage, the researcher concludes the 
findings in descriptions or descriptions based on data that has gone through the analysis process. 

Review analysis in this research uses a questionnaire or survey used as a research sample that 
represents the population determined by the author. The difference between people and sample is that 
the population is the entire population, while the sample represents it. In this research, review analysis 
is being used to see what testing has been conducted and what approaches have been suggested to 
solve a problem. 

4. Results and Discussion 

The Facebook user sample survey was split into demographic profile and awareness to protect 
personal data. 

4.1. Demographic Profile 

The first section aims to collect demographic profile data from participants since there are so many 
Facebook users that only some data can be sampled. 

 

Fig. 1.  Gender 

Fig. 1 shows the frequency of Facebook use obtained from 28 respondents for questions about 
gender that Facebook users are mostly male with a percentage of 54%. The remaining 46% are 
women. However, based on this comparison, there is no significant difference between male Facebook 
users and female Facebook users, shows that using social media in Indonesia, especially Facebook is 
not related to gender. Both men and women all using Facebook simultaneously means that negligence 
in securing personal data does not necessarily occur because someone is male or female. Therefore, 
the objectives of this study will not be related to the gender of the user. All have the same opportunity 
to be negligent in safeguarding their data, not as male Facebook users or female Facebook users, but 
as Facebook users. Thus, negligence in protecting personal data occurs due to the lack of awareness 
of Facebook users regardless of gender. 
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Fig. 2. Age 

Fig. 2 shows the frequency of Facebook use obtained from the results of questions from 28 
respondents about age, that most Facebook users are 18 to 25 years old with a percentage of 89%. 
Other Facebook users, namely those under 18 years old, are 3%, 26 to 30 years old there is 4%, 31 to 
40 years old there is 4%, the remaining 0% are Facebook users who are over 40 years old. Based on 
this comparison, it appears that there is a big difference between the number of Facebook users of all 
ages. Adolescents, especially those between 18 and 25 years, are the most significant Facebook users 
among Facebook users of other generations. This shows that using social media in Indonesia, 
especially Facebook, is reasonably related to age. Therefore, the target of this research is Facebook 
users whom teenagers dominate. Negligence in securing personal data may be related to the awareness 
of teenagers using Facebook. All Facebook users may have an equal chance of neglecting to safeguard 
their data. However, people of other ages will not be able to ignore maintaining personal data because 
previously, they did not use social media, especially Facebook. Thus, negligence in safeguarding 
personal data occurs due to the lack of awareness of Facebook users, which may be related to a 
person's age. 

 

Fig. 3. Profession 

Fig. 3 shows the frequency of Facebook use obtained from the results of questions from 28 
respondents about the profession, that most Facebook users are students with a percentage of 89%. 
11% of other Facebook users are workers, 0% are housewives, the remaining 3% are Facebook users 
who are students with part-time jobs. Based on this comparison, it appears that there is a significant 
difference between the number of Facebook users by profession. Students are the most influential 
Facebook users among Facebook users of other occupations, shows that using social media in 
Indonesia, especially Facebook, is reasonably related to the profession. Therefore, the target of this 
study is Facebook users whom students dominate. Negligence in securing personal data may be 
associated with the awareness of students using Facebook. All Facebook users may have the same 
opportunity to bypass their data security. However, people of different professions will not have the 
chance to neglect their data because they previously did not use social media, especially Facebook. 
Thus, negligence in safeguarding personal data occurs due to the lack of awareness of Facebook users 
related to one's profession. 

4.2. Awareness to Protect Personal  

Table 1 aims attempts to shows the value of how many Facebook users have used strategies to 
protect their data. We asked the respondents fifteen questions regarding this topic: Do you read 
Facebook's privacy policy? Do you use a VPN every time you use Facebook? Do you show your 
location? Have you used the setting and privacy features of Facebook? The content of your Facebook 
account is? , etc. All of the questions can be seen in Table 1. 
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Table.1 Shows the general use of Facebook user 

Question Answer Quantity Mean Median Modus Varian 

Do you read Facebook's privacy 

policy? 

Yes 12 

15,3333 14 B 17,3333 Read a little 20 

No 14 

Total 46     

Do you show or write the information 

of your details on Facebook publicly? 

Yes 3 

20 27 B 240,3333 Some little 32 

Never 27 

Total 62     

Do you use a VPN every time you use 

Facebook? 

Always 0 

9,33333 1 C 234,3333 Some 1 

No 27 

Total 29     

Do you show your location? 

Always 6 

13,66667 17 C 44,3333 Sometime 18 

Never 17 

Total 41     

Do you click on the links or ads on 
your Facebook timeline? 

Always 24 

26 12 B 1424 
Often 80 

Rarely 0 

Never 0 

Total 104     

Do you use security strategies to 

protect your data on Facebook? 

 

Always 32 

18,25 17,5 A 121,5833 
Often 21 

Rarely 14 

Never 6 

Total 105     

Have you used the setting and privacy 

features of Facebook 

 

Always 39 

19,333 11 A 292 Sometime 8 

Never 11 

Total 54     

The content of your Facebook account 
is  

Safe 15 

17 15 B 67 
With 

restriction 
26 

Public 10 

Total 51     

You track the log of your Facebook 
profile activity : 

Once a week 0 

10 11 D 75 

1 – 2 times a 
month 

6 

Once a 

month 
16 

Never 18 

Total 40     

You monitor, or customize, your new 

section : 

 

Once a week 1 

21,75 7 D 1154,25 1 – 2 times a 

month 
1 
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Question Answer Quantity Mean Median Modus Varian 
Once a 

month 
13 

Never 72 

Total 99     

Do you connect your Facebook 

account to other social media 

accounts? 

Always 2 

19 9 B 559 Sometime 46 

Never 9 

Total 57     

Are you worried if other people on 

Facebook don't know about your 

situation? 
 

Always 0 

9,75 9,5 D 66,91 
Often 9 

Rarely 10 

Never 20 

Total 39     

Do you connect your Facebook 
account to other social media 

accounts? 

Almost all 4 

17,333 16 B 197,333 Some 32 

No 16 

Total 60     

Do you log into a website using your 

Facebook account? 

Always 1 

21,5 14 C 664,333 

Often 4 

Rarely 57 

Never 24 

Total 86 

Log into Facebook using Two-Factor 

Authentication. 

Yes 16 
18 18 B 8 

No 20 

Total 36     

 

Table 1 shows that if the total value of each question is calculated to an average value of 60.6. It 
suggests that most Facebook users still do not comprehend the necessity of safeguarding data privacy 
on their Facebook accounts to avoid misuse of Facebook user data, as seen in the Table 1. As a result, 
they have not fully protected their personal information. The second section attempts to shows the 
value of how many Facebook users have used strategies to protect their data. 

 

Fig. 4.  Facebook User Awereness' Privacy Policy' 

Fig. 4 shows that 14% of Facebook user read the Privacy Policy of Facebook, 36% read a little, 
and 50% do not read. Most Facebook users do not read the Privacy Policy of Facebook, but some have 
read it briefly. Reading the privacy policy on Facebook is very important to read and must be 
considered before using it on Facebook because there are several provisions such as providing an 
understanding of the extent to which user data is protected and Cookies policy. 
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Fig. 5.  Facebook User Awereness' Personal Details Information' 

Fig. 5 shows that 11% of Facebook users show or write their personal detail information publicly, 
57% sometimes, and 32% never do. Most Facebook users show or report personal details information 
on Facebook publicly. Not all user information data must be shown on social media, especially 
Facebook. We recommend that users continue to sort out which information data is allowed to be 
delivered, which cannot be directed to the Facebook account publicly. 

 

Fig. 6.  Facebook User Awereness' Use a VPN' 

Fig. 6 shows that 0% of the Facebook user always use a VPN every time log in Facebook, 6% 
sometimes, and 94% never do. Most Facebook users never use a VPN to log in to Facebook. The use 
of a VPN has several benefits: it encrypts users 'internet traffic, keeps users' online activities from 
surveillance, and allows users to browse in privacy. This can maintain user privacy every time they 
access Facebook using a VPN. Although this is not sure to protect, it can prevent user privacy surveys 
every time they access Facebook using a VPN.  

 

Fig. 7. Facebook User Awereness' Shown Location' 

Fig. 7 shows that 9% of the Facebook user always shown their location, 41% sometimes, and 50% 
Never do. Facebook users showed their place, but most have it for a while. Maintaining location 
information is very important because it prevents other people from monitoring user activity. 
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Fig. 8. Facebook User Awereness' Link or Ads' 

Fig. 8 shows that 29% of the Facebook user always click on links or ads on Facebook timeline, 
71% often, 0% rarely, and 0% never do. The Facebook users always click on the links or ads on 
Facebook timelines, but most have it often. Most Facebook users have already clicked on a link or ads 
from their home page. It is advisable to never click on links or ads from the home page because it 
prevents information data theft through the links or ads. 

  

Fig. 9. Facebook User Awereness' Security Strategies' 

Fig. 9 shows that 29% of the Facebook user always use security strategies to protect their data on 
Facebook, 25% often, 25% rarely, and 21% never do. The diagram above shows that many people 
have used strategies to protect their data. Because personal data protection is not a minor issue, it is 
better to protect users' data, such as securing accounts, not displaying detailed personal information, 
monitoring login activities, etc. 

  

Fig. 10. Facebook User Awereness' Setting and Privacy Features' 

Fig. 10 shows that 47% of the Facebook user continuously use the setting and privacy features, 
14% sometimes, and 39% never have. Some Facebook users used the setting and privacy features, but 
some others never use them. Users must take advantage of existing security systems and settings in 
Facebook's features to protect their data. 
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Fig. 11. Facebook User Awereness' Content' 

Fig. 11 shows that 18% of the Facebook user safe their Facebook content, 46% with restriction, 
and 36% public. Most Facebook user save their Facebook content. Content on Facebook accounts for 
users is better not shown to the public but safely or with restriction. This is to prevent the theft of 
personal information from users. 

 

Fig. 12. Facebook User Awereness' Track' 

Fig. 12 shows that 0% of the Facebook user track their profile activity, 7% track for 1 or 2 times a 
month, 29% once a month, and 64% Never do. Most Facebook users never track their profile activity. 
This indicates that 64% or most Facebook users do not monitor their login profile account activity. 
This is very important if to prevent misuse of personal data because users monitoring login profile 
activities can prevent cybercriminals from trying to log in using user accounts. 

 

Fig. 13. Facebook User Awereness' New Section' 

Fig. 13 shows that 3% of the Facebook user monitor or customize their new section, 4% do it 1 or 
2 times a month, 29% one a month, and 64% never do. The most Facebook user never monitor or 
customize their new section. Most of the users did not have to watch and are not customizing their 
new page. It is recommended that users always observe and adjust their page to prevent showing their 
data on their Facebook account. 
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Fig. 14. Facebook User Awareness 'Accept Anyone' 

Fig. 14 shows that 10% of the Facebook user accept anyone when someone adds them as a friend 
on Facebook, 10% sometimes, and 80% never do. Most Facebook users never take when someone 
adds them as a friend on Facebook. When a stranger or an unknown person adds a user to their friend 
on Facebook, it is better not to accept it because it prevents them from tracking activity or user 
accounts through friends unless they have set the security of their personal information to protect their 
data.  

  

Fig. 15. Facebook User Awareness 'Worried' 

Fig. 15 shows that 0% of the Facebook user always worried if other users do not know about their 
situation, 11% often, 18% rarely, and 71% never concerned. Most Facebook users never worried if 
other users do not know about their situation. This is pretty good because not everyone should know 
what users are doing. Moreover, to show obvious information on what the user is doing now. 

  

Fig. 16. Facebook User Awereness' Connect to Others' 

Fig. 16 shows that 14% of the Facebook user connect their Facebook account to almost all of their 
social media accounts, 57% to some social media accounts, and never do. It is better to log in to other 
social media. It is better not to use a Facebook account because it prevents theft of personal data 
through JavaScript trackers or the like. 
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Fig. 17. Facebook User Awereness' Log In Using Facebook' 

Fig. 17 shows that 4% of the Facebook user always log into a website with their Facebook account, 
7% often, 68% rarely, and 21% never do. Like not using Facebook to log in to other social media, 
websites are also not recommended to log in using a Facebook account because it prevents data theft 
from happening through the website. 

  

Fig. 18. Facebook User Awereness' Two-Factor Authentication' 

Fig. 18 shows that 29% of Facebook users log in with Two-Factor Authentication, and 71% never 
log in. Most Facebook users never log in with Two-Factor Authentication. It can be seen from these 
data that most Facebook users do not use Two-Factor Authentication to log in to their Facebook 
account. Two-Factor authentication can provide double security for social media accounts, especially 
Facebook. This does not guarantee that personal data will not be stolen, but at least when someone 
else tries to enter the user's Facebook account before verifying the code employing a phone number. 

5. Conclusion 

Based on the results of our research, it is known that personal data or personal information is 
personally identifiable data based on such information regarding specific individuals. Personal data is 
misused for the personal and political interests of particular individuals. One of the media with the 
most significant number of users and holds various users' Information is Facebook. Unfortunately, 
many users are not careful in protecting their data. 64.3% of Facebook users do not monitor login 
activity on their accounts, and 71.4% of Facebook users do not use Two-Factor Authentication to log 
in. 

Facebook must protect the personal data of its users as stated in the Privacy Policy, and Facebook 
has also agreed to the Statement of Rights and Responsibilities. However, this only applies if the user's 
data occurs between the user and Facebook. If the problem occurs between the user and fellow users, 
then Facebook is not responsible. Therefore, users need to be more careful in safeguarding their data 
and not underestimating the misuse of personal data. Users also need to pay attention to data 
provisions and policies from media and social networks before agreeing to and providing personal 
data. Users can take advantage of both the security facilities provided by Facebook and trusted 
facilities from outside Facebook to protect their data. However, it would be better if social network 
users do not have to share all personal data. Share what is necessary for the social network by knowing 
the purpose for which the data is requested. 
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