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It is well known that electronic bank whose development speed is so quick represents the future direction of
bank industry. Although electronic bank can bring some convenient ways to us, it makes us have to face some
realistic problems. In this paper, two aspects are demonstrated as follows: firstly, an improved fuzzy-AHP
method is proposed. In real case, it is difficult to provide exact assessments by people. Therefore, triangular
membership method is developed to improve acquirement of weights of each risk factor to avoid some
qualitative methods such as expert scoring. Then, combining of the characteristic of risk assessment
framework of bank information system, the proposed fuzzy-AHP method is applied to obtain weights of each
risk factor of bank information system from 2011 to 2013 and further obtain the risk index of each risk factor.
Secondly, based on this risk index and using classification properties of support vector machine to predict the
risk. Finally, the experiment demonstrates the validity and applicability of the proposed method.

1. Introduction

Clearly, electronic bank whose development speed is so quick represents the future direction of bank industry.
Although electronic bank can bring some convenient ways to us, it makes us face some realistic problems. For
example, what can we do to guarantee the safety of account information and transaction information? With the
development of electronic bank, the most concerned problem is the safety of electronic bank system. Many
studies have been done in this field.

In general, identity theft represents the illegality activity that individual simulates others without agreement in
order to acquire specific benefits or avoid obligation and responsibility, which will damage others benefits
including individuals, group or country (Shu and Chen, 2009). To date, some experts suggest it is needed to
increase input in the topic that how to prevent identity theft (Sharp et al., 2004). Based on trust model, Tan et
al. (2003) and Dong et al., (2008) analyzed the existing studies of security of electronic bank in China,
developed several solutions to deal with security identity framework of electronic bank and further compared
these solutions. According to the real demand of enterprise’s application system, Keith (2006) and Jon and
Sriganesh (2008) proposed the relationship between individual characteristics and the possibility of identity
theft. Feng et al., (2008) and Chen (2006) summarized general rules and characteristics of transaction
behavior of electronic business and further constructed a model related to money laundering and anti-money
laundering. With the high standard under the environment of electronic payment, Cao (2006) demonstrated
the definition of electronic transaction protocol and elliptical curve cryptography. Kahn (2008) and Thomas
(2009) proposed a model to guarantee the essential information of allocation credit.

The security protocol of electronic payment has been attracted much attentions (Wang et al., 2007; Xu ei al.,
2008; Kim et al., 2002). Kungpisdan (2004) proposed a dynamic protocol of electronic payment to guarantee
the security of wireless network. Pella (2008) and Pennathur (2013) developed that the development of
electronic bank increases the competition in the inter-bank. However, drastic competition may affect the
benefits of electronic bank. Cunningham (2005) and Keldon (2006) built a model to identify effect of
technology cost, risk premium and new technology on the selection of new technology by consumers.

In this paper, a improved AHP is proposed. In real case, it is difficult to provide exact assessment by people.
Therefore, triangular membership method is developed to improve acquirement of weights of each risk factor
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to avoid some qualitative methods such as expert scoring. Then, combining of the characteristic of risk
assessment framework of bank information system, the proposed fuzzy-AHP method is applied to obtain
weights of each risk factor of bank information system from 2011 to 2013 and further obtain the risk index of
each risk factor. Based on this risk index and using classification properties of support vector machine to
predict the risk. Finally, the experiment demonstrates the validity and applicability of the proposed method.

2. Some Basic Concepts

Membership function is demonstrated as follows:
Definition 1. Suppose fuzzy object X is the set of object x, then the fuzzy set A in X can be represented in the

following:

A={((x, F,()|xe X} (1

Then fA(X) can be named as membership function of A.

The popular used membership function includes triangular function, trapezoidal function and Gaussian
function. Hereinto, triangular degree function is determined by three parameters which are supposed as {m, n,
h}. This triangular degree function can be represented as:

0 X<m
N (x—m)/(n—-m) m<x<n

h(x) = H(x,m,n,h) => (h—-m)/(h—n) n<x<h

)

0 h<x
Trapezoidal membership function is determined by {m, n, h, g}, which can be showed as
0 X<m
(x—m)/(n-m) m<x<n
h(x) =H(x,m,n,h,q) =><1 n<x<h 3)
(h—-m)/(h-n) h<x<1
0 q< X

Gaussian membership function can be showed as

h(x) = H (x,m, §) = g ¥20<m/92 )

3. Triangular Fuzzy AHP Method

Given a triangular fuzzy judgment matrix A= (5” )nxn where

a; :(Iij,mj,uij):éf:(]/uji,]/mji,jl/lji), i=1...,n and i # |, the process of this method is

showed in the following.
Step 1, each row of judgment matrix is added.

n n n n
RS :ijlaii :(Zj:llij ’Zj:lmj ’Zj:luj’) ()
Step 2, arithmetic average of row vector is calculated to obtain the synthesized value of the i, element.
n n n
_ RS _ Zj:llij Zj:lmj j:luii
- n - n n ) n n ! n n
Zj:l RSJ Zk:le:lukj Zk:lzl':lmq‘ Zk:le:lukJ

Step 3, the possibility degree between two fuzzy numbers is defined as follows.

,i=1...,n (6)

S
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V(M12|\/|2)=l.lemz

l,—u @)
V(IVI12M2)=hgt(MlﬁM2)=ﬂM1(d)= S |
(m,—t,)—(m—1,)
where d is the point of intersection between M1 and M in axis of x- demonstrated in Figure 1.
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Figure 1 Triangular fuzzy numbers

4. The Determination of Weights

The first layer of index framework called the risk of bank information system is divided into five indexes in the
second layer including technical risk of electronic bank denoted as w4, operation risk of electronic bank
denoted as wy, internal risk of electronic bank denoted as ws, legal risk of electronic bank denoted as w4 and
other risk of electronic bank denoted as ws. Each risk in the second layer can be divided into two indexes in
the third layer containing reputation risk, liquidity risk, operation risk, price risk, compliance risk, interest risk,
exchange rate risk, transaction risk, legal risk and strategic risk. Because of the limitation of the content, we
only provide the computation method of the risk weigh in the second layer, and others are the same.

The judgment matrix is demonstrated as

[1.000 1.327 1583 1.871 2114]
0.831 1.000 1.318 1.619 1.916
B=0.618 0.719 1.000 1.344 1.627
0.672 0.658 0.769 1.000 1.358

10.444 0571 0.637 0.782 1.000 |

Suppose that ﬂmax is the maximal eigenvector and W is corresponding eigenvector of ﬂmax. It can be

obtained that A =5.0023 and

W = (W, W, W, W, W) = (0.6217,0.5218,0.4133,0.3514,0.2637) . Then, the eigenvector is

normalized. Suppose Wi(j) is the i sub-vector of the j layer index, where j =1, 2, 3;i=1, 2, 3, 4, 5.

Based on the normalization, Wi(” =W ZWi (1=12,31=12,34,5) . The eigenvector corresponding
=

to the maximal eigenvector W = (W, , W,, W,, W,, W) = (0.5972,0.5016, 0.4216, 0.3543,0.2975) is

brought into to obtain a new weight

W = (WP, W Wi w w) = (0.2862,0.2402,0.1903,0.1618,0.1214) .

vector
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After obtaining this new weight vector, consistency check is implemented. Cl is the index of consistency check
o~

n-1

index framework is 5, so n = 5. Then, 4, = 5.0081and N =5 are brought into the equation to acquire

Am—N_5.0023-5

and the order of the judgment matrix is n. Cl is showed as Cl = . The order of the second layer of

that Cl = =0.0013.
n-1 5-1
Meanwhile, Rl is average random consistent index. As N =5, we can obtain that Rl =1.12.
Cl  0.0013
Then, based on Cl and RI, it can be acquired that CR= ﬁ = W =0.0012<0.1. Because

CR=0.0012< 0.1, consistency check is done.

5. Prediction by Support Vector Machine

The ideal of SVR is demonstrated as follows. Firstly, suppose X& R" and ye R, where R" denotes

output space. Then, through nonlinear transformation, input space of x can be mapped into a high dimensional
feature space. Finally, in this space, linear function can be used to fit the sample data and guarantee to obtain
good generalization ability.

Step 1. In feature space, linear estimation function is defined as

y=f(xo)=a"¢(x)+b (8)

Step 2. For nonlinear regression problem, non-negative relaxation variables f and f* are introduced to
solve the optimization problem which can be showed as

N
min_ o +C- > (§ +&) ©
i=1

Y —w-¢(x)-b< e+
st {-y +w-@(x)+b<e+& i=12,-,N (10)
£>0¢& >0C>0

where penalty factor C>0isa preset constant. The more the value of C is, the more the penalty degree is.

Step 3. Based on Eq. (11) and through selecting component @, in open interval (O, C) , bias term b can be
obtained as

N

b=y, -2 (& —a)K(x,%)-¢ (1)
i=1

Step 4. Finally, the nonlinear regression function in high dimension space is developed as

Y= () =wg(x) +b=>" (& ~a)K(x,%) +b (12

i=1

In Eq(13), K(X,X) = (#(X)-@(X)) is the kernel function, ¢#(X) and @(X ) are the image of mapping of
the points x and x; in sample space.

6. Simulation Experiment

Membership degree is brought into assessment matrix to achieve intelligent operating instead of man-made.
Using the method which adds degree of safety of assessment range can avoid the problems in assessment
range in original fuzzy comprehensive evaluation which is too absolute. The assessment range of each
element in the proposed method is more suitable for real cases and overcome the drawback of the existing
methods.
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Combining with the weight W determined by the mentioned triangular fuzzy method, we define the
assessment set is V ={V,,V,,V,,V,,V;}={90,80,70,60,50} . Then, it can be obtained the value or

score of risk index from multiplying weights with assessment set of the second layer of index framework.
Using support vector machine, we can predict the risk of bank information system during the first half year in
2014 (14A), the second half year in 2014 (14B) and the first half year in 2015 (15A). 14A1. 14B1 and 15B1
denotes the real risk index during the first half year in 2014, the second half year in 2014 and the first half year
in 2015, respectively. The comparison result is demonstrated in Figure 2.

95 1144
90 1441
85 ‘ "14B
i §14B1
80 -
"15A
T 1™

1 2 3 45 6 7 8 9 10 "4l

Figure 2: The prediction results
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Figure 3: The forecast comparison chart

Figure 2 shows the changeable of 10 elements of risk index during 2014-2015. Hereinto, the whole is in the
trend of increasing and prediction value is response to real value. It is demonstrated that the different result
calculated by grey prediction method (GM) and neural network method (ANN) in Figure 3. Clearly, the
prediction result is satisfied. To sum up, risk index of financial industry is related to modern technology in
those years, especially operation risk of system and internal control risk.

7. Conclusions

Firstly, combining of the characteristic of risk assessment framework of bank information system, the
proposed fuzzy-AHP method is applied to obtain weights of each risk factor of bank information system from
2011 to 2013 and further obtain the risk index of each risk factor. Secondly, based on this risk index and using
classification properties of support vector machine to predict the risk. Finally, the experiment demonstrates the
validity and applicability of the proposed method and the proposed method can promote the development of
business in the internet bank.
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