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TABLE I. COMPARISON OF EXISTING METHODS IN SPOOF DETECTION 

Method Attack Nature Feature Training/Testing Protocol Matching/Classifier 

[11] Print spoof 
Statistical features of local and 

global eye regions 
ATVS-Fir: 400 training and 1200 testing Neural networks 

[7] Contact lens Modified LBP IIIT-D: Weka classifier 

[14] Contact lens LBP features 
300 fake+6000 live irises for training and 300 fake + 

4000 live irises for testing 
AdaBoost classifier 

[13] Contact lens Iris textons and Haralick features CASIA and Bath: Equal train and test samples SVM classifier 

[19] Contact lens Scale invariant descriptors 
IIIT-D Vista & IIIT-D Cogent: equal number of training 

and testing samples 
SVM classifier 

[16] Print spoof Entropy with LBP and WP ATVS-Fir and CASIA-Iris syn databases -- 

[10] Print spoof 
Quality related measures and 

SFFS algorithm 
200 real images for training and 1400 testing Quadratic classifier 

Proposed 
Contact lens 

and print spoof 
SGLDM, GLRLM features and 

contourlet features 
ATVS-Fir: 500 real for training and 1100 for testing SVM classifier 

 

III. DATASET PARTITION 

The datasets’ description is given in the Table II. Since 
there are unequal numbers of samples for left and right irises in 
the IIIT-D databases, we considered 5 samples/each class for 
the experiment. In ATVS-Fir database 500 samples are used 
for training and the rest 1100 (300 real + 800 fake) samples are 
used for testing. The eye image and gradient of the eye image 
are initially subdivided into blocks sized 80×80 which then 
form a total of 48 subimages. Feature vectors made up of 
statistical features defined in section II (B & C) of SGLDM and 
GLRLM of subimages are extracted. The size of the textural 
features will be 1056 (11 features/subimage × 48 subimages × 
2 images). Contourlet decomposition of the iris template 
generates 20 subimages. The number of frequency domain 
features is 220 (11 features × 20 wedges). The final feature 
vector size is 1276 (1056+220). Those fake print attacked 
images in ATVS-Fir database which fail the segmentation step, 
will not have contourlet features but contain only the global 
textural features. At the end of each feature vector the class 
name is appended facilitating the supervised learning. 

TABLE II. DATABASE DETAILS 

Database 
Parameter| IIIT_D Vista 

IIIT-D 
Cogent 

ATVS-FIr 

Subjects 101 101 50 

Categories 
Textured lens 

Soft lens 
Normal 

textured lens 
Soft lens 
Normal 

Fake 
Real 

Samples/Subject 
Left iris=5 

Right iris=5 
Left iris =5 
Right iris=5 

Left iris=8 
Right iris=8 

Classes 606 606 200 
Total samples 3030 3030 1600 
Eye image size 640×480 640×480 640×480 
Train samples 3/class 3/class 5/class (real) 

Test samples 2/class 2/class 
3/class (real) 

+ all fake 
 

The classification of iris feature vectors is carried out using 
osusvm package available at [20]. The multiclass SVMs 
operated in one-against-all approach are tuned with linear 
support vector classifier kernel. SVMs are trained and tested at 
train sample:test sample ratio of 3:2 for IIITD databases. The 
classification of normal, soft lens and textured lens iris images 
in IIIT-D Vista and Cogent databases is conducted separately 

as well as mixed. The left and right irises are considered as 
separate classes in all databases. The train:test sample ratio is 
5:3 for ATVS-Fir real database. In this database 500 real iris 
samples are taken for training and the remaining 1100 (real + 
fake) samples are considered for testing. 

IV. RESULTS AND DISCUSSION 

The experiments are conducted on a PC with Pentium i5, 
2.67GHz processor and 4GB RAM in MATLAB 11.0 
environment. The evaluation of the proposed method is done 
on ATVS-FIr, IIIT-D Vista and IIIT-D Cogent databases. The 
performance of the proposed method is appraised in terms of 
correct classification rate (CCR) and compared with existing 
methods in Table III. The method proposed in [7], obtained 
76.83% and 65.03%. The method described in [19] obtained 
89.78% and 83.88% and the proposed method achieved better 
CCR of 95.63% and 88.83% on IIITD-Vista and IIITD-Cogent 
databases respectively. On ATVS-Fir database the proposed 
method achieved 100% CCR which is same with [10] and 
Waleed and Hanna in [16] but better than Chun in [11] which 
obtained 99.75%. The CCR is less when only either textural or 
contourlet features are considered but significantly improved 
when both features are combined. For mixed IIITD database, 
SVMs are trained with normal and soft lens iris and tested with 
all three types including textured lens irises. The obtained 
results are given in Table IV. 

TABLE III. %CRR COMPARISON OF PROPOSED AND EXISTING 
METHODS 

Database Method CRR (%) 

ATVS-Fir 
[8] 

[11] 99.75 
[16] 100 
[10] 100 

Proposed 100 

IIITD-Vista 
[9] 

Lens* N-N T-T S-S Avg**

[19] 87.77 98.59 82.99 89.78 
[7] 62.10 92.95 75.44 76.83 

Proposed 97.64 98.85 90.40 95.63 

IIITD-Cogent 
[9] 

Lens* N-N T-T S-S Avg**

[19] 79.80 95.54 76.29 83.88 
[7] 65.99 80.81 48.31 65.03 

Proposed 85.50 96.75 84.24 88.83 
Note*: N-Normal, S-Soft lens and T-Textured  lens. Avg**: Average 
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TABLE IV. PERFORMANCE COMPARISON OF DIFFERENT FEATURES 
IN % CCR 

Database Lens 
SGLDM 

&GLRLM 
Contourlet 
Features 

Feature 
Fusion 

ATVS-Fir [8] -- 98.40 99.25 100 

IIITD-Vista [9] 

N-N 94.68 96.56 97.64 
T-T 93.65 95.35 98.85 
S-S 86.24 87.80 90.40 

Mixed* 84.52 86.23 89.46 

IIITD-Cogent [9] 

N-N 80.40 82.78 85.50 
T-T 90.24 93.45 96.75 
S-S 79.98 81.25 84.24 

Mixed* 78.54 80.82 82.66 
Note: Mixed* is trained with normal and soft lens and tested with all 3 types 

TABLE V. COMPUTATION TIME FOR EACH BLOCK 

Parameter Computation time (s) of all databases* 

Image size 640×480 
Gradient 0.12 
SGLDM 0.105 
GLRLM 0.11 

Preprocessing  0.68 
Normalization 0.15 

Contourlet features  0.26 
Authentication 0.012 

Total time 1.437 
All databases*: ATVS-Fir, IIITD-Vista and IIITD-Cogent 

V. CONCLUSIONS 

The method proposed in this paper identifies iris images 
with soft or textured lens and detects print attacks. The set of 
features consists of optimized textural and frequency domain 
descriptors. The print spoof images which fail the segmentation 
step have their contourlet features null. Hence the detection of 
print attacks is easy during classification. Hence the CCR is 
100% for ATVS-Fir database. There is not much difference 
between normal and soft lens irises. So the classification rate is 
high with IIITD databases also. The proposed method is well 
suited for print spoof as well as lens images.  
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