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Abstract

Different Database management systems (DBMS) were developed and introduced to store
and manipulate data. Microsoft SQL (MSSQL) Server one of the most popular relational
DBMS used for large databases. With the increasing use of databases, intentional and
unintentional accidents on databases are increasing dramatically. Therefore, there is a great
need to develop database forensic investigation (DBFI) tools and models. The temporal table
is a new feature introduced with MSSQL server 2012 for track changes, database audit, data
loss protection, and data recovery. In addition, the extended events another new feature
introduced with MSSQL server 2008 for database performance troubleshooting. This study
focused on DBFI in the MSSQL server using temporal tables and extended events artifacts.
The experiment is conducted and the results have presented the use of the temporal tables
and extended events artifacts in analyzing and determining the internal unauthorized
modification on the database.

Keywords: SQL Server, database forensic, forensic investigation, database management
system.

1 Introduction

MSSQL Server is a relational DBMS. Microsoft in 1998 developed the first version
of the MSSQL server, which is version 7.0. Microsoft continues in developing newer
versions in the MSSQL server until the last version today which is the MSSQL server
2019 [1].

In the MSSQL server, there are two main types of databases, system databases that

are used for SQL server operations. The second type is the user’s databases, which are
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created by the users for their needs and business [1]. Each database in MSSQL Server
mainly consists of two types of files. A transaction log file that is stores information about
the transactions executed on the database. Each time the data modified, the transaction
log information is used to undo or redo the changes, so the transaction log also used in
the database recovery after the failure occurred [2]. The other file is the data file, which
is used to store the data [2].

MSSQL Server consists of several services, which are database engine, agent,
MSSQL server browser, and MSSQL server full-text search. Also, the MSSQL server
provided other services called business intelligence services which are used for database
analysis, these services are MSSQL server integration service, MSSQL server reporting
service, and MSSQL server analysis service [3].

Since the stable and reliable MSSQL server 2019 is an improved version of the
previous versions, the new version includes all the previous version's features in addition
to a set of new features related to performance, security, availability, and big data [4].
The MSSQL server 2019 new features include intelligent query processing, which
improves the query optimizer behavior, as a result, the performance will improve [4].
Accelerated database recovery (ADR) is another new feature, by adding this feature; the
time required for the database recovery process has been greatly reduced [1].
AlwaysEncrypted with secure enclaves feature, by this feature, administrators are not
allowed to access the decryption keys, while the transparent column encryption is allowed
[1]. This feature enables MSSQL Server to encrypt part of the memory to perform
computations on encrypted fields without exposing the unencrypted values to the rest of
the operations [1]. To achieve this goal, secure enclave technology is used [5]. The other
feature is memory-optimized tempdb metadata, in this feature; improvements have been
made to the tempdb code by improving access to RAM so that metadata can rely
completely on memory. Thus, the so-called bottleneck problem that large data is exposed
to when using a large amount of tempdb is bypassed [5].

In recent decades, the use of databases has increased dramatically. The
computerization of businesses and services and the use of applications in the daily lives
of individuals have greatly increased the need for databases [6]. With this expansion in

the use of databases, the need to improve security and privacy protection means increases
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dramatically, especially with the increase in security problems and security incidents that
affect data confidentiality and users' privacy [6]. Because of the increase in security
incidents on databases, there has become a great need for DBFI to identify digital
evidence and perpetrators and improve information security [6].
MSSQL server one of the top ten relational DBMS due to the database engines
ranking due to the popularity in 2020 as shown in Fig. 1 [7].
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Figure 1. Database Ranking Score in Dec 2020 [7]

A new feature introduced in the MSSQL server named a temporal table. This feature
was introduced with ANSI SQL 2011 [8]. Temporal Table started as a new feature with
the MSSQL server 2016. Temporal tables are introduced for track changes, audit
purposes, data loss protection, and data recovery in case of intentional or unintentional
changes [9]. Another new feature that was developed in the MSSQL Server to help
database developers troubleshoot performance issues during and after the development of
the databases is the Extended events feature. This feature was first launched with MSSQL
Server 2008 and then it was improved in MSSQL Server 2012 [10].

With the high popularity and wide use of the MSSQL server. Therefore, DBFI in
the MSSQL server is highly important to determine the artifacts that can be extracted
from the MSSQL server's new versions with its new features, especially in security

features.
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This study will focus on the DBFI in MSSQL server 2019 to determine the new

artifacts according to the temporal table and extended events features.

2 Literature review

Database forensics is one of the branches of digital forensics [11]. DBFI is based
on examining and retrieving the contents of databases and analyzing metadata to identify
digital evidence related to incidents that the databases are exposed to [12]. Because of the
wide use and spread of digital data and the heavy reliance on databases, DBFI has become
necessary to investigate accidents affecting databases [11]. As well as in other
cybercrimes, where the digital forensic investigation in many cases includes extracting
digital evidence from the databases of systems and applications related to the committed
cybercrime [11].

To perform DBFI, many tools are used to extract databases and their metadata for
analysis and investigation [13]. Some of the features of these tools are the ability to clone
a hard drive, compare files, and encrypt them. These tools also work to recover deleted
or damaged data [14]. In addition to the ability to recover lost or deleted database
components such as tables, views, keys, and stored procedures [13].

While the DBFI includes the identification, collection, preservation, reconstruction,
analysis, and reporting of the investigation results and findings. However, the multiplicity
and diversity of DBMS such as Oracle, MSSQL Server, and PostgreSQL, etc. made it
difficult to have a specific model for DBFI. Several DBFI models were designed based
on specific accidents that some types of databases were exposed to [11].

Where the DBFI aims to find the digital evidence in the database, different forensic
investigation models were conducted [15]. Some of these models analyzed transactions
and journal logs. While other models worked to recover deleted data, among these, the
models that rely on transaction logs to recover data. While other models depend on the
analysis of the database engine to bypass the problem of deleting records for the
antiforensic, overwriting, or changing them every period [15].

The engine-based method for data recovery is based on raw-level data analysis.

This method is often used in small DBMS such as SQL.ite, where the internal structure of
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the databases must be understood for the investigator to use this method [15]. Thus, to
use the forensic investigation method based on database engine analysis on large DBMS
such as MSSQL server, it is necessary to understand the internal structure of the database
engine and its storage [15].

In MSSQL server DBFI different artifacts can be collected and analyzed such as
transaction logs files, Data files, SQL server logs, database schemas [15]. While the log
file can be deleted or modified, so the investigator may need to analyze the data file. To
Analyze the data file, the investigator needs to understand how is the MSSQL Server
storage engine stores the raw data and the internal structure of the data file [11].

The data file in MSSQL Server consists of a set of pages. A page consists of a
header, a data row, and a row offset array as shown in Fig. 2. The page size is 8192 bytes,
of which 96 bytes are reserved for the header. The page metadata is stored in the first 64
bytes of the header and the rest of the header space is filled with 0x00. While record data
in the tables stored in the data row, if the record size more than 8060 bytes the SQL server
stores the record in multiple pages. The record location in the page is stored in the row
offset array [15].

While DBMS record data changes in transaction logs and record information about
transactions in audit logs such as what changed, when the changes were made, and who
made the change. However, this data may not be sufficient for some systems such as
financial systems that sometimes need to access a snapshot of the data at a certain time
[2]. To solve this problem, temporal tables are defined by ANSI SQL 2011 to meet these
requirements. Temporal tables are designed to keep a complete record of data changes
and are easy to analyze on time. There are two types of temporal tables. The first type is
system-versioned temporal tables, these tables keep a history of data changes based on
the time changes occurred in the system [3]. Thus, system-versioned temporal tables
provide a snapshot of the data that was on the system at a specific time. The second type
is application-versioned temporal tables that provide data that is valid from a business

point of view [3].
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Figure 2. Page Structure [15]

Extended events feature was launched in MSSQL Server to collect as much data as
needed to help database administrators or developers troubleshoot and identify database
performance problems [16]. This feature was released with MSSQL Server 2008 and later
versions. In MSSQL Server 2008 this feature was introduced without a GUI, so
developers had to write large and complex queries to get the required data [5]. This feature
has been further developed in MSSQL server 2012 and later to enable the user to set it up
through the GUI and to give greater choices of data that can be collected to identify
performance problems and to be used for troubleshooting by developers [5]. The extended
events performance monitoring system is lightweight so it uses minimal performance
resources. Extended events sessions can be created or modified, and the collected data is
displayed and analyzed through the GUI provided by the MSSQL server management
studio. The developer can choose the data he wants to collect and thus display it on the
live monitoring screen, as well as store it in files or a table in a database for follow-up
and analysis at any time [16].

Many previous studies were researched in the DBFI field. A study entitled:
Development and validation of a Database Forensic Metamodel, this study aimed to

present a model for DBFI called database forensic metamodel [17]. where the study
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analyzed a set of models used in DBFI to reach this model, which consists of four phases
as identification, artifacts collection, artifacts analysis, and documentation and
presentation [17]. Another study entitled: Detecting Database File Tampering through
Page Carving, The study focused on presenting a component that detects modifications
in the database file, this component relies on forensic investigation to identify
discrepancies between indexes and tables in the database [14]. A study entitled: Duel
Security-Detection of Database Modification Attack and Restore Facility from
Unauthorized Access, this study proposed a model for dual security to identify and
prevent attacks on the database by monitoring web and database requests [18]. In the
proposed model the modified data can be restored using the MD5 algorithm [18].

While the previous studies focused on reviewing DBFI models and presenting a
proposed model. Other studies focused on data recovery using DBFI techniques and tools
by collecting and analyzing the log files. While other studies focused on analyzing the
data files to recover the deleted or tampered data. This study aims to analyze and detect
internal unauthorized modifications on the MSSQL server Database using temporal tables
and extended events artifacts. In addition, the modified data will be recovered using the
temporal table. The study used a DBFI model consist of four phases (identification,

artifacts collection, artifacts analysis, and documentation and presentation).

3 Research methodology

Two basic steps to complete this study. The first step is to collect data and
information from literature studies, as a literature study is a method of collecting data
through reading books, thesis, journals, and other related resources. The second step is to
design a scenario to implement the DBFI in the MSSQL server database.

Through the designed scenario, the DBFI model is followed in this study is
clarified. In this study, MSSQL Server 2019 is installed, and a proposed database is
designed, implemented, and prepared for the DBFI model phases to be implemented to
analyze and determine any internal unauthorized modification that occurred in the

database.
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In the simulation process, the used DBFI model consists of four stages:

identification, artifacts collection, artifacts analysis, and documentation and presentation

as shown in Fig. 3 [11]. All stages were taken to obtain valid and admissible evidence.

Atrtificats Artifacts Documentation

Identification collection analysis and presentation

Figure 3. Database forensic investigation model

At the identification stage, the incident type and nature of the target databases are
understood. The techniques and means needed in DBFI are identified, the forensic
environment is prepared. The database server is isolated from the production environment
and networks [11]. In the process of artifacts collection, all relevant data in the
compromised database are collected from the database server. The collected data will be
analyzed, and then the evidence will be extracted and determined. All the conducted
processes during the three stages are documented including who, where, and when
conducted. All the findings and data related to the evidence are documented in a timely

manner [11].

4 Experiment

The experiment was conducted by installing MSSQL Server 2019 standard version
on a workstation with a windows 10 pro operating system. The experiment database was
built on the MSSQL server. A temporal table for customer’s information is built in the

database with its historical table as shown in Fig. 4.
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USE [tesk]

Go

-~ CREATE TABLE dbo. Customers
[CustTD] inmt IDENTITY(1,1) MOT M PRIMARY KEY,
[CustMame] nwvarchar(58) §
[fddress] nwvarchar(S@
[Tel] nvarchar5a
[".-'-:I-'_:i.dF"I:rl:] datetim=d GEMERATED ALWAYS A% ROW START N
[validTo] detetime? GENERATED ALWAYS AS ROW END N
PERIOD FOR SYSTEM_TIME ([Validfrom]. [validTao]

HITIH
SYSTEM_VERSIONIMG = ON [ HISTORY TABLE = dbo Temporal Customers History

o

Figure 4. Create a Customer Temporal Table with its Historical

The extended events session created and the data that need to be collected are
identified. The created session is configured to be saved to a file automatically as shown
in Fig. 5.

After the extended events session started, a number of rows were inserted into the
customer table. SQL quires executed to show the changes in temporal and historical tables
as shown in Fig. 6. The results of the SQL query shown in Fig. 7 and Fig. 8. Then using
another client computer, many rows were inserted, modified, and deleted. After these
transactions on the table, the temporal and historical tables data are viewed to show the
impact of the insert, update, and delete transactions on the historical table. The extended
events session is viewed and the events reviewed to check the data are collected during

the execution of the transaction on the table.
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Figure 5. Extended events session properties

S SELECT <CustID
SCusTHame
JAddress
Tl
MalidFrom
WalidTao
FRAOM Test.dbo, Custaoners
SSELECT <CustID
SCusTHame
JAlddress
Tl
SMalidFrom
MalidTa
FROM Test.dbo, Cuttanars
FOR SYSTEM_TIME BETHEEN 'Zp21-BE-29 19:82:43.9952E11" AND "2821-46-24 :3:22:13.93‘323211

Figure 6. SQL queries to retrieve data from the temporal and historical tables
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Custld  Custiame  Address Tel Valclrom vaidTo
1 |1 | Customers France 0101235467  2021.06-23 16:19:55.5971923 99991231 23:59:59.9999959
3 i Qustomer2  Jermany 001234563  2025.06-23 16:24:34. 3475024 9999-12-31 23:59:59.9999999
3 3 Customerd  Ttaly 030436231  202805-23 16:24:34. 1943972 9999-12-31 23:59:59.9999959
2 4 Qustomerd  Sweden 0403632145  2021-06-23 16:24:34.2256511  9999-12-31 23:59:59.999%559
s S Qustomers  Spain 0703633345 20210623 16:24:34,2563903  9999-12-31 23:59:59.9995559

Figure 7. Retrieved Data from Temporal Table

OstiD  Custame  Address  Tel ValcdFrom ValdTo
1 |1 | Customert France 0101235467 2021-06-23 16:19:55.5971923  9993-12-31 23:59:55.9999555
S Customer?  Jermany 0201234563 20200623 15:24:34.1475024  9999-12-31 23:59:55.9999955
s 3 Customer  Ttaly 00456231 202106-23 16:24:34. 1943972 9999-12-31 23:59:59.9999959
3 |3 Customerd  Sweden 0405632145 2021-06-23 16:24:34.2256511  9999-12-31 23:59:59.9999959
s s CustomerS  Spain  O7DSE33345 20210623 16:24:34.2563903  9999-12-31 23:59:59.9999959

Figure 8. Retrieved data from Historical Table

According to a suspected unauthorized modification on the database, a comparison

between the current data in the customer temporal table and its historical table is
conducted. By comparison, the historical data and current data are viewed and rows dates,
and times are collected. The extended events collected data are reviewed due to the
collected date and time from the historical table. From the extended events collected data,
the executed transaction is determined with its date and time, the number of affected rows,
the user who has performed the modification, the client machine, and executed the SQL

statement text, etc.

5 Results and discussion

The results of the study that was conducted successfully in collecting the temporal
and historical table’s data and extended events logs artifacts to determine the
unauthorized modification evidence.

According to a suspected unauthorized modification on the database, the DBFI
model was used to collect the artifacts and determine the evidence. At the identification
stage, the MSSQL server version and the tampered database is determined, the accident

information is identified, and the Database server is isolated. The tampered database and
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the extended events files were collected and transferred to the Database forensic

workstation in the artifacts collection stage.

At the artifacts analysis stage, the database is attached to the MSSQL server in the

database forensic workstation. The current data from the customer temporal table are

viewed using a SQL select statement, and the historical table data are viewed using a SQL

select statement with a system time period condition to return the historical data as shown

in Figs. 9 - 11.

SSELECT <CustlID
SEusTName
JAddress
Tl
JdalidFrem
MalidTa
FROM Test.dbo, Custoners
SSELECT <CustID
JCustName
Address
Tl
svalidFrom
MNalidTa
FROM Tesit.dbo, Cuitoners
FOR S¥STEM_TIME BETHEEN
Order @Y CustID ASC

'ZP21-BE-23 19:832143.9992E11" AMND

" 2RX1-

g5-24 19:82:43.9992811"

Figure 9. SQL queries to retrieve data from the temporal and historical tables

Vabdf'rom

2021.06+23 16:§9:55.5971923
20210623 16:24: 241475024
2021.06-23 16:40: 538654959
2021-06-23 16:24: 342565503
2021-06-23 16:39:41.7544971

yaidTo

I 12-31 23:59:59.9959999
FIVP-12-31 23:59:59.9995999
FI99-12-31 23:59:59.99955999
FIF9-12-31 23:59:59.9995599

9999-12-31 23:59:59.9955599

Figure 10. Retrieved Data from Temporal Table

Custld  Custhame Accress Te
1 {1 |ostomers  Face 0103235467
T T Qustomer2  Jermany 0201234553
3 3 Customer 00 [taly 030456231
B ) Qustomer S Span 0705633345
5 6 Qustomenrds K 0101235457
OstlD  CusthNams Address Te
1 1| customers  France 0101235457
g Customer2  Jermany 0201234553
3 3 Customer100  Italy 030456231
4 3 Customer3  Ttaly 030456231
s 4 Customerd  Sweden 0403632145
6 S CustomerS  Spain 0703633345
7 6 Customer?d LK 0101235457

VakdFrom

2021-06-23 16:19:55.5971923
2021-06-23 16:24:34. 1475024
2021-06-23 16:40:53.8559959
2021:06-23 16:24:34. 1943972
2021:06-23 16:24:24.2255511
2021:06-23 16:24:34.25555903
20210623 16:39:41.7544071

YakdTo

9999-12-31 23:59:55.99555599
9939-12-31 23:59:59.99555999
9999-12-31 23:59:59.99555599
2021-06-23 16:90:53.8554599
202106-23 16:41:30.944490715
999+12:31 23:59:59.9955599
IR 1231 23:59:59. 9995999

Figure 11. Retrieved data from Historical Table
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By comparing the temporal table with the historical table, the investigator found the
differences between the data in the two tables. The first difference was due to the CustID
field with the value 3 repeated in the historical table with different CustName field Values
and different VValidFrom and ValidTo fields Values, which means there is a modification
executed on this row. In addition, the second difference was the CustID field value 4
Found in the historical table and not presented in the temporal table which means the row
was deleted.

According to the determined modifications and deletion that were presented by
viewing the temporal and historical data, the extended events session file was analyzed
due to the system dates from the historical table. In the analysis stage, the SQL statement
completed events determined and viewed. The collected events details include the client
application name, the client hostname, the affected database name, number of affected
rows, the database server instance name, the user name who modified the data, the used
database user name, and the executed SQL statement text as shown in Fig. 12.

As shown in Fig. 12, the modification happened from client host named “SHADI-
PC”, the user name that do the modification was “PACC\shzakarneh”, and the affected
database name was “test”.

While the temporal table store the current data, the historical table store the
historical data includes the current rows, deleted rows, and the old and modified rows in
addition to the two system times columns that are indicated to the created date and time
of the rows. By comparing the two tables, any suspected modification will be determined.
Table

In addition, by linkage the date and time column from the historical data with a
timestamp in the extended events session, the evidence will be extracted and determined

from the details of the event.
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name

» sql_statement_completed 2021-06-23 19:40:53.8693538 | 2021-06-23 16:40:53.8633538

timestamp timestamp (UTC)

Event:sgl_statement_completed (2021-06-23 19:40:53.8638538)

Details

Field

attach_activity_id_...
attach_activity_id_...
client_app_name
client_connection_id
client_hostname
collect_system_time
cpu_time
database_id
database_name
duration
last_row_count
line_number
logical_reads
nt_usemame
NLIM_rESponse_rows
offset

offset_end
page_server_reads

physical_reads
query_hash
row _cournt

server_instance_na...
server_principal_na...
session_id
session_nt_usemame
SESSI0N_server_pnn...
spills

sql_text

statement

task_time
transaction_sequen...
usemanme

writes

attach_activity_id.g...
attach_activity_id.s. .

parameterized_plan...

Value

FFDOTCBE-61BA-4CET-ABET-DBOS1329F6RT
1
AZA4AINTE-O62C-4472-BOCA-03B51ATTIFER
0

Microsoft SQL Server Management Studio - Guery
25823E7B-5E08-44E0-ADZE-A15ERACIZCAC
SHADI-PC

202106-23 19:40:53.8654559

0

10

test

8245

1

1

24

7250716524140157856
1
PACC-TFS\TESTDB
LE]
78
PACC"shzakameh
23
1]
Update Customers Set Custname = Customer100’ Where CustiD=3
Update Customers Set Custname = Customer100" Where CustID=3
137244654
1]
33
2

Figure 12. Extended Events Session Details

6 Conclusion

The database is used to store data for businesses and individuals. MSSQL server
one of the most popular DBMSs in the world used for small and large data. With the
increased use of the database, the DBFI becoming more important to determine the

evidence and data recovery. Different techniques and models were used in the DBFI using
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transaction log files and data file recovery. This study focused on DBFI using temporal
tables and extended events features in MSSQL server new version as new artifacts. The
study experiment was conducted using a DBFI model in MSSQL server 2019 with the
four stages, identification, artifacts collection, artifacts analysis, and documentation and
presentation. In the study results, the evidence was extracted and determined using the

temporal tables and extended events artifacts.
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