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Abstract: Large Hadron Collider (LHC) is the largest scientific instrument ever
created. It was built with the intention of testing the most extreme conditions of the
matter. Taking into account the significant dangers of LHC operations, European
Organization for Nuclear Research (CERN) has developed multi-pronged approach
for machine safety, including access control system. This system is based on role-
based access control (RBAC) concept. It was designed to protect from accidental and
unauthorized access to the LHC and injector equipment.
This paper introduces the new model of the role-based access control developed
at CERN and gives detailed mathematical description of it. We propose a new
technique called dynamic authorization that allows deploying RBAC gradually
in the large systems. Moreover, we show how the protection for the very large
distributed equipment control system may be implemented in efficient way. This
paper also describes motivation of the project, requirements and overview of the
main components: authentication and authorization.

Keywords: Software development, role-based access control, information security,
equipment protection.

1 Introduction

The Large Hadron Collider was built by the European Organization for Nuclear Research (CERN)
with the intention of testing various predictions of high-energy physics, including the existence of the
hypothesized Higgs boson and of the large family of new particles predicted by super-symmetry [1]. The
LHC is the world’s largest and highest-energy particle accelerator. It is contained in a circular tunnel
with a circumference of 27 kilometers, at a depth ranging from 50 to 175 meters underground [2]. The
LHC uses some of the most powerful dipoles and radio-frequency cavities in existence. The size of the
tunnel, magnets, cavities and other essential elements of the machine represent the main constraints that
determine the design energy of 7TeV per proton beam [3].

The energy stored in the LHC magnets and beam is enormous, and the potential for crippling machine
damage is a serious concern. That’s why European Organization for Nuclear Research (CERN) has
developed a multi-pronged approach for machine safety [4]:

• Hardware Protection

– LHC Beam Interlock System

– Powering Interlock System

• Software Interlock System

• Role-Based Access Control
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– Prevents unauthorized access to equipment

– Provide logging to detect errant settings

Role-Based Access Control (RBAC) is an approach to restrict system access to authorized users. Within
an organization, roles are created for various job functions. The permissions to perform certain operations
are assigned to specific roles. Members of staff (or other system users) are assigned particular roles, and
through those role assignments acquire the permissions to perform particular system functions [5]. RBAC
is a preventative and therefore inexpensive way to protect the accelerator equipment. It keeps users from
making the wrong settings or from logging into the application. Other machine protection systems such
as interlocks are reactive and once triggered it is expensive to recover operations.

RBAC is also used to ensure machine stability during a run. Once the equipment is fine tuned and
beam is in the machine, an error setting can disrupt operations for hours and lose valuable data. It is
important to mention that RBAC is not a security system against hackers; it is designed only to prevent
well meaning people from making the wrong setting, and unauthorized users who have no credentials
from running the control applications. The last motivation is that RBAC implements logging for each
setting protected by access rules. This is crucial during commissioning and debugging. Each setting can
be traced and bugs in the sequencer or operations can be caught and corrected [6].

As part of the problem solution a new mathematical model of the role-based access control (here-
inafter CERN-RBAC) was proposed. Equipment protection subsystem based on this model has been
successfully implemented and deployed at CERN. The subject of this paper is to describe the new con-
cept of CERN-RBAC for distributed equipment control system. The paper also demonstrates the practical
implementation of the major system components, and presents the results of the comprehensive testing.

2 Mathematical Model

Role-based access control, as formalized in 1992 by David Ferraiolo and Rick Kuhn [7], has become
the predominant model for advanced access control. In 2000, the Ferraiolo-Kuhn model was integrated
with the framework of Sandhu et al. [8] to create a unified model for RBAC, published as the NIST
RBAC model [9] and adopted as an ANSI/INCITS standard in 2004. Today, most information technology
vendors have incorporated RBAC into their product lines, and the technology is finding applications in
areas ranging from health care to defense, in addition to the mainstream commerce systems for which
it was designed [5]. We propose a new model of CERN-RBAC for the distributed control system. This
concept is based on the standard model and preserves the advantages of scalable security administration
that RBAC-style models offer. Moreover it significantly extends standard RBAC model according to
specific requirements and yet offers the flexibility to specify complex access restrictions based on the
dynamic security attributes. The new CERN-RBAC model is quite general and flexible and could be used
in many other areas for equipment access control. Below we give a formal mathematical description of
the model in terms of sets and relations.

U – A set of users, {u,u, . . . ,un}. The user is either a human user or a computer program.
R – A set of roles, {r,r, . . . ,rn}. Role is a job function which defines an authority level.
P – A set of permissions, {p, p, . . . , pn}. Permission (access rule) is an approval of a mode of access to
a resource.
UA – User assignment: operation which assigns concrete roles to the users.

UA⊆U×R (1)

PA – Permission assignment: R → p – function, defining a set of access rules for each role. This
condition must be met at that:

∀p ∈ P,∃r ∈ R : p ∈ PA(r) (2)
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Figure 1: Mathematical model of CERN-RBAC

S – A set of sessions, {s,s, . . . ,sn}. Session (subject) is mapping of one user to possibly many roles. The
double-headed arrow from the session to R in Figure 1 indicates that multiple roles are simultaneously
activated. The permissions available to the user are the union of permissions from all roles activated in
that session. Each session is associated with a single user, as indicated by the single-headed arrow from
the session to U in Figure 1. This association remains constant for the life of a session.

user(si) = S → U (3)

AR – A set of the subject’s active roles (which can change with time). For each subject, the active role is
the one that the subject is currently using.

AR(si) = S → R (4)

AR(si)⊆ {r ∈ R | (user(si),r) ∈UA} (5)

Sessions are under the control of individual users. As far the model is concerned, a user can create a
session and choose to activate some subset of the user’s roles. Roles active in a session can be changed
at the user’s discretion. The session terminates at the user’s initiative. A system may also terminate a
session if it is inactive for too long [8].

CERN-RBAC Model
In the previous sections we described the main elements of the RBAC model included in the stan-

dard [9]. However the standard model is quite general and abstract to protect the equipment against
unauthorized access. The standard concept allows defining permissions only for simple objects. Without
further extension it cannot describe more complex interaction. Moreover, the specificity of the equip-
ment requires taking into account its current working mode. That is the authorization algorithm must be
dynamic. We propose a new model of the role-based access control for the distributed control system,
called CERN-RBAC.

Within this model device is a named entity in the control system. Device can be controlled via its
properties. Each property has a name and value. The set of properties specific for the group of homoge-
nous devices forms a device class. The model also defines operations for work with all environments
in the system. These are get, set and monitor operations, that allows reading value from device, writing
value to device and monitor the device property correspondingly.
OP – A set of operations, {get,set,monitor}.
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PR – A set of device properties, {pr, pr, . . . , prn}.
DC – A set of device classes, {dc,dc, . . . ,dcn}.

DCA = DC → PR (6)

D – A set of devices (equipments), {d,d, . . . ,dn}. Now we give a function that for every device from
the set D defines associated device class:

class(di) = D → DC (7)

The properties set for concrete device (APR) are defined as:

APR(di) = {pr ∈ PR | (class(di), pr) ∈ DCA} (8)

A set of transactions, which user can execute working within the distributed control system:

T = {(op, pr,d) | op ∈ OP, pr ∈ PR,d ∈ D, pr ∈ APR(d)} (9)

This implies that interaction of user and control system comes to execution of operations from the set
OP for the properties of some devices. In terms of proposed model, permission defines for the given
role a set of transactions potentially executable by the user owning that role. Function defining a set of
transactions for each permission (transaction assignment):

TA = P → T (10)

The predicate exec(si, t j) is true if subject can execute transaction at the current time, otherwise it is false.
Subject can execute transaction only if it has active roles:

∀s ∈ S, t ∈ T,(exec(s, t) ⇒ AR(s) 6= ) (11)

Authorization is the function of specifying access rights to resources or services. In our case subject can
execute transaction from the set T only if this transaction is authorized for at least one active role of the
subject:

∀s ∈ S, t ∈ T,(exec(s, t) ⇒ t ∈ TA(PA(AR(s)))) (12)

This rule ensures that users can execute only transactions for which they are authorized. Because the
conditional is "only if", this rule allows the possibility that additional restrictions may be placed on
transaction execution. That is, the rule does not guarantee a transaction to be executable just because it
is in the set of transactions potentially executable by the subject’s active role [10].

Dynamic Authorization
Equipment functions in different modes. While a device is working in the test mode it’s often necessary
to allow access for wider range of users than during normal operation. In such cases an expansion of the
access rules is not always desirable and appropriate. Firstly, it may loosen up on the system security, and
secondly it requires significant administrative costs. We believe the introduction of different working
modes of authorization assists to problem solving. In this case the authorization algorithm will take into
account not only access rules, but also the current working mode of the equipment.

CERN has a lot of exposed equipments due to the size of the LHC, which contains hundreds of
thousands different devices with dozens of properties each. Thus it takes a lot of time to design access
rules for all devices. As far as we cannot force equipment specialists to define these rules in a single
day, we have to propose the flexible solution to regulating access to non-protected equipments. This will
allow us to deploy the access control system step-by-step, without breaking existing infrastructure. It’s
the crucial requirement for the access control system at CERN.
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Dynamic authorization is the algorithm of authorization taking into accounts not only access rules,
but also internal state of the authorization subject. Moreover this approach defines default privileges for
unprotected environment and non-authenticated users.

CP a set of checking policies considered by dynamic authorization algorithm, {no-check,lenient,strict}.
A checking policy is defined at the level of every device and can be changed at runtime. The function
mapping each device from the set D to the associated checking policy:

policy(di) = D → CP (13)

Now let’s introduce the predicate of dynamic authorization as ψ(s,op, pr,d, policy(d)), which will be
true if subject can execute operation from OP on concrete device property.

∀s ∈ S,op ∈ OP, pr ∈ PR,d ∈ D : (exec(s, t) ⇒ ψ(s,op, pr,d, policy(d))) (14)

Now we define a predicate which is true if property is considered to be protected.

protected(op ∈ OP, pr ∈ PR,d ∈ D) =  ⇔ (op, pr,d) ∈ T (15)

That is property is protected if there is at least one access rule which restricts access for the given
operation. Below we give a description of the dynamic authorization algorithm for each checking policy.

No-check policy grants access for each property without any checking. Typically this policy is used
at design stage, when the device interface is not fixed and there are no access rules yet. This policy is
also used during testing phase if needed to permit equipment access for some additional users for a short
period of time. This mode could be useful for system debugging because or for other activity when it’s
required to disable CERN-RBAC authorization checks.

ψ(no− check) =

{
, protected(pr,d) = ;

, protected(pr,d) = .
(16)

Lenient checking policy implements relaxed authorization. For the protected properties algorithm
gives access only if corresponding access rule permits so. That is in order to deal with protected proper-
ties user must be authenticated in the system. For unprotected properties access is not restricted for any
users. Typically this policy is used at the testing stage, when access rules exist only for the most critical
settings of the equipment. Some of the devices work in this mode permanently, because sometimes it’s
desirable to restrict access only to significant settings while keeping others unprotected.

ψ(lenient) =

{
(op, pr,d) ∈ TA(PA(AR(s))), protected(pr,d) = ;

, protected(pr,d) = .
(17)

Strict checking policy implies the most exacting verification. It always requires users to be authen-
ticated in the system; otherwise user’s requests will be blocked. Access for the protected properties is
granted only if there is an associated access rule. For unprotected properties access is permitted only
for reading property value and monitoring operation. Setting new value even for unprotected property is
forbidden. This checking policy is the strictest in existence at CERN. Our final goal is to propagate this
mode as wide as possible, because it provides best security. All critical equipments are supposed to work
in this mode.

ψ(strict) =





,s = ;

(op, pr,d) ∈ TA(PA(AR(s))), protected(pr,d) = ;

,op ∈ {get,monitor}, protected(pr,d) = ;

,op = set, protected(pr,d) = .

(18)

Thereby role-based access control concept with dynamic authorization solves the problem of unpro-
tected properties and legacy applications working without authentication. Introducing this approach we
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get a system that works dynamically and its behavior can be easily changed at runtime. One of the main
advantages of this approach is that it allows deploying CERN-RBAC step-by-step without interruption of
the existing software. This requirement is very important for such a huge project like LHC. Our final goal
is to protect every single device, but it’s impossible to accomplish this job even in one year, taking into
account number of environments. We believe that our model of CERN-RBAC could be a good example
of the flexible system and could be useful in many other applications for very large distributed systems.
Based on the new model of CERN-RBAC we developed and deployed software products. In the follow-
ing chapters we overview the main technical requirements of the product, and describe implementation
of its main components.

3 System Requirements

To distinguish authentication from the closely related term authorization, the shorthand notations
A1 (authentication) and A2 (authorization) are occasionally used. In the present paper we list only the
most important requirements of the authentication and authorization components of the CERN-RBAC
system [11]. Both parts are implemented independently, as two different systems, which do not interact
in any way other than passing the users’ credentials from A1 to A2.

Authentication requirements:

• Encryption: the credentials used to authenticate the user shall be encrypted when sent over the
network.

• Hardware Independence: the method of authentication shall be independent of specialized hard-
ware such as a card reader, finger print reader etc.

• Quick and simple: the method of authentication must be straightforward for the users.

• Authentication Method: authentication shall be done via user name and password from a personal
CERN account. The software should allow flexibility for future implementations of Kerberos
and/or X.509 certificates.

• Authentication by Location should be implemented as an additional authentication method. This
will allow users to be authenticated without providing credentials from a very limited set of trusted
machines located in the CERN Control Centre (CCC).

• Role activation mechanism should be implemented, which will allow users to pick up active roles
from the set of available roles.

Authorization requirements:

• Subject of authorization: it shall be possible to restrict access i.e. define access privileges for the
following operations on each device property: read, monitor, and write.

• Permission Administration: the permissions shall be defined during the design/deployment phase,
and authorized administrators shall be able to edit the permissions at any time.

• Logging/tracking: CERN-RBAC shall keep track of all write actions.

• Performance: authorization shall be fast and shall not hinder the performance of the middleware.
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4 Authentication

The purpose of the CERN-RBAC authentication system is to verify the digital identity of a principal
(which is either a human user or a program). If the authentication succeeds its result is a digitally signed
authentication token that is returned to the application [12]. The program can use the token whenever it
needs to interact with various parts to the control system. For example, the token can be provided as one
of the arguments in a remote call to set a device. Front-ends and the middleware that are receiving such
calls will verify the token, thus confirming the identity of the remote party, and can use it as a base for
authorization.

The CERN-RBAC authentication token is a short-term uniform substitute of the real credentials. It
gets issued by a central service that can reliably verify the user’s identity. Various recipients of the tokens
can validate them quickly and easily, and use for making authorization decisions [6]. Figure 2 demon-
strates the authentication process.
1) Application sends login request to CERN-RBAC.
2) CERN-RBAC checks the user location in the database (for authentication by location).
3) If location is trusted, then the new token immediately created and returned to the user (authentication
by location).
4) Otherwise CERN-RBAC sends to the application the login dialog for credentials or certificate. The
user types in the name and password or chooses the certificate and sends it to CERN-RBAC.
5) CERN-RBAC verifies the credentials with CERN Account System (NICE).
6) If the check was successful CERN-RBAC retrieves roles from the CERN-RBAC database, generates
a new token and signs it with private key to prevent any modifications.
7) CERN-RBAC returns to the application a digitally signed token containing the user roles.

Figure 2: Authentication process

The A1 server is implemented in Java programming language. It receives authentication requests via
HTTP from multiple clients, returning back either an authentication token, or an error code. Each request
from a user contains its credential in some form. All requests are atomic, so no session information is
cached by the server. The SSL/TLS protocol is generally used over HTTP to protect the communication
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between the two parties, and to authenticate the client’s X.509 certificate, if such is provided.
The client side is organized as a library implemented both in C++ and Java, which can be used by

other applications or application frameworks. This library provides a function that should be called in or-
der to obtain the authentication token from the server. Java implementation also provides several standard
GUI components, such as a login dialog, role picker dialog, and others. Basically, that authentication
client-side library can be used in most application without changes. C++ version of the client library is
more lightweight because it does not provide any GUI.

Types of Authentication

• By the user name and password. The user names and passwords are checked against the central
NICE account database, via a dedicated web service. No user account information is stored in the
CERN-RBAC own database.

• By a X.509 certificate. If the user’s X.509 certificate is available, it can be applied in the standard
client authentication mechanism of TLS/SSL protocol. Then, the certificate information is used to
look up the user name in the CERN-RBAC database.

• By the network address (also called Authentication by location). Certain clients can be authen-
ticated by their IP addresses, using a lookup table in the CERN-RBAC database. Normally, the
address authentication is permitted only for a very limited number of machines, such as control
room consoles.

• By using an existing authentication token. Any existing token can be used to request a new one,
providing that the original token is not expired, bears valid signature, and was issued to the same
location address. The validity time of the new token will not exceed the validity time of the original
one.

5 Authorization

Middleware in the Control System
Controls Middleware (CMW) is a software infrastructure delivered and managed by CERN Beams De-
partment/Controls group. Its goal is to provide a generic way of accessing LHC-era accelerator de-
vices [13]. CMW provides access to devices from application programs in a distributed heterogeneous
control system. It allows interconnecting applications and devices implemented in Java or C++, and
running under Unix or Windows platforms.

The CMW design reflects the Accelerator Device Model in which devices, named entities in the con-
trol system, can be controlled via properties. Each property has a name and a value. The model defines
several basic device access methods (get, set, monitor); by invoking these methods, applications can
read, write and subscribe to the property values. CMW is based on a client-server model. Accelerator
devices are implemented in device servers, and client applications access them using the CMW client
API. CMW provides location transparent access to devices: servers can run anywhere in the controls
network and devices can be moved from server to server without clients becoming aware of it.

Authorization
CERN-RBAC authorization library is the part of each device server. In most cases, authorization

occurs once the application makes a request to get, set, or monitor a property via CMW protocol. This
request is made from the application via the CMW client to the CMW server. The token obtained at
authentication is passed to the CMW client. There the digital signature is verified, and if valid, the token
is sent to the CMW server. If the token is not valid a meaningful exception message is returned to the
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sender. The CMW looks up the permission in the access map, and depending on access rights either
grants access or blocks the request.

Figure 3: Authorization process

Authorization process:
1) Access map loaded from the local file on device server startup.
2) Client application authenticates on the CERN-RBAC A1 server and obtains a valid token.
3) Token is passed to the CMW client and then to the device server via CMW protocol.
4) CMW server receives the accelerator mode from timing source.
5) Dynamic authorization algorithm verifies user permissions and either allows to execute operation or
thrrows an exception.
6) Result of authorization process logged for auditing.

6 Access Rules

Decision whether a particular operation is valid or not is dependent on a set of access rules. They are
specified by an equipment specialist for every device class, stored and managed centrally in the Controls
database. Every CMW server can read access rules (referred to as access map), relative to device classes
it is providing access to, through a tab-separated text file located in the Network File System. This file
mirrors the access rules located centrally in the database, and has a digitally signed by the server to
prevent any modifications.

Access map is read by CMW server on its start-up. In addition, access map can be reloaded upon a
distant call from CMW client. It usually happens when the set of related access rules has been altered
by equipment specialist. Access rules are parameterized using all factors relative to the authorization
process. More specifically, an equipment specialist has to specify the following fields to define an access
rule: device class, property, device name, role for which access is permitted, application, location of the
remote client, operational mode of the accelerator, and operation on the property (get, set or monitor).
Apart from specific values, an equipment specialist can put a wildcard ’*’ in any of the fields except
device class and operation. This interpreted as all values fit.

Authorization process is performed for each transaction and therefore should work as fast as possible
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Figure 4: Access Rules structure

and should not slow down the performance of the system significantly. As an authorization time is a
concern for the CMW operation, it was decided to represent the access map in the CMW server in the
form of trees, a separate one for every operation type. Figure 4 presents the structure of access map tree.

Nodes placed with the same distance from the tree root group authorization argument of one type.
Authorization is performed by traversing the tree, appropriate in respect to the operation type, from its
root to a leaf, trying at each level to match exact authorization parameter or to find a wildcard ’*’. If this
succeeds, the access is granted. Such a structuring of the access map allows us to assure authorization
with time complexity of O(log n) instructions, where n is the number of access rules [14].

7 Performance and Tests

An important concern with any design is its performance. If CERN-RBAC would double the time to
make a setting, nobody would use it. The system also had to scale with a large number of access rules.
How does a 2000-rule access map on a front-end impacts the search for the right permission? Another
potential performance hit was logging each request on a protected property, and the 3-tier vs. 2-tier
performance.

LHC controls can run in 2-tier mode, meaning the application and the client are on one machine and
the database and devices are accessed directly on the second machine. This configuration is used when in
developer testing. However when the system is in operation the configuration is usually 3-tier. Meaning
the client is on a middle tier. A common client is shared by several applications and consolidates requests.
In 2-tier, a dedicated client ensures that each request is made from the same application. The CERN-
RBAC token can be validated once per session and the credentials can be used for each subsequent
request.

In 3-tier, the requests can come from any application at random times. The simplest design is to
verify the token for each request. But how does this affect performance? We ran performance tests to
answer these questions on a front-end with a 400 MHz. Power PC with Linux, and here are the results:

• The size of the access map has very little effect on performance due to sophisticated and optimized
search algorithms. Our test result show a 0.02 ms increase between a 20 rule and 2000 rule access
map.
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• Logging each request also has very little effect on the performance. Our tests show the difference
between having logging on vs. having it off is 0.003 ms.

• 3-tier token verification on every request has a larger impact on performance than the other two
concerns. The key size is the most contributing factor. A DSA, 1024 bit key takes 5 ms to validate.
A RSA 512 bit key takes 0.150 ms.

• For a 2000 rule access map in a 2-tier configuration the average turn around time or a request is
0.7 ms. In a 3-tier configuration it is 2.7 ms. At this time, this is acceptable according to the
requirements.

8 Conclusions and Future Works

The CERN-RBAC approach was successfully implemented based on the proposed model. The sys-
tem successfully passed many centrally organized tests. Results of the tests prove that the proposed
model and design concepts are valid. We also measured the performance of the implemented system
and show that the overhead is acceptable. This allows us to assume that the proposed model of the
CERN-RBAC could be used in many other areas where access control is needed for large distributed
systems.

Currently the RBAC system is released in a production version and used by virtually every equipment
device at CERN. Thanks to the algorithm of the dynamic authorization we propagate CERN-RBAC step-
by-step, without interruption of the legacy subsystems. In the future we expect to extend functionality of
the CERN-RBAC software and the area of its applicability.
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