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Abstract—Illegal distribution of digital data is a common danger in the film 
industry, especially with the rapid spread of the Internet, where it is now possi-
ble to easily distribute pirated copies of digital video on a global scale. The Wa-
termarking system inserts invisible signs to the video content without changing 
the content itself. The aim of this paper is to build an invisible video water-
marking system with high imperceptibility. Firstly, the watermark is confused 
by using the Arnold transform and then dividing into equal, non-overlapping 
blocks. Each block is then embedded in a specific frame using the Discrete 
Wavelet Transform (DWT), where the HL band is used for this purpose. Re-
garding the method of selecting the host frames, the chaotic map (tent map) was 
used to choose a number of frames which are greater or equal to the number of 
blocks of the watermark. The host frame selection method makes the discovery 
of the watermark information by illegal means very complicated. The experi-
mental results show that the proposed method can produce excellent transpar-
ency with robustness against some attacks where the average_ PSNR reaches to 
72.806. 
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1 Introduction 

Presently, images and videos are the main means of information sharing in the 
modern digital age. The ease with which digital multimedia may be expressed, dis-
tributed, and stored makes it possible for information to be transferred, especially 
with the development of communication devices and information technology [1-3]. 
Even though there are stringent laws against Cam cording in many nations, it has not 
been feasible to stop this activity due to these laws' ineffectiveness. In spite of a care-
fully thought-out anti-piracy operation undertaken by the Warner Brothers studio, 
more than seven million illicit copies of the Batman movie "The Dark Knight" were 
downloaded in the first six months after its release, demonstrating the seriousness of 
this criminal behavior [4-5]. Digital watermarking is a method for concealing a mes-
sage that may be identified by many types of electrical signals., such as images, 
sounds, and videos, within the sign itself [6-7]. From the dawn of programming, wa-
termarks have been used to ensure the privacy of data using a variety of means, in-
cluding audio, text, image watermarks and video. The purpose of the watermark is to 
identify the true owner of the movie by their personality [8-9]. Watermarking uses the 
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spatial domain and frequency domain approaches [10]. The frequency domain's meth-
ods, often called to as the transform domain's, are more reliable when compared to the 
spatial domain [11]. Many of the current video watermarking techniques embed the 
watermark image into every frame of the movie. As a result, attackers will have an 
easier time identifying frames that conceal the watermark, and the video's storage 
capacity will also grow [12]. 

2 Related work 

A 1-level 2D-DWT is used to transform the Y component of each frame, after 
which the LH and HL sub-bands were chosen. The result of this, 2D-DCT is used, 
although in a different frame, on certain sub-bands. Following then, the arrangement 
was changed using a zigzag scan. A watermark is then added to the middle-frequency 
coefficient. The watermarked video's PSNR values were around 37 dB based on the 
testing outcomes of the suggested technique. It has been shown that the suggested 
method resists HEVC stream compression [13]. A non-blind technique using the 
singular value decomposition (SVD) and discrete cosine transform (DCT) algorithms 
was another scheme. In this study, the coefficients of DCT for each frame of the host 
video are rearranged using zigzag patterns, and the rearranged DCT coefficients are 
then divided into four blocks. Frequency bands make up these blocks (LL, HL, LH 
and HH). As a consequence, each block is subjected to SVD independently. In order 
to get a video watermark, in every block, the singular values are finally updated by 
the unique DCT watermark image values. The suggested technique is more transpar-
ent and attack-resistant, according to experiment results [14]. The proposed a water-
mark embedding adaptive area selection method. Initially, using a model of saliency-
based visual attention, they distinguished between salient and non-salient areas 
(MSVA). After that, the non-salient regions were divided into blocks, and the texture 
complexity of each block was calculated. The watermark embedding block was then 
used, with a small dispersion of image texture complexity. Due to more precisely 
defined saliency zones, safe watermark embedding, and a decrease in the removal 
attack on watermark images, the proposed method provided more significant benefits 
[15]. 

3 Theoretical background  

3.1 Wavelet transform 

The Straightforward wavelet transform example is the Haar wavelet transform. The 
image signal is divided into regions using the Haar transform, where one area in-
cludes big numbers (in the case of the Haar transform, averages), while the other 
regions contain tiny numbers (differences) [16]. The subscript behind L and H de-
notes low frequency and high frequency, respectively, and the total number of layers 
of the transforms. The mid-frequency and high-frequency detail sub-bands LH, HL, 
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and HH indicate vertical edge, horizontal edge, and diagonal edge features, respec-
tively. The original video is approximated with a lower resolution in the LL sub-band. 
The following Equations illustrate how to use the Haar filter to determine each sub-
band coefficients (1), (2), (3), and (4) [17,18]: 

 𝐿𝐿𝐿𝐿(𝑟𝑟, 𝑐𝑐) = 𝐼𝐼(𝑟𝑟,𝑐𝑐)+ 𝐼𝐼(𝑟𝑟,𝑐𝑐+1)+ 𝐼𝐼(𝑟𝑟+1,𝑐𝑐)+ 𝐼𝐼(𝑟𝑟+1,𝑐𝑐+1)
2

 (1) 

 𝐿𝐿𝐿𝐿(𝑟𝑟, 𝑐𝑐) = 𝐼𝐼(𝑟𝑟,𝑐𝑐)+ 𝐼𝐼(𝑟𝑟,𝑐𝑐+1)− 𝐼𝐼(𝑟𝑟+1,𝑐𝑐)− 𝐼𝐼(𝑐𝑐+1,𝑐𝑐+1) 
2

  (2) 

 𝐻𝐻𝐿𝐿(𝑟𝑟, 𝑐𝑐) = 𝐼𝐼(𝑟𝑟,𝑐𝑐)− 𝐼𝐼(𝑟𝑟,𝑐𝑐+1)+ 𝐼𝐼(𝑟𝑟+1,𝑐𝑐)− 𝐼𝐼(𝑟𝑟+1,𝑐𝑐+1)
2

  (3) 

 𝐻𝐻𝐻𝐻(𝑟𝑟, 𝑐𝑐) = 𝐼𝐼(𝑟𝑟,𝑐𝑐)− 𝐼𝐼(𝑟𝑟,𝑐𝑐+1)+ 𝐼𝐼(𝑟𝑟+1,𝑐𝑐)− 𝐼𝐼(𝑟𝑟+1,𝑐𝑐+1)
2

  (4) 

where, I: original image, r: width of image, c: length of image. 
For achieve decompositions for multi-level, the procedure can be applied many 

times. 

3.2 The Arnold transforms 

Chaotic maps are particularly useful tools with a broad range of applications in the 
field of digital image encryption, due to their unique characteristics, including the 
periodicity, sensitivity of the initial condition, and their non-periodicity [13]. The 
frequently utilized chaotic maps in the field of image encryption is the Arnold trans-
formation. The following equations (5), (6), and (7) for the Arnold transform provide 
an explanation for 2D inverse transform [19]: 

 �𝑥𝑥′𝑦𝑦′� = �1      1
1      2� �

𝑥𝑥
𝑦𝑦�  (𝑚𝑚𝑚𝑚𝑚𝑚 𝑁𝑁) 𝑥𝑥,𝑦𝑦 ∈ 0, 1, . . . . ,𝑁𝑁 –  1 (5) 

In this situation, the pixel value for the original image is represented by (x, y), but 
scrambled image pixel value denoted by (xʹ, yʹ). N stands for the size of the image. 

It might rewrite the transform as follows: 

 x’= (x+ y) mod N  (6) 

 y’= (x + 2y) mod N 

The following formula in equation (7) can be applied to generate the reverse Ar-
nold map [14]: 

 �𝑥𝑥′𝑦𝑦′� = �2     −1
−1     1� �

𝑥𝑥
𝑦𝑦�  (𝑚𝑚𝑚𝑚𝑚𝑚 𝑁𝑁) 𝑥𝑥,𝑦𝑦 ∈ 0, 1, . . . . ,𝑁𝑁 – 1 (7) 

3.3 Tent map 

The most recently researched map in a variety of cryptography applications is the 
Chaotic Tent map. Yoshida et al. researched the chaotic behavior of tent maps, and 
the equation (8) provides the mathematical description of a tent map. [20]. 
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 𝑥𝑥𝑖𝑖+1 = 𝑓𝑓(𝑥𝑥𝑖𝑖 , 𝜇𝜇) =  𝑓𝑓𝑅𝑅(𝑥𝑥𝑖𝑖,   𝜇𝜇) = 𝜇𝜇(1−𝑥𝑥𝑖𝑖),           𝑂𝑂𝑂𝑂ℎ𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒
𝑓𝑓𝐿𝐿(𝑥𝑥𝑖𝑖,   𝜇𝜇) = 𝜇𝜇𝑥𝑥𝑖𝑖,                            𝑥𝑥𝑖𝑖<0.5  (8) 

The Tent chaotic function just takes one control argument and produces real values 
between 0 and 1. where 𝑥𝑥𝑥𝑥 ϵ [0,1], for i >=0, 𝜇𝜇 ϵ [0,2], 𝑥𝑥0 is the first situation, and 𝜇𝜇 is 
a control variable that receives an input of a positive real number. The system orbit is 
the group of real numbers denoted by x0 ..... xn.. The plot of the bifurcation diagram 
can be utilized to study the behavior of the tent map. The sequence number created 
via the Tent chaotic map with the control parameter 𝜇𝜇 will be plotted using the bifur-
cation diagram [21, 22]. 

4 Proposed work 

The proposed blind invisible watermarking system have main two stages: First is 
Embedding process and second is extraction process. Each stage has a proposed equa-
tion, the proposed modified HL-band equation (9) used for embedding watermark 
information and proposed extraction equation (10) used for extract watermark infor-
mation. Figures 1 and 2 shows block diagrams of each process. The next subsections 
explain each stage in details. 

if m=1 
if HL(1,1)  greater than  HL(2,1)  then  
   HL (1,1) = |(HL(1,1))|+Thr 
    else 

if (HL(1,1)  less than  HL(2,1))  then  (9) 
  HL(1,1) = |(HL(1,1)| +Thr 
       HL(2,1) = |(HL(2,1)| * (-1) 

 
if m=0  
if HL(2,1)  greater than  HL(1,1) 
   HL(2,1) = |(HL(2,1)|+Thr 
    else 
if (HL(2,1) less than  HL(1,1)) 

 HL(2,1) =|(HL(2,1)| +Thr 
     HL(1,1) =|(HL(1,1)| * (-1) 

The proposed threshold is representing by Thr, and in a proposed work its value 
will range between (10 to 25). 

HL(1,1) = 

HL(2,1) = 
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Fig. 1. Embedding process 

 
Fig. 2. Extraction Process 
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4.1 Embedding process 

After reading video frames and converting frames from RGB to YCbCr color 
space, the first primary step of embedding process is select host frames by generating 
chaotic sequences of number by tent map using equation (8). Second step is dividing 
watermark image after confuse by Arnold transform using equation (7), into number 
of N×N blocks and these blocks must be equal or less than number of host frames. 
Finally, each block inserted in corresponding host frame by following steps. 

1. Divide Y component of host frame to 4×4 non-overlapping blocks 
2. Apply one level 2D-DWT of each block.  
3. Modify HL coefficients by equation (9) 
4. Apply inverse DWT 
5. Convert video frames from YCbCr to RGB color space. 

4.2 Extraction process 

This process starts with reading the video and converting the color space of frames 
from RGB to YCbCr. Then selecting frames that contain the watermark information 
by using the tent map with the same key. However, the following several steps com-
prise the blind watermark information extraction technique: 

Divide the Y component into 4x4 blocks without overlapping. 
Apply one level 2D-DWT of each block. 

1. Divide the Y component into 4x4 blocks without overlapping. 
2. Apply one level 2D-DWT of each block 
3. Extract watermark block pixel using equation (10) 

1     HL (1, 1) > HL (2, 1) 
 𝑘𝑘 = (10) 

0     HL (2, 1) > HL (1, 1)  
Finally, reconstruct blocks of confused watermark. And the watermark decryption 

is implemented using equation (7) by inverse Arnold Transform. 

5 Results and discussion 

As seen in Figure 3, a number of standard videos of type CIF format are used for 
evaluating the proposed watermarking method. The watermark used is a (32 × 32) 
binary logo. MATLAB 2020 is used for implementing the proposed method. The tests 
were implemented using Windows 10 on the laptop of Ryzen9 CPU, GPU RTX 3060, 
and 16G Ram. 
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Fig. 3.  (a) Akiyo Original frame, (b) Foreman Original frame, (c) News Original frame 

5.1 Invisibility tests 

In watermarking systems, Invisibility is frequently employed as a measurement of 
evaluation metric. The invisibility was measured using the PSNR. The PSNR repre-
sents how natural the watermarked video will seem to viewers. As seen below, the 
PSNR can be calculated using equation (11) [23]: 

 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 10𝐿𝐿𝐿𝐿𝐿𝐿10 2552
1

𝑤𝑤×ℎ  ∑ ∑ (𝐼𝐼𝑥𝑥,𝑦𝑦 – 𝐼𝐼′𝑥𝑥,𝑦𝑦 )2ℎ
𝑦𝑦=1

𝑤𝑤
𝑥𝑥=1

 (11) 

Where the original and watermarked video frames are shown here by the characters 
I and I', respectively; (x, y) represent the position of a pixel in the original and water-
marked frames; and (w, h) represent the original video frame's width and height. 

The average PSNR of all watermarked frames may be used to compute the PSNR 
of a watermarked video [24-34]. The PSNR values for videos with embedded water-
marks are shown in Table 1. The better effectiveness of invisibility is indicated by a 
greater AVPSNR. 

 𝐴𝐴𝑉𝑉𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃
𝑛𝑛

 (12) 

Table 1.  The PSNR results after the process of embedding 

Watermarked video AV_PSNR 
Akiyo 72.806 
Foreman 57.079 
News 71.808 

5.2 Robustness tests 

All watermarking techniques must follow to the essential requirement of robust-
ness. It must perform various attacks on the watermarked video to verify robustness, 
after which it must be evaluate how equivalent the original watermarks and the ex-
tracted one by use the bit error (BER) and normal correlation coefficient (NC). The 
NC and BER are defined using equation (13) and (14) respectively [25, 26, 27]: 
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 𝑁𝑁𝐶𝐶 =
∑ ∑ 𝑀𝑀(𝑖𝑖,𝑗𝑗)𝑀𝑀′(𝑖𝑖,𝑗𝑗)𝐿𝐿

𝑗𝑗=1
𝑊𝑊
𝑥𝑥=1

∑ ∑ 𝑀𝑀2(𝑖𝑖,𝑗𝑗)𝑀𝑀′2(𝑖𝑖,𝑗𝑗)𝐿𝐿
𝑦𝑦=1

𝑊𝑊
𝑥𝑥=1

  (13) 

M and M' in this instance act the original and extracted watermarks. The W repre-
sents the rows and L represents the columns of the watermark. 

 𝐵𝐵𝐵𝐵𝐵𝐵 =  
∑ ∑ 𝑤𝑤(𝑖𝑖,𝑗𝑗)⊗𝑤𝑤′(𝑖𝑖,𝑗𝑗)𝑀𝑀

𝑗𝑗=1
𝑁𝑁
𝑖𝑖=1

𝑁𝑁×𝑀𝑀
  (14) 

Table 2 results illustrate how the suggested method is resistant to several image 
processing attacks attempted against watermarked video. 

Table 2.  The NC and BER metrics using different attacks for Extracted Watermark 

Attack Akiyo Foreman News 

No Attack 
NC 1 1 1 

BER 0 0 0 

Salt & pepper noise (0.01) 
NC 0.978 0.962 0.974 

BER 0.005 0.009 0.007 

Poisson noise 
NC 0.745 0.692 0.648 

BER 0.093 0.114 0.135 

Histogram equalization 
NC 1 1 1 

BER 0 0 0 

Gamma correction 
NC 1 0.942 1 

BER 0 0.013 0 

Sharpening 
NC 1 0.921 1 

BER 0 0.038 0 

6 Conclusion 

This work uses a Tent map to pick a specific number of frames. In addition, divide 
the watermark image into a number of equal blocks, and these blocks must equal or 
be less than the number of selected host frames. The aim of dividing the watermark is 
to decrease the effect of embedding on video quality. The proposed method used the 
Arnold transform for watermark encryption and for the embedding process it used the 
DWT. These two transformations enhance security and invisibility. The test results 
show the proposed method has good imperceptibility and robustness against image 
processing attacks. In addition, the proposed system has some limitations against 
image compression attacks, which will be solved by adding another transform in the 
future. 
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