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ABSTRACTS

In this article, issues related to the application of the
quadratic cryptanalysis method to the five rounds of the
GOST 28147-89 encryption algorithm are given. For
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example, the role of the bit gains in the application of

the quadratic cryptanalysis method, which is formed in
the operation of addition according to mod232 used in
this algorithm is described. In this case, it is shown that
the selection of the relevant bits of the incoming
plaintext and cipher text to be equal to zero plays an
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important role in order to obtain an effective result in

cryptanalysis.

1. INTRODUCTION

In order to verify and evaluate the
strength of encryption algorithms the
possibilities of linear, differential, linear-
differential, algebraic, and correlation
cryptanalysis are used. Many works are
devoted to improving applications of
linear cryptanalysis. Several linear
approximations simultaneously for one
combination of key bits (Kaliski &
Robshaw, 1994; Quisquater, 2004) can be
used to increase the efficiency of the
linear cryptanalysis method. A method
for improving the LC method (in
particular, for the cipher LOKI91) is
proposed, which suggests taking into

account the probabilistic behavior of
some bits instead of their fixed values
when approximating (Sakurai & Furuya,
1997).

2. LITERATURE REVIEW

2.1. Linear Cryptanalysis

A series of works is devoted to the issues
of the resistance of various encryption
algorithms to the linear cryptanalysis
method. In (Chee et al,, 1994), L. Knudsen
considered the issues of constructing
Feistel-type encryption schemes that are
resistant to linear and differential
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cryptanalysis methods. V.Shorin,
V.Zheleznyakov and E.Gabidulin proved
in 2001 that the Russian algorithm GOST
28147-89 is resistant to these methods
(with no less than five rounds of
encryption in linear cryptanalysis and

seven rounds in a different one).

A large number of works are devoted to
the study of
approximating functions and to the

various classes of
construction of functions that are most
difficult to such approximations. In these
papers, bent functions

are considered, which are
Boolean functions from an even number
of variables that are maximally distant
from the set of all linear functions in the

Hamming metric,c as well as their

generalizations: semi-bent functions

, Ppartially
bent functions , Z—bent
functions ,

homogeneous bent functions
, hyper best functions

. The
main idea of using linear cryptanalysis of
nonlinear approximations

is to enrich the class of
approximating functions (of m variables)
with nonlinear functions and increase the
quality of approximation due to this. In
this case, the cryptanalyst has to deal
with the difficulties of choosing nonlinear
approximations and combining
nonlinear approximations of individual
rounds.

2.2. GOST 28147-89 encryption
algorithms

In the GOST 28147-89

algorithm

encryption

mod232 addition operation is
used, and this operation, by its nature, the
value of each resulting bit is connected to
the values of the incoming bits below it in
order. The mathematical model of each
bit of the result of this operation can be
expressed as follows:

Py, = (X32 + k32 ) mod 2,.

Ps = (XSl + k31 + qaz) mod 2;

p, = (X, +k, +0;)mod 2
p, = (X, +k, +0,)mod 2

The general mathematical model of
addition operation according to mod232
can be expressed as follows

P, = (X +k +0,,)mod2,i=32...1,0, =0
1)
here, qi -addition of sum of all i-bits.

In this case, when applying the linear
cryptanalysis method, considering the
influence of the bit in each position of the
block to be reflected with the output bits,
the problem of building a Boolean
function for each bit of the result of the
addition operation according to mod232
was considered. An overview of this
function is as follows

p, =X @k Dq,,
i=32...1,0, =0.(2)

Based on the results of the research on the
mod232 addition operation used in the
GOST 28147-89 encryption algorithm, the
schematic view of one round of this

0 =X AK @ Gy A (X DK,
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algorithm is as follows (Fig. 1)

3. METHOD

3.1. A.Quadratic relations of a special
form

In previous works, correlation matrix

values for linear and quadratic
dependences and appropriate
approximation equations with

probability r=7/8 were obtained for
GOST 28147-89 algorithm S box. These
equations are effectively used in linear
cryptanalysis to find key bits with high
probability

. These equations are
shown in Table 1.

Fig. 1. Schematic view of one round of
GOST 28147-89 encryption algorithm

3.2. Quadratic cryptanalysis

With these approximation equations, a
modification of the GOST 28147-89

algorithm, that is, using the XOR
operation instead of the mod232 addition
operation, was used for the 5th round of
quadratic  cryptanalysis, and the
corresponding results were obtained

Based on the quadratic cryptanalysis
conducted for the 5th round of the GOST
28147-89  algorithm, the addition
operation according to mod232 is used
for the S block reflections, when
conducting cryptanalysis based on the
correlation matrices of linear and
quadratic connections, the fact that some
bits of the plaintext and ciphertext are
equal to zero ensures the formation of an
effective approximation relationship.

4. RESULTS AND DISCUSSION

Based on the concepts presented above,
the quadratic dependence approximation
equations in Table 1 determined for the
correlation matrices for the S3-block are
analyzed.

l-round: For S3  block [(p]

_1®p_3)(p_2®p_4)®p_1®p_3=c_3 with
probability p=12/16 the position of
variables in the round reflection of the
approximation equality, according to 11-
bit left cyclic shift and addition of left-
side appropriate bits {( P(41) H
KIO)®P@3) B KII)H(PE2) M
K1(10))®(P(44) B K1(12))} @ (P(41) M
K1(9))®(P(42) H K1(10)) =Y1(32)®P(32)
will have the form. In order not to
encounter the problem of addition from
the sum of bits in this equality, it is
necessary to choose plaintexts that satisfy
the condition
P(42)=P(43)=P(44)=P(45)=0. Since the
addition of the sum of P(41) and K1(9) in
this block does not affect equality, it can
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be obtained in the form P(41)
EHK1(9)=P(41)®K1(9). In this case

(P(41)®K1(9)®K1(11))*(K1(10)®K1(12))
@

P(41)®K1(9)®K1(10))=Y1(32)® P(32) (3)
The equation is formed.

Table 1. Cloud Users” Responsibility Types of Attacks

2 c
— o
Ne | Approximation equations g g
n ]
o 2
ol 1)
P1®ps = c10,0BCc03B 104D Cc30,D 1Dy P=1/8|A=3/4
P1P3OP1P.OP2p3 BP0 PP, B4
= C1C3®C1C4®C2C3®C2C4®C1®C3
S, P1P3OP1P. P p3 BP0, B Op; =
c,Dc; D1
P102®P103OP P OP3p,Bp1Op; = ,Bc;B1
102 ®P103BPP.OP3 PO Op; =
163D, 3D, D0, D D D1
p1©Op3®py = 1D, D1 P=1/8 | A=3/4

p1®p, = ¢1Dc, B¢,
P1®p.®p; =

5 C163D ¢3¢, ¢,DC 04D, D
2 P1P2OP104OP203OP30,OpOp3 =
c1Dc,Dcy
P102®OP1P3 BP0 P3P OpsOps =

3P, D1
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p1®ps = c1Dc3 P=1/8 | A=3/4
P2®p3®ps = c1Dc3DcCy

p2®p3 = ¢;Dc,Bc; D1

P1©®ps = 10D C2¢3Dc1¢,Dc30,Dc1 D, D1
Dy = €1C2DC04,D 13D 3¢, D, D, D1
P1©®Ops = 10D C,¢,D 13D C3c,D 3Dy

S, P1P3®P1P4OP203 BP0 OP1Ops = 1D, D1
P103DP1P4sOP2P3 BP0 Op2Ops = ¢10Dc3
P102DP1P4OP2p3OP3psOp1Ops =
c1Dc,Dc;

P1P2®P103 BP0 BP3p.Bp1 Op3
= ClC2@C2C4®C1C3®C3C4®C1®C3®1

P1P3OP1P. P, p3 BP0, B Op; =

C162DC1c3DC,c,Dc3¢c,D 3Dy

p3 = 1B, Bc;Dc, D1 P=1/8 | A=3/4
P1®p:Ops = 1

P2®ps = 301

P3®ps = c1C,DC2¢3D 1, DC3c,DC, D
P3®ps = 10D 13D, D C30,D D3
S, P1®p,Op;Ops =
€16y, D1 c3DCc30,Dc; D, D1
P1®p,Op, =
C1C,Dcyc,Dc 13D 30, D 3Dy
P1020p1P1Op2p3OrspsOp.Ops =
c,D1

P12 P10 BP0 P30 Op,Bps =
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;D1

P1P2®P103OP2p4BP3p.Op1 Op>
== C1C2®C2C4®C1C3 ®C3 C4®C1®C3®1

P1P2®P103®P2p4BP3p.Op1 Op>
== C1C3®C2C3 ®C1C4®C2 C4®C1®C3®1

P12 DOP1Ps BP0 BP0 B3 Ops =

C1C,Dc,c,Dc1c3DCc3c,Dc, Dy

Ss

p3 = 1D, Dc3Dcy

p1©Bp.Op;Op, =
1628203001 €4D 304D 1D
P102DP1P4OP203OP3psOP1OPs = ¢4
P102DP1P3OP201 D3P OP2Ops = ¢4
P102DP1p3OP201 D3P O3 Ops =
c1Dc,Dc; D1

P=1/8

A=3/4

Se

P3®ps = c1Dc3Dcy

p1©Op.Ops = c3

Pz = 163203001, D0, D, Dz D1
P1®p.Op, =
€163, D 30, D, D3 D1

P3 = €160, c1c3Dc30,D0, D, D1
P1P2@OP1P3OP204 P3O, Op,s =
c1Dc;Dcy

P=1/8

A=3/4

Sy

P20Op;®0ps = B¢y
P1®ps =
163D, 3D, D0, D D D1

P=1/8

A=3/4
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ps®ps =

c,Dc; D1

c,Dc; D1

C3

C1C,Dc1c,DCrc3DC30, D, D, D1

P1P3®P101 BP0 PP2p.Bp1Ops =

P1P3®P10sOP203BP2ps PP Bps = C3

P1P2OP2p3Pp2p3Pp304Op1Op, =

P1P2PP103 BP0 P3P Op,Op, =

P103OP203BP1P1 O 0+ Bp1Op;
= Cl C3@C2C3 ®C1C4®C2 C4®C1®C3®1

p1©p3 = ¢;Dc,B1
P2 = ¢;Dc,
p2®p3 = c,Dc3Dc, D1

Ss P1Op,®Ops = 1D, Dc;Dc, D1
P1Op3 = 16D 03D, D3¢, D, D
P2 = C162DCc1¢,D 3D c30,D 1D,

P1OPps = 16D c1¢,DCyc3DC3¢,D 3Dy

P=1/8 | A=3/4

2-round: In block S8,
p_4=c_1®c_2®c_4®1 has

the equality
probability

p=12/16, the variables in the
approximation equality have the
appearance

P2(32)FK2(32)=Y2(18)BY2(19)®Y2(21)
@

P(18)®P(19)®P(21)d1 according to the
position of the round reflection, a cyclic
left shift of 11 bits, and the addition of
left-side appropriate bits. Since the value
P2(32) in this parity represents the last bit,

it is not affected by the summation, and
since no other incoming text and key bits
are involved, the addition P2(32) H
K2(32) is not involved. In this case,
equation

P232) @ K2(32) =Y2(18)® Y2(19)®
Y2(21)®P(18) ®P(19) ®P(21) ®1  (4)

Will appear Y1(32) = P2(32) as a result of
combining equations 3 and 4 according to
compatibility, the following equation
results:
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Y2(18)®Y2(19)®Y2(21)=(P(41)BK1(9)d
K1(11))*(K1(10)®K1(12))®P(41)®K1(9)®
K1(10))®P(32)BP(18)®P(19)®P(21)®
K2(32)®1  (5)

3-round: In S3  block [(p)

_1&p_3)(p_20p_4)®p_1@p_3=c_3 with
probability p=12/16 the variables in the
approximation equality have the
appearance of {(C(41) HK5(9))®(C(43)
EK5(11)1{(C42) EK5(10))@(C(44) 0@
K5(12))} &(C@41) BH K5(09)®(C(42) H
K5(10)) =Y5(32)C(32) according to the
position in the round reflection, 11-bit left
cyclic shift and addition of the left
appropriate bits. In order not to
encounter the problem of addition from
the sum of bits in this equality, it is
necessary to choose plaintexts that satisfy
the condition S(42)=5(43)=5(44)=5(45)=0.
Since the addition of the sum of S(41) and
K5(0©) in this block does not affect
equality, it can be obtained in the form
S(41) EHK5(9)=5(41)@K5(9). In this case

(S(A41)K5(9)DK5(11))*(K5(10)DK5(12))
BS(41)D

K59)®K5(10))=Y5(32)®S(32) (6) results
in equality.

4-round: In block S8,

p_4=c_1®c_2®c_4®1 has
p=12/16, the variables in the
approximation equality have the
appearance of P4(32) HH K4(32) =Y4(18)®
Y4(19)dY4(21) ©C(18) ©C(19) ©C(21)
@1 according to the position of the round
reflection, 11-bit left cyclic shift and
addition of the left-side appropriate bits.
Since the value P4(32) in this parity
represents the last bit, it is not affected by
the summation, and since no other
incoming text and key bits are involved,

the equality
probability

the addition P4(32) H K4(32) is not
involved.

In this case P4(32) & K4(32)
=Y4(18)Y4(19)®Y4(21)DS(18) DS(19)
@©S(21)b1 (7)

equality is formed. According to
Y5(32)=P4(32), combining equations 6
and 7 results in the following equation:

Y4(18)DY4(19)DY4(21)=(C(41)DK5(9)D

K5(11))*(K5(10)K5(12)) ®C(41)®K5(9)
@

K5(10))®C(32)@C(18)DC(19)DC(21)D
K4(32) ®1 )

5 and 8 equations
Y4(18)DY4(19)DY4(21)=Y2(18)DY2(19)
5]

Y2(21) based on

(P(41)®K1(9)®K1(11))*(K1(10)dK1(12))
©P(41)®K1(9)®K1(10))®P(32)DP(18)®
P(19)@P(21)D2(32)d1=(C(41)DK5(9)BK
5(11))*(K5(10)@K5(12))dC(41)DK5(9)®
K5(10))
B©K4(32)dC(32)dC(18)dC(19)dC(21)P1
and this results the following;:

(P(A1)®K1(9)®K1(11))*(K1(10)dK1(12))
BK1(9)BK1(10)®K2(32)d(C(41)®K5(9)
OK5(11))*

(K5(10)®K5(12))®C(41)®K5(9)BK5(10))
@

K4(32)=P(32)®P(18)®P(19)®P(21)®C(32
)D

C(18)®C(19)®C(21) (9)
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The problem with sum-of-bits does not
arise due to the fact that parity in general
satisfies the following conditions:

P(41) = P(42) = P(43) = P(44) = P(45) = 0
{C(41) = C(42) = C(43) =C(44) = C(45) =0

The solution to the above problem with
sum-of-bits depends on the S-block being
chosen and requires a different approach.

5. CONCLUSION

Modification of the GOST 28147-89
algorithm, that is, using the XOR
operation instead of the mod232
operation,  results of  quadratic
cryptanalysis method for the 5th round
was used based on addition of bits using

mod232 addition operation.

Due to this operation, the number of
unknowns in the equation increases,
since the value of each resulting bit
depends on the values of the bits
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