
55 
www.virtual-economics.eu                                                                                  ISSN 2657-4047 (online) 

Ihor Hroznyi, Mykhailo Tymoshyk, and Eduard Malevski 
Virtual Economics, Vol. 2, No. 3, 2019 

 

2019 Volume 2 Number 3 (April) 
 
 

RISK OPTIMIZATION OF INDUSTRIAL ENTERPRISE 
 

Ihor Hroznyi, Mykhailo Tymoshyk, and Eduard Malevski 
 
Abstract. Industrial enterprise risk management must take into account the conditions of the 
activities that are carried out and the goals that are set out under these conditions. To solve 
this problem, a scientific and methodological approach to targeted risk optimization of an 
industrial enterprise was developed based on a set of models of comparing the goals of the 
enterprise under operation conditions, matching the available resources with the needs and 
choosing the methods of risk management according to the limitations by goals and resources. 
The use of the developed scientific and methodological approach enables the enterprise to 
choose the most effective methods of risk management. 
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1. Introduction  

When managing the risks of an industrial enterprise, it should be borne in mind that under 
different conditions the approaches to optimize risks and the tolerable magnitudes and 
probabilities of these risks may differ. Risk that is unacceptable in the ordinary course of 
business of an industrial enterprise, may well be tolerated under crisis management 
environment, where the enterprise must agree with risky strategies and choose between bad 
and very bad.  
 
Therefore, the risk management of an industrial enterprise must take into account the current 
operating conditions and be based on the goals set by the owners and managers of the 
enterprise. In addition, different operating conditions of an industrial enterprise set different 
goals. Therefore, the risk optimization of an industrial enterprise should be targeted. 
 
2. Literature review 
 
Risk management is the identification, evaluation, and prioritization of risks (defined in ISO 
31000 as the effect of uncertainty on objectives) followed by coordinated and economical 
application of resources to minimize, monitor, and control the probability or impact of 
unfortunate events or to maximize the realization of opportunities. Certain aspects of many of 
the risk management standards have come under criticism for having no measurable 
improvement on risk; whereas the confidence in estimates and decisions seem to increase. 
(Hubbard & Douglas, 2009).  
 
(Chernenko, 2014) reviewed the main current directions of risk management. He identified the 
types of risk minimization, such as avoidance, reduction, conservation and transfer. In addition, 
Chernenko considers separating the transformation and financing of risk, understood as either 
minimizing risk or creating reserves to secure it. The proposed classifications are relevant in 
view of the further improvement of industrial enterprise risk management methods. 
 
In turn, (Sifumba et al., 2017) states that risk management is one of the most important issues 
being the key for business success, but can negatively affect the profitability if not realized 
properly. 
 
(Klimenko, 2013) believes that industrial enterprise risk management should be implemented 
by using a cumulative approach based on the bifurcation nature of industrial development. The 
risk-taking strategy of the enterprise is based on the assumption at every phase of life cycle, 
and the enterprise aims to maximize potential. 
 
(Stepanova & Volkov, 2017) offered a hierarchical classification of risks based on their 
probabilities, which allows managing the levels of information risk of the enterprise. Despite 
the prospect of the study, it should be noted that the management of an industrial enterprise 
needs to take into account not only information but other types of risks. 
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According to the standard ISO 31000 "Risk management is the principles and guidelines on 
implementation" ISO (2009), the process of risk management consists of several steps as 
follows: 

- the social scope of risk management; 
- the identity and objectives of stakeholders; 
- the basis upon which risks will be evaluated, constraints; 
- defining a framework for the activity and an agenda for identification; 
- developing an analysis of risks involved in the process; 
- mitigation or solution of risks using available technological, human and organizational 

resources.  
 
Common risk identification methods are: 

- objectives-based risk identification;  
- scenario-based risk identification;  
- taxonomy-based risk identification – the taxonomy in taxonomy-based risk identification 

is a breakdown of possible risk sources. Based on the taxonomy and knowledge of best 
practices, a questionnaire is compiled. The answers to the questions reveal risks (Carr et al., 
1993); 

- common-risk checking – in several industries, lists with known risks are available;  
- each risk in the list can be checked for application to a particular situation; 
- risk charting (Crockford & Neil, 1986) – this method combines the above approaches by 

listing resources at risk, threats to those resources, modifying factors which may increase or 
decrease the risk and consequences an enterprise wishes to avoid. 
 
Once risks have been identified and assessed, all techniques to manage the risk fall into one or 
more of these four major categories (Dorfman & Mark, 2007): 

- avoidance (eliminate, withdraw from or not become involved); 
- reduction (optimize – mitigate); 
- sharing (transfer – outsource or insure); 
- retention (accept and budget). 

 
Planning how risk will be managed in the particular project (Virine & Trumper, 2007): 

- assigning a risk officer;  
- maintaining live project risk database;  
- creating an anonymous risk reporting channel;  
- preparing mitigation plans for risks that are chosen to be mitigated;  
- summarizing planned and faced risks, effectiveness of mitigation activities, and effort 

spent for the risk management (Simon & Hillson, 2012). 
 
(Vihlyaeva & Fedya, 2013) consider that the main cause of risks is lack of information, 
therefore, in order to optimize the risks of an industrial enterprise it is necessary to intensify 
the work of collecting and processing information, to provide diagnostics of the problem, 
formulation of restrictions, identification of alternatives, the choice of solutions. Despite the 
logic and validity of the proposed measures, the main obstacle to the practical application of 
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this approach is the lack of formalized methods for determining the optimization criteria and 
quantitative characteristics of decisions made. 
 
In addition, the contribution to solving the risk optimization problem by such scientists should 
be noted (Bajgoric, 2011; Better et al., 2008; Bonaccolto & Caporin, 2016; Dźwigoł, 2018; 
Dźwigoł & Dźwigoł-Barosz, 2018; Dźwigoł & Wolniak, 2018; Dzwigoł et al., 2019; Eskandari & 
Fuschi & Tvaronavičienė, 2016; Rabelo, 2007; Fukushima,  2006; Hroznyi et al., 2018; 
Kamioska, 2018; Karpenko et al., 2018; Kouvelis & Yu, 1997; Kelly, 2002; Kuzmak et al., 2018; 
Kvilinskyi & Kravchenko, 2016; Кwilinski, 2017, 2018a, 2018b, 2018c, 2019; Kwilinski et al., 
2019a, 2019b; Mackevičius et al., 2018; Okoli et al., 2016; Paulusch, 2017; Ramalingama, 2018; 
Savchenko et al., 2019; Tarasova, 2018; Tkachenko et al., 2019; Zeng & Skibniewski, 2013; Zhou 
et al., 2016).  
 
The essence of the optimization system lies in pre-planned measures aimed at identifying 
possible adverse situations and reducing the degree of their possible impact on the project to 
an acceptable level. At the same time, risk optimization includes such targeted actions as 
planning, identification, assessment, processing, control and documentation of risks 
(Kaminska, 2018).   
 
In situations where uncertainty is at the core of the problem — as it is in risk management — a 
different strategy is required. In the field of optimization, there are various approaches 
designed to cope with uncertainty (Fukushima, 2006; Eskandari & Rabelo, 2007). In this 
context, the exact values of the parameters (e.g. the data) of the optimization problem are not 
known with absolute certainty, but may vary to a larger or lesser extent depending on the 
nature of the factors they represent. 
 
Robust optimization may be used when the parameters of the optimization problem are 
known only within a finite set of values. In order to measure the robustness of a given solution, 
different criteria may be used. (Kouvelis & Yu, 1997) identify three criteria:  

1) absolute robustness; 
2) robust deviation; 
3) relative robustness. 
 

Practically every real-world situation involves uncertainty and risk, creating a need for 
optimization methods that can handle uncertainty in model data and input parameters. 
 
(Better et al., 2008) described two popular methods, scenario optimization and robust 
optimization, that seek to overcome limitations of classical optimization approaches for 
dealing with uncertainty and that undertake to find high-quality solutions that are feasible 
under as many scenarios as possible. 
 
(Opalenko, 2015) proposes to optimize the risks of a manufacturing enterprise based on four 
main types of risks (internal, which are divided into financial and non-financial, as well as 
external, which are market and regulatory) and four main activities of the manufacturing 
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enterprise (production, sales, management and financial activities). For each activity, the risk 
weight, the necessary costs and the maximum risk reduction are established; the purpose of 
optimization is to minimize the total necessary costs. The main disadvantage of this approach 
is the lack of attention of how it is proposed to reduce individual risks and to ignore the variety 
of generally accepted risk management methods. 
As a whole, it can be concluded that the majority of researchers did not take into account the 
current conditions of operation of an industrial enterprise and its objectives when developing 
risk optimization methods, which have an impact on the methods of risk management that can 
be used. 
  
3. Methods 
 
When managing the risks of an industrial enterprise based on the principles of goal-oriented 
optimization, it is necessary to take into account the list of possible goals for each type of 
enterprise functioning and dependence on the current capabilities of the enterprise. It is the 
current capabilities that determine the goals of an industrial enterprise in risk management, 
because, for example, if an enterprise lacks resources, it has limited capacity to exert influence 
on risky situations. At the same time, depending on the operating conditions, these restrictions 
may be extended, for example, in times of crisis, when an enterprise is already in danger of 
bankruptcy, it may be advisable to take greater risks than is reasonably practicable.  
 
The industrial enterprise risk optimization system receives the necessary input from the risk 
assessment system and the targeting system which is shown in Fig. 1. The risk assessment 
system provides risk mapping and formulation of the operating conditions for  risk map is 
being developed. In turn, the industrial targeting system provides its strategic goals and 
objectives that must be addressed in order to achieve goals. 
 
Risk optimization is performed by using three models of primary data processing that provide 
formalized processing and validation of conclusions regarding risk optimization measures: 

- model for comparing the goals of the enterprise under operating conditions and typical 
risks for these conditions; 

- model for matching existing resources with the needs and outcomes of tasks; 
- model for choosing risk management methods.  

 
The goal-setting model under operating conditions and the typical risks for these conditions 
provide for the formalization of the strategic goals of the industrial enterprise and for 
determining how those goals coincide with the specific risks inherent in the existing operating 
conditions. The model is based on the use of fuzzy set theory and enables the intersection of 
the goals and objectives of the enterprise with the goals of risk management, which are 
conditioned by the operating conditions. 
 
For each purpose of an industrial enterprise it is determined that negative deviation of the 
planned indicators is inadmissible. For this purpose, a set of membership functions is 
constructed for fuzzy sets corresponding to the linguistic variable ”tolerance.” The 
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membership function argument uses a metric that reflects the goal. For each type of operation 
of an industrial enterprise, its goal achievement indicators, or several such indicators, are 
established, and a function is built that relates indicator to the net profit and total sales of the 
industrial enterprise.  
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1. The structure of risk management of an industrial enterprise under various operating 
conditions 
Source: own research. 
 

The membership function has a sigmoidal appearance, since all values of deviation less than a 
certain limit are admissible, all values above another limit are invalid, and  those between 
them depend on the personal view of the leader and are therefore described by fuzzy sets: 
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where: ),,( baxG  – the function of belonging to the linguistic variable "tolerance"; 

x  – deviation of actual target from the planned one; 

),( VPf x  – a function that connects the deviation of the actual target from the planned 

profit and sales volume of the industrial enterprise; 
ba,  – parameters of the sigmoidal membership function; 

P  – net profit of an industrial enterprise; 
V  – volume of industrial enterprise sales.  

 
Similarly, the fuzzy set membership function can be constructed for each industrial enterprise 
task, if the depth of analysis requires it. 
 
Depending on the conditions of operation of an industrial enterprise, different criteria are set 
when constructing the function of belonging to a fuzzy set, which characterizes the 
inadmissibility of deviations when reaching the goal. For normal operating activities, the main 
thing is to maintain profitability of the enterprise. Therefore, the criterion is a change in 
profitability.  
 
When operating in an industrial manufacturing business, they end up trying to increase the 
volume of work to capture most of the market and need to use in the market that exists but 
needs to be kept clean. Thus, to create the functionality of accessory in the production of an 
industrial enterprise is a pure existing or a separate place with a possible coefficient. 
 
Finally, the functioning of an industrial enterprise under crisis conditions is of paramount value 
to solvency. Therefore, given the management under crisis and generalized indicators with the 
goals of crisis management structure of the service, there are accessories that arbitrarily chose 
to worsen the current number of opportunities. Therefore, depending on the operating 
conditions, the function of belonging to the linguistic variable ”tolerance” has different targets. 
 
In turn, for each risk identified in the assessment process, the expected losses in the event of a 
negative event or several adverse events in the case of complex risk are identified. These 
losses can also be seen as a reduction in net income. For industrial enterprise risk, a 
membership function is formed that describes the linguistic variable ”tolerable risk” and which 
has a z-shaped form (Kelly, 2002): 
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where: ),,( dcyR  – the function of belonging to the linguistic variable "acceptable risk"; 

y  – the impact of the risk on the deviation of the actual target from the planned; 

),( VRPf y   – a function relates the deviation of the actual target from the projected 

profit and risk-based sales volume; 
dc,  – parameters of z-membership function; 

P  – net profit of an industrial enterprise;  

R  – expected loss from risk; 
V  – volume of industrial enterprise sales. 

 
As a result of the intersection of fuzzy sets of ”tolerance” and ”acceptable risk,” you can get a 
fuzzy set that reflects constraints on the goals. For each type of functioning of an industrial 
enterprise, intersection is carried out. Thus, the goal-setting model under operating conditions 
and the typical risks for these conditions is: 
 

,GRO   (5) 

),min( GRO    (6) 

),,( dcyRR    (7) 

),,( baxGG    (8) 

 

where: O  – a fuzzy set that limits the scope of possible goals and risks; 
R  – a fuzzy set of ”acceptable risk”; 
G  – a fuzzy set of  “inadmissible deviation”; 

y  – the impact of the risk on the deviation of the actual target from the planned ; 

x  – deviation of the actual target from the planned, where profitability is the target for 
normal development, profit or sales volume for development conditions, current liquidity for 
crisis conditions ; 

),,( baxG  – the function of belonging to a linguistic variable of ”inadmissible deviation”; 
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),,( dcyR  - the function of belonging to the linguistic variable of ”acceptable risk.” 

For many risks and goals, the fuzzy sets G  and R  can have several variables that meet 
different goals and different risks. A graphical representation of the intersection of fuzzy sets 
with one risk and one goal. The shaded area is the area of feasible solutions in risk 
management in different operating conditions of an industrial enterprise. 
 
Thus, the goal-setting model under operating conditions and the typical risks for these 
conditions makes it possible to identify the constraints and management decisions have too 
high risks or are unacceptable in view of achieving the global goals of an industrial enterprise. 
 
The needs matching model provides a classification of risks according to the resources needed 
to optimize them and the magnitude of the losses from those risks. The model based on the 
assumption that any task of industrial enterprise has to perform may have negative 
implementation scenarios that carry the risk of direct monetary losses or the cost overruns of 
the various types of resources required to complete the task. 
 
To identify resource constraints, it is suggested that each task of an industrial enterprise be 
compared with many characteristics that reflect the effect of the tasks, the cost of resources to 
accomplish the tasks, and the assessment of the associated risks. 
 
As a result, many of the tasks of an industrial enterprise are:  
 

 ,,...,,...,1 Mm QQQQ   (9) 

  MmRRSSFQ mmmmmm  ,,,,, max  (10) 

 
where: Q  – a set of tasks of an industrial enterprise; 

 mmmmm RRSSF ,,,, max  – characteristics of m-th task of an industrial enterprise; 

mF  – the economic effect of the m-th task of an industrial enterprise; 

mS  – the amount of expenses that are planned for the m-th task of an industrial enterprise; 
max

mS  – the maximum amount of costs that can be spent to fulfill the m-th task of an 

industrial enterprise; 

mR  – the ratio of the consequences of negative and positive scenarios for the task; 

mR  – mathematical expectation of the consequences of risks for the m-th task of an 

industrial enterprise; 
M  – a set of tasks that are planned at an industrial enterprise. 

 
As a result of the analysis of tasks, resources and risks, the whole set of risks can be classified 
into several groups: 

- risks that result in greater losses than the effect of the task; 
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- risks that are personally critical to resources; 
- risks that, together with others, are resource-critical; 
- risks for which the loss / benefit ratio is worse than the corresponding effect and cost 

estimate for an industrial enterprise.  
 

The risks, the losses of which are greater than the effect of the task, are a set of 1 , for which 

the condition is fulfilled: 
 

11 mm
FR   

11 Mm   

MM 1  

(13) 

 
Risks that are personally resource-critical have the expectation of a waste of resources, which 

more than the enterprise has for a single task, are a set of 2 , for which the condition is 

fulfilled: 
 

22 mm
SR   

22 Mm   

MM 2  

(14) 

 

Risks that, along with others, are resource-critical, are a set of 3 , for which the condition is 

fulfilled: 
 

 
3

3

3

3

m
m

m
m

SR  

33 Mm   

MM 3  

 
(15) 

 
The risks to which the loss-benefit ratio is worse than the corresponding impact-cost estimate 

for an industrial enterprise are a set of 4 , for which the condition is fulfilled: 
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Thus, the classification of risks according to their relevance to the tasks of the industrial 
enterprise, the resources required for these tasks, indicators of utility tasks and risks, etc. Each 
risk can belong to several groups at the same time. 
 
The model of choice of methods of risk management based on the established restrictions on 
the purposes and classification of risks according to resource needs gives an opportunity to 
choose one of the possible methods of risk management. Traditionally, the following risk 
management methods are distinguished (Dorfman, 2012): 

- evasion when an enterprise abandons risky projects, counterparties, products, etc.; 
- diversification, where an enterprise carries out several activities or releases several 

products in a bypass that only one or more of them will result in losses and others will 
compensate for those losses; 

- localization when the company creates individual projects or units with a limited budget, 
which allows to limit the risk to the maximum size and to better control its occurrence; 

- compensation when an entity creates reserves (insurance or simply financial reserves) to 
cover risk losses in the event of adverse events. 
 
The task of risk optimization at an industrial enterprise is to determine which management 
method is the most appropriate, taking into account the current conditions of operation of the 
enterprise goals and available resources. For this purpose, optimization is performed by the 
criterion of maximizing the effect of achieving the goals of an industrial enterprise, while 
limiting the size of the risks and the types of the risks that the enterprise can handle. 
Maximizing the effect of achieving the goals is in the context of tasks that decipher the goals of 
the industrial enterprise. To do this, use the target function: 
 

  max
4

1

,, 







 

 Mm u

mumum LbF  (17) 

 

where: mF  – the economic effect of the m-th task of an industrial enterprise; 

mub ,
 – a logical variable that takes a value of 0 or 1, depending on whether it is appropriate 

to use the u-type of risk management for the m-th task; 

muL ,  – the cost of implementing the u-th type of risk management for the m-th task; 

u  – the type of risk management index, where 1-evasion, 2-diversification, 3-localization, 
4-compensation. 
 
No more than one risk management method may be used for each risk, otherwise the risk 
could be decomposed into components. Therefore, there is a limitation that only one or no risk 
management method is used: 
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1

, 1
u
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Possible risk management methods are identified for each risk group, which is classified by 
using a model of matching available resources. 
 
Risks that result in greater losses than the effect of the task cannot be minimized through 
compensation and localization, so they are subject to the following limitations: 
 

                 (19) 

                 (20) 

 
Risks that are personally critical to resources cannot be minimized by ways other than evasion, 
so they are subject to the following limitations: 
 

                 (21) 

 
Risks that, together with others, are resource-critical, need to be eliminated from the highest 
risk of the same type of risk: 
 

             ̅        ̅                (22) 

 
Risks in which the loss/benefit ratio is worse than the corresponding effect and cost estimate 
for an industrial enterprise's task are not appropriate to minimize through localization or 
compensation: 
 

                 (23) 

 
In addition to the ratio of risks to specific resource groups, consideration should be given to 
identifying risks in the area of possible solutions for risk tolerance and non-tolerance for each 

target. If the risk solution is not in the area of acceptable solutions O , then it must 
necessarily use risk management techniques, otherwise the enterprise may take that risk. That 

is, if the risk solution does not belong to the set O , an additional limitation is: 
 





4

1

, 0
u

mub  (24) 

 
Thus, the use of the proposed model of selection of risk management methods based on the 
established limits on the objectives and the classification of risks according to resource 
requirements allows to select the most favorable risk management program for the industrial 
enterprise in achieving goals. 
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The developed set of models for comparing the goals of the enterprise under operation 
conditions and resources forms the based on scientific and methodological approach to 
targeted risk, the optimization of an industrial enterprise, through which the enterprise can be 
adapted to different operating conditions and improve efficiency by minimizing losses from 
negative events. 
 
4. Results and Discussion  
 
When testing the developed scientific-methodical approach of risk-oriented optimization of 
industrial enterprise risks at the Kerammash, a selection of the most expedient methods for 
managing the risks of reducing profitability in the ordinary course of business was made. The 
main risks for PJSC “Kerammash” are the exceedance of the defect rate, excess of the 
equipment downtime due to breakdowns, excess of the downtime when changing the 
production program, decrease of the market volume, decrease of competitive prices for 
products. Selected, using the developed scientific and methodological approach, targeted risk 
optimization of industrial enterprise risk management methods are shown in Table 1.  
 
Table 1. Selected risk management methods for PJSC ”Kerammash” 
 

Risk indicators 
The risk management 

method chosen 
Selected events 

Exceeding rate of spoiled goods Avoidance 

Improvement of the defect detection 
system in the initial stages of 
production to reduce the cost of 
repairing the defect 

Breakdown of equipment 
downtime due to breakdowns 

Avoidance 
Optimization of equipment 
prevention schedule 

Exceeding rate of downtime when 
changing production program 

Avoidance 
Improvement of the scheduling 
system to prevent downtime 

Decrease in market volume by 
10% or more percent 

Diversification 
Development of production of related 
products 

5% reduction in competitive prices 
for products 

Compensation 
Conclusion of long-term contracts 
with consumers 

Source: own research. 

 
Most of these risk management measures do not require additional costs, but only developing 
the production of related products. At the same time, they can significantly reduce the risk of 
losses. The estimated results of the implementation of the risk management measures of PJSC 
“Kerammash” are shown in Table 2.  
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Table 2. Results of implementation of risk management measures of PJSC “Kerammash” 
 

Selected events 
Cost of 

implementation, 
thousand UAH 

Reduction of 
possible losses, 
thousand UAH 

Improvement of the defect detection system in the initial 
stages of production to reduce the cost of repairing the 
defect 

0 19 

Optimization of equipment prevention schedule 0 28 

Improvement of the scheduling system to prevent 
downtime 

0 66 

Development of production of related products 283 1688 

Conclusion of long-term contracts with consumers 0 32 

Source: own research. 

 
The total cost of risk management of PJSC “Kerammash” is UAH 283 thousand and the total 
saving is UAH 1834 thousand. Thus, the total economic effect equals UAH 1,551 thousand. 
 

5. Conclusions  
 
It is established that the risk management capabilities of an industrial enterprise differ 
depending on the operation conditions and the goals set. Depending on the objectives set, the 
targets differ and the risk management system must therefore consider which deviations are 
acceptable. 
 
An analysis of industrial enterprise risk management approaches has revealed that most 
researchers have not taken into account the current operating conditions of an industrial 
enterprise and objectives, which have implications for risk management methods that are 
available for using when developing risk optimization methods. 
 
It is proposed to carry out the optimization of risks of an industrial enterprise using three 
models of processing of initial data that provide formalized processing and justification of 
conclusions about measures for optimization of risks: a model of comparison of the goals of 
the enterprise with the conditions of operation and typical risks for these conditions; model of 
matching available resources with needs; a model for choosing risk management methods. 
 
It is substantiated that the task of risk optimization at an industrial enterprise is to determine 
which management method is most appropriate taking into account the current conditions of 
operation of the enterprise, goals and available resources. For this purpose, optimization is 
performed by the criterion of maximizing the effect of achieving the goals of an industrial 
enterprise, while limiting the size of the risks and the types of risks that the enterprise can 
handle. Maximizing the effect of achieving the goals is in the context of tasks that decipher the 
goals of the industrial enterprise. 
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The complex of models of comparing the goals of the enterprise under the operation 
conditions and resources has been developed, forms based on a scientific and methodological 
approach to the purposeful optimization of risks of an industrial enterprise. 
 

References  
 
Bajgoric, N. (2011). Server operating environment for business continuance: framework for selection. 

International Journal of Business Continuity and Risk Management, 1(4), 317-338. 
https://doi.org/10.1504/IJBCRM.2010.038622  

Better, M., Glover, F., Kochenberger, G., & Wang, H. (2008). Simulation optimization: application in risk 
management. International Journal of Information Technology & Decision Making, 7(4), 571–587. 
https://doi.org/10.1142/S0219622008003137  

Bonaccolto, G., & Caporin, M. (2016). The Determinants of Equity Risk and Their Forecasting 
Implications: A Quantile Regression Perspective. Journal of Risk and Financial Management, 9(3), 8: 
1-25. https://doi.org/10.3390/jrfm9030008  

Carr, M., Konda, S., Monarch, I., Walker, C., & Ulrich, F. (1993). Taxonomy-Based Risk Identification 
(CMU/SEI-93-TR-006). Pittsburgh, Pennsylvania: Software Engineering Institute, Carnegie Mellon 
University. Retrieved from https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=11847 

Chernenko, Y. O. (2014). Vybir metodiv upravlinnia ryzykamy na promyslovych pidpryyemstvach 
[Selection of risk management methods on industrial enterprise]. Visnyk Odeskoho natsionalnoho 
universytetu. Ekonomika – Bulletin of the Odessa National University. Economics, 19(1/2), 36-39. 
Retrieved from http://www.visnyk-onu.od.ua/journal/2014_19_1_2/10.pdf [in Ukrainian]. 

Crockford, N. (1986). An Introduction to Risk Management (2nd ed.). Cambridge, UK: Woodhead-
Faulkner.  

Dorfman, M. S., & Cather, D. A. (2012). Introduction to Risk Management and Insurance. Cambridge: 
Pearson. 

Dźwigoł, H. (2018). Współ zesne pro es  badaw ze w nauka h o zarządzan u. Uwarunkowan a 
metodyczne i metodologiczne. Warszawa: PWN [in Polish]. 

Dźwigoł, H., & Dźwigoł-Barosz, M. (2018). Scientific research methodology in management sciences. 
Financial and Credit Activity: Problems of Theory and Practice, 2(25), 424-437. 
https://doi.org/10.18371/fcaptp.v2i25.136508  

Dźwigoł, H.; & Wolniak, R. (2018). Controlling w procesie zarządzania chemicznym przedsiębiorstwem 
produkcyjnym [Controlling in the management process of a chemical industry production 
company]. Przemysl Chemiczny, 97(7), 1114—1116. https://doi.org/10.15199/62.2018.7.15 [in 
Polish]. 

Dzwigoł, H., Dzwigoł–Barosz, M., Zhyvko, Z., Miskiewicz, R., & Pushak, H. (2019). Evaluation of the 
energy security as a component of national security of the country. Journal of Security and 
Sustainability Issues, 8(3), 307-317. http://doi.org/10.9770/jssi.2019.8.3(2)  

Eskandari, H. & Rabelo, L. (2007). Handling uncertainty in the analytic hierarchy process: A stochastic 
approach. International Journal of Information Technology & Decision Making, 6(1), 177–189. 
https://doi.org/10.1142/S0219622007002356  

https://doi.org/10.1504/IJBCRM.2010.038622
https://doi.org/10.1142/S0219622008003137
https://doi.org/10.3390/jrfm9030008
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=11847
http://www.visnyk-onu.od.ua/journal/2014_19_1_2/10.pdf
https://doi.org/10.18371/fcaptp.v2i25.136508
https://doi.org/10.15199/62.2018.7.15
http://doi.org/10.9770/jssi.2019.8.3(2)
https://doi.org/10.1142/S0219622007002356


70 
www.virtual-economics.eu                                                                                  ISSN 2657-4047 (online) 

Ihor Hroznyi, Mykhailo Tymoshyk, and Eduard Malevski 
Virtual Economics, Vol. 2, No. 3, 2019 

 

Fukushima, M. (2006). How to deal with uncertainty in optimization — some recent attempts. 
International Journal of Information Technology & Decision Making, 5(4), 623–637. 
https://doi.org/10.1142/S0219622006002192  

Fuschi, D. L., & Tvaronavičienė, M. (2016). A network based business partnership model for SMEs 
management. Entrepreneurship and Sustainability Issues, 3(3), 282-289. 
https://doi.org/10.9770/jesi.2016.3.3(5)  

Hroznyi, I., Kuzmak, O., Kuzmak, O., & Rusinova, O. (2018). Modeling management of diversification of 
foreign economic interactions. Problems and Perspectives in Management, 16(1), 155-165. 
http://dx.doi.org/10.21511/ppm.16(1).2018.15  

Hubbard, D. W. (2009). The Failure of Risk Management: Why It's Broken and How to Fix It. Hoboken, 
New Jersey: John Wiley & Sons, Inc. 

ISO. (2009). ISO 31000:2009. Risk management — Principles and guidelines on implementation. 
International Organization for Standardization. Retrived from 
https://www.iso.org/standard/43170.html  

Kamioska, B. (2018). Iterative signal processing in anticipatory management of industrial enterprise 
development. Virtual Economics, 1(1), 53-65. https://doi.org/10.34021/ve.2018.01.01(4)  

Karpenko, L., Serbov, M., Kwilinski, A., Makedon, V., & Drobyazko, S. (2018). Methodological platform 
of the control mechanism with the energy saving technologies. Academy of Strategic Management 
Journal, 17(5), 1939-6104-17-5-271: 1-7. Retrieved from 
https://www.abacademies.org/articles/Methodological-platform-of-the-control-mechanism-1939-
6104-17-5-271.pdf 

Kelly, J.P. (2002).  Simulation optimization is evolving. INFORMS Journal of Computing, 14(3), 223–225. 
https://doi.org/10.1287/ijoc.14.3.223.108  

Kouvelis, P., & Yu, G. (1997). Robust Discrete Optimization and Its Applications. New York: Springer US. 
https://doi.org/10.1007/978-1-4757-2620-6  

Klimenko, S. M. (2013). Formuvannia stratehii rozvytku pidpryiemstva z urakhuvanniam ryzykiv 
[Formation of the Strategy of Enterprise Development with Consideration of Risks]. Business 
Inform, 8, 343-347. Retrieved from https://www.business-inform.net/export_pdf/business-inform-
2013-8_0-pages-343_347.pdf [in Ukrainian]. 

Kuzmak, O., Kuzmak, O., Tarasova H., & Buchkovska, Y. (2018). Modern realities of risk management in 
the activities of Ukrainian banks. Banks and Bank System, 13(1), 150-161. 
http://dx.doi.org/10.21511/bbs.13(1).2018.14  

Kvilinskyi, O., & Kravchenko, S. (2016). Optimization of innovative project realization conditions. Zeszyty 
Naukowe Pol te hn k  Poznańsk ej. Organ za ja   Zarządzan e, 70, 101-111. 
https://doi.org/10.21008/j.0239-9415.2016.070.07  

Kwilinski, A. (2017). Development of industrial enterprise in the conditions of formation of information 
economics. Thai Science Review, Autumn 2017, 85 – 90. https://doi.org/10.5281/zenodo.1414236  

Кwilinski, A. (2018a). Mechanism of modernization of industrial sphere of industrial enterprise in 
accordance with requirements of the information economy. Marketing and Management of 
Innovations, 4, 116-128. http://doi.org/10.21272/mmi.2018.4-11  

https://doi.org/10.1142/S0219622006002192
https://doi.org/10.9770/jesi.2016.3.3(5)
http://dx.doi.org/10.21511/ppm.16(1).2018.15
https://www.iso.org/standard/43170.html
https://doi.org/10.34021/ve.2018.01.01(4)
https://www.abacademies.org/articles/Methodological-platform-of-the-control-mechanism-1939-6104-17-5-271.pdf
https://www.abacademies.org/articles/Methodological-platform-of-the-control-mechanism-1939-6104-17-5-271.pdf
https://doi.org/10.1287/ijoc.14.3.223.108
https://doi.org/10.1007/978-1-4757-2620-6
https://www.business-inform.net/export_pdf/business-inform-2013-8_0-pages-343_347.pdf
https://www.business-inform.net/export_pdf/business-inform-2013-8_0-pages-343_347.pdf
http://dx.doi.org/10.21511/bbs.13(1).2018.14
https://doi.org/10.21008/j.0239-9415.2016.070.07
https://doi.org/10.5281/zenodo.1414236
http://doi.org/10.21272/mmi.2018.4-11


71 
www.virtual-economics.eu                                                                                  ISSN 2657-4047 (online) 

Ihor Hroznyi, Mykhailo Tymoshyk, and Eduard Malevski 
Virtual Economics, Vol. 2, No. 3, 2019 

 

Kwilinski, A. (2018b). Mechanism for assessing the competitiveness of an industrial enterprise in the 
information economy. Research Papers in Economics and Finance, 3(1), 7-16. 
https://doi.org/10.18559/ref.2018.1.1  

Kwilinski, A. (2018c). Trends of development of the information economy of Ukraine in the context of 
ensuring the communicative component of industrial enterprises. Economics and Management, 
1(77), 64-70. 

Кwilinski, A. (2019). Implementation of Blockchain Technology in Accounting Sphere.  Academy of 
Accounting and Financial Studies Journal, 23(SI2), 1528-2635-23-SI-2-412: 1-6. Retrieved from 
https://www.abacademies.org/articles/Implementation-of-Blockchain-Technology-in-Accounting-
Sphere-1528-2635-23-SI-2-412.pdf   

Kwilinski, A., Dalevska, N., Kravchenko, S., Hroznyi, I., Kovalenko, I. (2019a). Formation of the 
entrepreneurship model of e-business in the context of the introduction of information and 
communication technologies. Journal of Entrepreneurship Education, 22(SI1), 1528-2651-22-S1-337: 
1-7. Retrieved from https://www.abacademies.org/articles/Formation-of-the-entrepreneurship-
model-of-e-business-1528-2651-22-S1-337.pdf 

Kwilinski, A., Volynets, R., Berdnik, I., Holovko, M., & Berzin, P. (2019b). E-Commerce: Concept and 
Legal Regulation in Modern Economic Conditions. Journal of Legal, Ethical and Regulatory Issues, 
22(SI2), 1544-0044-22-SI-2-357: 1-6. Retrieved from https://www.abacademies.org/articles/E-
Commerce-concept-and-legal-regulation-in-modern-economic-conditions-1544-0044-22-SI-2-
357.pdf  

Mackevičius, J., Šneidere, R., & Tamulevičienė, D. (2018). The waves of enterprises bankruptcy and the 
factors that determine them: the case of Latvia and Lithuania. Entrepreneurship and Sustainability 
Issues, 6(1), 100-114. https://doi.org/10.9770/jesi.2018.6.1(8)  

Okoli, J., Watt, J., Weller, G., & Wong, W. B. L. (2016). The role of expertise in dynamic risk assessment: 
A reflection of the problem-solving strategies used by experienced fireground commanders. Risk 
Management, 18(1), 4–25. https://doi.org/10.1057/rm.2015.20  

Opalenko, A. M. (2015). Modeli optymizatsii ryzykiv v diialnosti vyrobnychoho pidpryiemstva [The 
Models of Risk Optimization in Manufacturing Enterprise Business]. Efektyvna ekonomika - Effective 
Economy, 1. Retrived from http://www.economy.nayka.com.ua/?op=1&z=3744 [in Ukrainian]. 

Paulusch, J. (2017). The Solvency II Standard Formula, Linear Geometry, and Diversification. Journal of 
Risk and Financial Management, 10(2), 11: 1-12. https://doi.org/10.3390/jrfm10020011  

Ramalingama, D., Arunb, S., & Anbazhaganc, N. (2018). A Novel Approach for Optimizing Governance, 
Risk management and Compliance for Enterprise Information security using DEMATEL and FoM 
Procedia Computer Science, 134, 365-370. https://doi.org/10.1016/j.procs.2018.07.197  

Savchenko, T., Basiurkina, N., Rodina, O., & Kwilinski, A. (2019). Improvement of the assessment 
methods of product competitiveness of the specialized poultry enterprises. Management Theory 
and Studies for Rural Business and Infrastructure Development, 41(1), 43-61. 
https://doi.org/10.15544/mts.2019.05  

Sifumba, C. M., Mothibi, K. B., Ezeonwuka, A., Qeke, S., & Matsoso, M. L. (2017). The risk management 
practices in the manufacturing SMEs in Cape Town. Problems and Perspectives in Management, 
15(2(cont. 2)), 386-403. http://dx.doi.org/10.21511/ppm.15(2-2).2017.08  

https://doi.org/10.18559/ref.2018.1.1
https://www.abacademies.org/articles/Implementation-of-Blockchain-Technology-in-Accounting-Sphere-1528-2635-23-SI-2-412.pdf
https://www.abacademies.org/articles/Implementation-of-Blockchain-Technology-in-Accounting-Sphere-1528-2635-23-SI-2-412.pdf
https://www.abacademies.org/articles/Formation-of-the-entrepreneurship-model-of-e-business-1528-2651-22-S1-337.pdf
https://www.abacademies.org/articles/Formation-of-the-entrepreneurship-model-of-e-business-1528-2651-22-S1-337.pdf
https://www.abacademies.org/articles/E-Commerce-concept-and-legal-regulation-in-modern-economic-conditions-1544-0044-22-SI-2-357.pdf
https://www.abacademies.org/articles/E-Commerce-concept-and-legal-regulation-in-modern-economic-conditions-1544-0044-22-SI-2-357.pdf
https://www.abacademies.org/articles/E-Commerce-concept-and-legal-regulation-in-modern-economic-conditions-1544-0044-22-SI-2-357.pdf
https://doi.org/10.9770/jesi.2018.6.1(8)
https://doi.org/10.1057/rm.2015.20
http://www.economy.nayka.com.ua/?op=1&z=3744
https://doi.org/10.3390/jrfm10020011
https://doi.org/10.1016/j.procs.2018.07.197
https://doi.org/10.15544/mts.2019.05
http://dx.doi.org/10.21511/ppm.15(2-2).2017.08


72 
www.virtual-economics.eu                                                                                  ISSN 2657-4047 (online) 

Ihor Hroznyi, Mykhailo Tymoshyk, and Eduard Malevski 
Virtual Economics, Vol. 2, No. 3, 2019 

 

Simon, P. & Hillson, D. (2012). Practical Risk Management: The ATOM Methodology. Vienna, VA:  
Management Concepts. 

Stepanova, E.M., & Volkov, A.A. (2017). Otsinka informatsiinykh ryzykiv v umovakh rozvytku 
informatsiinoi systemy pidpryiemstva [Assessment of the information risks in the conditions of the 
enterprise information system development]. Visnik of the Volodymyr Dahl East Ukrainian National 
University, 10(240), 106-110. Retrieved from 
http://dspace.snu.edu.ua:8080/jspui/handle/123456789/1832 [in Ukrainian]. 

Tarasova, H. (2018). Scientific and methodical approach to adaptive diversification of industrial 
enterprise development under crisis conditions. Virtual Economics, 1(1), 42-52. 
https://doi.org/10.34021/ve.2018.01.01(3)  

Tkachenko, V., Kwilinski, A., Tkachenko, I., & Puzyrova, P. (2019). Theoretical and Methodical 
Approaches to the Definition of Marketing Risks Management Concept at Industrial Enterprises. 
Marketing and Management of Innovations, 2, 228-238. http://doi.org/10.21272/mmi.2019.2-20  

Virine, L., & Trumper, M. (2007). Project Decisions: The Art and Science. Vienna. VA: Management 
Concepts.  

Zeng, Y. & Skibniewski, M. J. (2013). Risk assessment for enterprise resource planning (ERP) system 
implementations: a fault tree analysis approach. Enterprise Information Systems, 7(3), 332-353. 
https://doi.org/10.1080/17517575.2012.690049  

Zhou, Q., Fang, G., Wang, D.P., & Yang, W. (2016). Research on the robust optimization of the 
enterprise's decision on the investment to the collaborative innovation: Under the risk constraints. 
Chaos, Solitons & Fractals, 89, 284-289. https://doi.org/10.1016/j.chaos.2015.11.021  

http://dspace.snu.edu.ua:8080/jspui/handle/123456789/1832
https://doi.org/10.34021/ve.2018.01.01(3)
http://doi.org/10.21272/mmi.2019.2-20
https://doi.org/10.1080/17517575.2012.690049
https://doi.org/10.1016/j.chaos.2015.11.021

